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ABSTRACT

Soin is a tool for analyzing the logical consistency of concurrent systems, specificdfyaof
communication protocolsThesystem is described in a modeling language cateiMeLA.

The language allows for the dynamic creation of concupetessesCommunicatiorvia
message channels can be defined tsyehronous (i.e., rendeztvous), or asynchronous
(i.e., buffered).

Given a model system specifiedAROMELA, spin can either perfornnandom simulations of
the system’s execution or it can generate a C prodhaiperforms an efficient online
verification of the system’s correctness propertiBsiring simulation and verificatiospin
checks for theabsence of deadlocks, unspecified receptions, and unexecutableTémde.
verifier can also be used to verify the correctness of system invariants, findaron+
progress execution cycles, aitccan verify correctness properties expressed in nextttime
free linear temporal logic formulae.

The verifier is setup to be efficieahd to use a minimal amount of memoAn exhaustive
verification performed bypin can establistwith mathematical certainty whether or not a
given behavior is errortfreeVery large verification problems, that can ordinarily e
solved within the constraints a given computer system, can be attacked with a frugal “bit
state storage” technique, also knoassupertrace. With this method the state space can be
collapsed to a small number of bits per reachable system state, with minimal sidezeffects.

The first part of this memo gives an introductiorPROMELA, the second part discusses the
usage ofspin, and the third part contains a brief referencgnual forrPROMELA. In the
appendix an example is used to illustrate the construction of aAseELA model forspin
verification.

This manual discusses only the basse ofspin. It does not discuss extensions to the
language that are padf spin version 2.0 and beyond (see the notes at the end of this
manual). Italsodoes not discuss the builtin support for the verification of linear temporal
logic formulae.

This manual iglerived from the “Unix £ Research System, Programmer’s Manual,” Tenth
Edition, Volume Il, Saunders College Pulil990, pp. 429+450, and may not be reproduced
without permission.A comparable tutorial on the usespfn can also be found in Computer
Networks and ISDN Systems, 1993, Vol. 25, No. 9, pp. 981+1017.

Consult theWhat sNew. ps document for an overview of newer features of th®n
system. Sed&oadmap. ps for a quick summary of the basic procedofeworking with

spin.
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1. Introduction to PROMELA

PROMELA is a verification modeling languagét. provides a vehicle for making abstractions of protofmis
distributed systemm general) that suppress details that are unrelated to process interdbiontended
use ofspin is to verify fractions of process behavior, that for one reason or armtheonsidered suspect.
The relevant behavior is modeledAROMELA and verified. A completeverification is therefore typically
performed in a series of steps, with the construction of increasietdyledPROMELA models. Eachmodel
can be verified witrspin under different types of assumptioaisout the environment (e.g., message loss,
message duplications etopncethe correctnessf a model has been established vgjin, that fact can be
used in the construction and verification of all subsequent models.

PROMELA programs consist grocesses, messagehannels, andvariables. Processesare global objects.
Message channels and variables can be declared either globally or locally within a pRyoessses
specify behavior, channels and global variables define the environment in which the processes run.

Executability

In PROMELA there is nalifference between conditions and statements, even isolated boolean conditions can
be used as statementBhe execution of every statement is conditional orextsutability. Statementsre
either executable or blockedhe executability is the basic means of synchronizatidrprocess can wait
for an event to happen by waiting for a statenteriiecome executabld=or instance, instead of writing a
busy wait loop:
while (a !'= b)

skip /* wait for a==b */
one can achieve the same effeadROMELA with the statement
(a == b)

A condition can only bexecuted (passed) when it holdé.the condition does not hold, execution blocks
until it does.

Variables are used to store either global information about the sgstenwhole, or information local to
one specific process, depending on where the declaration for the variable is plagddclarations

bool fl ag;
int state;
byte nsg;

define variables that can store integer values in three different rafilgescope of a variable is global if it
is declared outside all process declarations, and local if it is declared within a process declaration.

Data Types

Table 1 summarizes the basic data types, sizesttena@orresponding value ranges (on a DEC VAX
computer).
Table 1 + Data Types

Name Size (bits) Usage Range

bit 1 unsigned 0.1
bool 1 unsigned 0.1
byte 8 unsigned 0..255
mtype 8 unsigned 0..255
short 16 signed +2715..2715+1
int 32 signed +2731..2°31+1

The namesbit and bool are synonyms for a single bit of informatio® byt e is an unsigned
guantity that can store a value betwe@rand 255. shorts andi nt s are signed quantities that differ
only in the range of values they can hold.

An nt ype variable can be assigned symbolic values that are declaredimyge = { ... }
statement, to be discussed below.



I+
w
I+

Array Variables

Variables can be declared as arralysrinstance,

byte state[N]
declares an array oN bytes that can be accessed in statements such as

state[0] = state[3] + 5 * state[3*2/n]
where n is a constant or a variable declared elsewh@&te index to an array can be any expression that
determines a unique integer valuEhe effect ofan index value outside the rang@ .. N+1" is undefined;
most likely it will cause auntime error(Multitdimensionalarrays can be defined indirectly with the help
of thetypedef construct, se&VhatsNew.ps , Section 2.1.7)

So far we have seen examplesvafiable declarations and of two types of statements: boolean conditions
and assignmentsDeclarationsand assignments are alwaggecutable. Conditionsare onlyexecutable
when they hold.

Process Types

The state of a variable @f a message channel can only be changed or inspected by procHsses.
behavior of a process is defined in@octype declaration. Thefollowing, for instance, declares a
process with one local variablstate

proctype A()

{ byte state;

state = 3
}
The process type is name#l. The body of the declaration is enclosed in curly bracElse declaration
body consists of a list of zero amore declarations of local variables and/or stateméefite declaration
above contains one local varialdeclaration and a single statement: an assignment of the value 3 to
variable state

The semicolon is a statemesgparator (not a statement terminator, hence there is no semicolontladter
last statement)PROMELA accepts two different statemesgparators: an arrowt> and the semicolon
v’ . Thetwo statement separators are equivaléitie arrow is sometimes usexs an informal way to
indicate a causal relation between two statemedssiderthe following example.

byte state = 2;

proctype A()

{ (state ==1) +> state =3
}

proctype B()

{ state =statetl

}

In this example wedeclared two types of processes, and B. Variable state is now a global,
initialized to the value two.Processtype A contains twostatements, separated by an arrdw.the
example, process declaratidd contains a single statement that decrementsdhe of the state variable
by one. Sincethe assignment is always executable, processes of §pmman always complete without
delay. Processed type A, however, are delayed at thendition until the variablestate contains the
proper value.

Process | nstantiation

A proctype definition only declares process behavior, it does not executritially, in the PROMELA
model, just one process will be executadiirocess of typenit , that must be declared explicitly in every
PROMELA specification. Thesmallest possibleROMELA specification, therefore, is:

init { skip }
where skip is a dummy, null statementMore interestingly, however, the initial process daitialize
global variables, and instantiate process&s. init  declaration for the above systefor instance, could
look as follows.
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init
{ run A(Q);runB()
}

run is used as a unary operator that takes the name of a process typeAje.dt is executable only i&
process of the type specifiedn be instantiatedit is unexecutable if this cannot be done, for instance if
too many processes are already running.

The run statement can pass parameter values of all detsidypes to the new proceskhe declarations
are then written, for instance, as follows:
proctype A(byte state; short foo)

{
(state == 1) +> state = foo
}
init
{
run A(1, 3)
}

Data arrays or process types can not be passed as pararAsters will see below, there is just onéher
data type that can be used as a parameter: a message channel.

Run statements can be used amy process to spawn new processes, not just in the initial process.
Processes are created with then statements. Amxecuting process disappears ageen it terminates

(i.e., reaches the end of the body of its process type declaration), lhéfoie all processes that it started
have terminated.

With the run statement we can creaday number of copies of the process typgeand B. If, however,
more than one concurreptocess is allowed to both read and write the value of a global variable a well+
known set of problems can resutiy example see [2]Considerfor instance, the following system of two
processes, sharing access to the global variatzate

byte state = 1;

proctype A()

{ (state==1) +> state = state+1
}

proctype B()

{ (state==1) 1> state = state+1
.

init

{ run AQ;runB()

}

If one of the two processesmpletes before its competitor has started, the other process will block forever
on the initial condition.If both pass the condition simultaneoudipth will complete, but the resulting
value of state is unpredictablelt can be any of the value8, 1, or 2.

Many solutions to this problem have been considered, ranging from an abolishrgtiabfvariables to

the provision of special machine instructions that can guarantee an indivisible test and set sequence on a
shared variable.The example below was one of the first solutions publishiédis due to the Dutch
mathematician Dekkerlt grants two processes mutually exclusion access to an arloititacgl section in

their code, bymanipulation three additional global variable¥he first four lines in thePROMELA
specification below ar€xstyle macro definitions.The first two macros definetrue to be a constant

value equal tol and false to be a constant0. Similarly, Aturn and Bturn are defined as
constants.

#define true 1
#define false 0
#define Aturn false
#define Bturn true

bool x, v, t;
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proctype A()
{ x =true;
t = Bturn;

(y == false || t == Aturn);
[* critical section */

x = false

}

proctype B()

{ y =true;
t = Aturn;
(x ==false || t == Bturn);
/* critical section */
y = false

.

init

{ run A(Q);runB()

}

The algorithm can be executed repeatedly and is independent of the relative speeds of the two processes.
Atomic Sequences

In PROMELA there is also another way to avoid tbg and set problem: atomic sequences. Bprefixing
a sequence of statemesmtsclosed in curly braces with the keywoatiomic the user can indicate that the
sequence is to be executed as one indivisible unit, nonzinterleaved witithemyprocesseslt causes a
runxtime error if any statemerdther than the first statement, blocks in an atomic sequeltts.is how
we can use atomic sequendegrotect the concurrent access to the global varigtd¢ée in the earlier
example.

byte state = 1;

proctype A()
{ atomic {
(state==1) +> state = state+1
}
}
proctype B()
{ atomic {
(state==1) +> state = state+1

}
b
init
{ run A(Q);runB()
}

In this case the final value oftate is either zero or two, depending @rhich process executes.he
other process will be blocked forever.

Atomic sequences can be an importardl in reducing the complexity of verification modelNote that
atomic sequence restricts the amoahtnterleaving that is allowed in a distributed syste@therwise
untractable models can be made tractallefor instance, labeling all manipulations of local variables with
atomic sequenceslhereduction in complexity can be dramatic.

M essage Passing

Message channels are used to model the trangféata from one process to anoth@hey are declared
either locally or globally, for instance as follows:

chan gname = [16] of { short }
This declares a channel that can store up to 16 messages ahgpe . Channelnames can be passed
from one process to another via channelasoparameters in process instantiatiofithe messages to be
passed by the channel have more than one field, the declaration may look as follows:

chan gname = [16] of { byte, int, chan, byte }
This time the channel stores tgpsixteen messages, each consisting of two 8tbit values, one 32+bit value,
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and a channel name.

The statement

gnane! expr
sends the value of expressi@xpr to the channel that we just created, that is: it appends the value to the
tail of the channel.

ghame?nsg
receives the message, it retrieves it from the redatie channel, and stores it in a variablsg. The
channels pass messagd#sttintfirsttoutorder. In the above cases only a single value is passed through
the channel.If more thanone value is to be transferred per message, they are specified in a comma
separated list

gnane! expr 1, expr2, expr3

gnane?var 1, var 2, var3
If more parameters are sent per message then the messamel can store, the redundant parameters are
lost without warning.If fewer parameters are sent then the messhgenel can store, the value of the
remaining parameters is undefineflimilarly, of the receive operatiortsies to retrieve more parameters
than available, the value of the extra parametensnggefined; if it receives fewer than the number of
parameters that was sent, the extra information is lost.

By convention, the first message field is often usedpecify the message type (i.e. a constaAt).
alternative, and equivalent, notation for the sand receive operations is therefore to specify the message
type, followed by a list of message fields enclosed in bracegeneral:

gname! expr 1( expr 2, expr 3)

gnane?var 1(var 2, var 3)

The send operation is executable only when the channel addressedfidl. The receive operation,
similarly, is only executable when tlehannel is non emptyOptionally, some of the arguments of the
receive operation can be constants:

gnane?consl, var 2, cons2
in this case, a further condition on theecutability of the receive operation is that the value of all message
fields that are specified as constants match the dltree corresponding fields in the message that is at the
head of the channelAgain, nothingbad will happen if a statement happens to be nontexecutdbke.
process trying to execute it witle delayed until the statement, or, more likely, an alternative statement,
becomes executable.

Here is an example that uses some of the mechanisms introduced so far.
proctype A(chan q1l)

{ chan q2;
q1?q2;
g2! 123
}
proctype B(chan qf orb)
{ int x;
gf or b?x;
printf("x = %\n", x)
}
init {
chan gnanme = [1] of { chan };
chan gforb = [1] of { int };
run A(gnane);
run B(qgforb);
gnane! gf orb
}

The value printed will be123.

A predefined functionl en( gnane) returns the number of messages currently stored in chaymeaire.

Note that if | en is used as a statement, rather tbanthe right hand side of an assignment, it will be
unexecutable if the channel is empty: it returns a zero result, which by definition means that the seatement
temporarily unexecutableCompositeconditions such as
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(gname?var == 0)
or
(a > b && gname!123)
are invalid inPROMELA (note that these conditions can noebaluated without sideteffectslror a receive
statement there is an alternative, using square brackets around the clause behind the question mark.
gname?[ack,var]
is evaluated as a conditioft. returns 1 if the corresponding receive statement
gname?ack,var
is executable, i.e., if there is indeed a messagle at the head of the channédt.returns 0 otherwise. In
neither case has the evaluation of a statement such as
gname?[ack,var]
any sidezxeffects: the receive is evaluated, not executed.

Note carefully that in nonxatomic sequences of two statements such as
(len(gname) < MAX) +> gname!msgtype
or
gname?[msgtype] £> gname?msgtype
the second statement is metessarily executable after the first one has been execulbédremay be race
conditions if access tthe channels is shared between several procebsdise first case another process
can send a messagechannelgname just after this process determined that the channel was notrull.
the second case, the other process can steal away the message just after our process determined its presence.

Rendez+VousCommunication

So far we have talked about asynchronous communication between progessesssage channels,
declared in statements such as

chan gname = [N] of { byte }
where N is a positive constant that defines the buffer si2elogical extension is to allow for the
declaration

chan port = [0] of { byte }
to define a rendeztvous port that can pass single byte messHyeshannel size is zero, that is, the
channel port can pass, but can not stareessagesMessagéenteractions via such rendezzvous ports are
by definition synchronousConsidetthe following example.

#define msgtype 33

chan name = [0] of { byte, byte };

proctype A()

{ name!msgtype(124);
name!msgtype(121)

}

proctype B()
{ byte state;

name?msgtype(state)
}
init
{ atomic {run A(Q); runB()}
}

Channel name is a global rendeztvous poriThe two processesvill synchronously execute their first
statement: a handshake on messagegtype and atransfer of the value 124 to local variabdtate

The second statement in proceAsvill be unexecutable, because theradgsmatching receive operation in
processB.

If the channelname s defined with a nonzzero buffer capacity, the behavior is differéhthe buffer size

is at least 2, the process of typgecan complete its execution, before its peer even stHirtke buffer size

is 1, the sequence of events is as followke process of typeA can complete its first send actidmt it
blocks on the second, because the channel is filled to capacity. The process of typeB can then
retrieve the first message and complef.this point A becomes executable again and completes, leaving
its last message as a residual in the channel.
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Rendez+vous communication is binary: only two processesnder and a receiver, can be synchronized in
a rendezxvous handshak®/e will see an example of a way to expltiis to build a semaphore below.
But first, let us introduce a few more control flow structures that may be useful.

2. Control Flow

Between the lines, we have already introduced three ways of defining controlctiowatenation of
statements within a process, parallel execution of processeat@nit sequencesThereare three other
control flow constructs iIPROMELA to be discussedTheyare case selection, repetition, and unconditional
jumps.

Case Selection

The simplest construct is the selection structlsing the relative valuesf two variablesa and b to
choose between two options, for instance, we can write:

if

(2 !=b) +> option1

- (@ ==b) £> option2

fi
The selection structure contains two execution sequences, each preceded by a doubl@riplone
sequence from the list will be executedl.sequencean be selected only if its first statement is executable.
The first statement is therefore calleguard.

In the above example the guards are mutually exclusive, but they need nbinimethan one guard is
executable, one of the corresponding sequences is selected nondeterministicallly.guards are
unexecutable the process will block until at least one of them can be selBatzdis no restriction on the
type of statements that can be used as a gudrefollowing example, for instance, uses input statements.
#definea 1
#define b 2

chan ch = [1] of { byte };

proctype A()

{ chla

}

proctype B()

{ «chb

}

proctype C()

{ if
;. ch?a
;. ch?b
fi

.

init

{ atomic  {run A(); run B(); run C() }

}

The example defines three processes and one chafhelffirst option inthe selection structure of the
process of typeC is executable if the channel contains a messagehere a is a constant with valud,,
defined in a macro definition at the start of the progrdihe second option is executable if it contains a
messageb, where, similarly, b is a constantWhich messagevill be available depends on the unknown
relative speeds of the processes.

A process of the following type will either increment or decrement the value of vaigablet once.
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byte count;

proctype counter()

{
if
;count=count+1
count=countx 1
fi

}

Repetition

A logical extension of the selection structure is the repetition structMescan modify theabove program
as follows, to obtain a cyclic program that randomly changes the value of the variable up or down.
byte count;

proctype counter()

{
do
count=count+1
;count=count+1
:: (count == 0) => break
od

}

Only one option can be selected for execution &ie. After the option completes, the execution of the
structure is repeatedlhe normal way to terminate the repetition structure is witbraak statement. In

the example, the loop can be broken witencount reaches zerblote,however, that it need not terminate
since the other two options always remain executabteforce termination we could modify the program

as follows.
proctype counter()

{
do
2 (count 1= 0) £>
if
count=count+1
count=count+ 1
fi
:: (count == 0) +> break
od
}

Unconditional Jumps
Another way to break the loop is with an unconditional jump: the infamgoi® statement. Thigs
illustrated in the following implementation of Euclid’s algorithm for finding the greatest common divisor of

two nonzzero, positive numbers:
proctype Euclid(int X, y)

{
do
D(x > y) £>x=xzty
t(x< y) £>y=y+Xx
: (x ==y) £> goto done
od;

done:
skip

}

The goto in this example jumps ta label nameddone. A label can only appear before a statement.
Above we want to jump to the end of the progrdmthis case a dummy statemeskip is useful: it is a
place holder that is always executable and has no efféet.goto is also always executable.



The following example specifies a filter that receives messages from a chanragld divides them over
two channelslarge and small depending on the values attachéethe constant N is defined to be
128 and size is defined to bel6 in the two macro definitions.

#define N 128
#define size 16
chanin = [size] of { short };

chan large = [size] of { short };
chan small = [size] of { short };

proctype split()
{ short cargo;

do
:in?cargo +>
if
:: (cargo >= N) +>
largelcargo
i (cargo < N) >
smalllcargo
fi
od
.
init
{ run split()
}

A process typéghat merges the two streams back into one, most likely in a different order, and writes it
back into the channein could be specified as follows.

proctype merge()

{ short cargo;

do

aof
.- large?cargo
:: small?cargo
fi;
inlcargo

od

}
If we now modify theinit  process as follows, the split and megyecesses could busily perform their
duties forever on.

init

{ inl345; in!12; inl6777;
in!32; in!0;
run split();

run merge()

}

As a final example, consider the following implementation of a Dijkstraaphore, using binary rendez+
vous communication.

#define p 0

#define v 1

chan sema = [0] of { bit };



proctype dijkstra()
{ byte count=1;

do

: (count == 1) >
semalp; count = 0

: (count == 0) >
sema?v; count=1

od
}
proctype user()
{ do
> sema?p;
I* critical section */
semalv;
[* nonzcritical section */
od
.
init
{ run dijkstra();
run user();
run user();
run user()
}

The semaphore guarantees that only one of the user processes cis enitieal section at a timelt does
not necessarily prevent the monopolization of the access to the critical section by one of the processes.

Modeling Procedures and Recursion

Procedures can be modeled as processes, even recursivd beesturn value can be passkedck to the
calling process via a global variable, or via a messagefollowing program illustrates this.
proctype fact(int n; chan p)
{ chan child=[1]of {int};
int result;

if
t(n<=1)+>pll
t(n>=2)+>
run fact(nx1, child);
child?result;
p!n*result
fi
.
init
{ chan child=[1]of {int};
int result;

run fact(7, child);
child?result;
printf("result: %d\n", result)
}
The proces$act(n, p) recursively calculates the factorialmfcommunicating the result via a messagisto
parent procesg.

Timeouts

We have already discussed two typdsstatement with a predefined meaningPROMELA: skip , and
break . Another predefined statement isimeout . The timeout models a speciatondition that
allows aprocess to abort the waiting for a condition that may never become truegnarmput from an
empty channel.The timeout keyword is anodeling feature iPROMELA that provides an escape from a



hang state.The timeout condition becomes true onlyhen no other statements within the distributed
system is executableNote that we deliberately abstract from absolute timamgpsiderations, which is
crucial in verification work, and we do nepecify how the timeout should be implement&d.simple
example is the following process thaill send a reset message to a channel nagnad whenever the
system comes to a standstill.

proctype watchdog()

{
do

:: timeout +> guard!reset
od

}

Assertions

Another important language constructPiROMELA that needs little explanation is thessert statement.
Statements of the form

assert(any_boolean_condition)
are always executabldf the boolean conditiogpecified holds, the statement has no efféicthowever,
the condition does not necessarily hold, the statement will produce an error repordrificgtions with

spin.

3. More Advanced Usage

The modeling language has a few features that specifically address the verification dsghotss up in
the way labels are used, the semantics of theROMELA timeout statement, and in the usage of
statements such aassert that we discuss next.

EndzStateLabels

WhenPROMELA is used as a verification language the user must bet@alieke very specific assertions
about the behavior that is beimgodeled. In particular, if aPROMELA is checked for the presence of
deadlocks, the verifier must be able to distinguish a noenubdtate from an abnormal one.

A normal end state could be a state in which e®9MELA process that wamstantiated has properly
reached the end of the defining program body, and all message channels areBarypigt all PROMELA
process are, of course, meant to reachetied of their program bodySomemay very well linger in an
IDLE state, or they may sit patiently in a loop ready to spring into action when new input arrives.

To make it clear to the verifier thiese alternate end states are legal, and do not constitute a deadlock, a
PROMELA model can useend state labels.For instance, if by adding a label to the process type
dijkstra() , from section 1.9:

proctype dijkstra()

{ byte count=1;

end: do
:(count ==1) +>
semalp; count = 0
: (count == 0) +>
sema?v; count =1
od
}
we indicate that it is not an error if, at the end of an execution sequence, a pfagesslijkstra()
has not reached its closing curly brace, but waits in the I@fmourse, such a state could still be part of a
deadlock state, bit so, it is not caused by this particular proce@swill still be reported if any one of the
other processes in not in a valid end+state).

There may be more than one end state label per verification mibded, all labelghat occur within the
same process body must be unigdée rule is that every label name thehdrts with the threecharacter
sequencéend" is an endstate labelSoit is perfectly valid touse variations such asnddne , endO,
end_appel , etc.



ProgresstStatel abels

In the same spirit as the end state labels, the user caunedise progress statdabels. Inthis case, a
progress state labels will mark a state thastbe executed for the protocol to make progressy infinite
cycle inthe protocol execution that does not pass through at least one of these progress states, is a potential
starvation loop. In the dijkstra example, for instance, we can label the successful passing of a
semaphore test as “progress” and ask a verifier to make sure that there is no cycle in the protocol execution
where at least one process succeeds in passing the semaphore guard.

proctype dijkstra()

{ byte count=1;

end: do
: (count == 1) >
progress:  semalp; count=0
: (count == 0) >
sema?v; count=1
od

}
If more than one state carries a progress label, variations with a common gmefiagain valid:

progressO , progress_foo , etc.

All analyzers generated bspin with the +a flag have a runtime option (after compilation) nanitd
Invoking the generategalyzer with that flag will cause a fast search for nontprogress loops, instead of the
default search for deadlock3hesearch takes about twice as long (and uses twice as much measting)
default search for deadlock¢A considerable improvement over standard methods that are based on the
analysis of strongly connected components.)

Message Type Definitions

We have seen how variables are declaaed how constants can be defined using Czstyle macros.
PROMELA also allows for message type definitions that look as follows:
mtype = {
ack, nak, err,
next, accept

This is a preferred way of specifying the message types since it abstracts from the specifiovadues
used, and imakes the names of the constants available to an implementation, which can improve error
reporting.

By using themtype keyword in channel declarations, the correspondiregsage field will always be
interpreted symbolically, instead of numericallyor instance:
chan q = [4] of { mtype, mtype, bit, short };

Pseudo Statements

We have now discussed all the basic types of statendefiteed inPROMELA: assignments, conditions,
send and receiveassert , timeout , goto , break and skip . Notethat chan, len and run
are not really statements but unary operators that can be used in conditions and assignments.

The skip statement was mentioned in passing as a statement that can be a usefulsBllesfitasyntax
requirements, but that really has no effelttis formally not part of the language bupseudozstatement
merely a synonym of another statement withshme effect: a simple condition of a constant vallie .
In the same spirit other pseudozstatements could be defined (but are not), shicktkas or hang, as
equivalents of0) , and halt , as an equivalent aissert(0) .. Anotherpseudotstatement ese |,
that can be used as the initial statement of the last option sequence in a selection or iteration.

if

ra>bt> ..

selse +> ...

fi
Theelse is only executable (true) if all other options in the same selection are not executable.



Example

Here is a simple example of a (flawed) protocol, modele®ROMELA.
mtype = { ack, nak, err, next, accept };

proctype transfer(chan in,out,chin,chout)

{ byte o,i
in?next(0);
do

.2 chin?nak(i) +>
outlaccept(i);
chout!ack(o)

:: chin?ack(i) +>
outlaccept(i);
in?next(o);
chout!ack(o)

2 chin?err(i) +>
chout!nak(o)

od

}

init
{ chan AtoB =[1] of { mtype, byte };
chan BtoA =[1] of { mtype, byte };
chan Ain = [2] of { mtype, byte };
chan Bin = [2] of { mtype, byte };
chan Aout = [2] of { mtype, byte };
chan Bout = [2] of { mtype, byte };
atomic {
run transfer(Ain,Aout, AtoB,BtoA);
run transfer(Bin,Bout, BtoA,AtoB)
|3
AtoBlerr(0)
}
The channelsAin and Bin are to be filled with tokemessages of typ@mext and arbitrary values (e.g.
ASCII character values) by unspecified background processes: the usersrahsfer service Similarly,
these user processes can read received datatfrenchannelsAout and Bout. The channels and
processes are initialized in a single atomic statement, and started with the dermrmyessage.

4. Introduction to Spin

Given a model system specifiedRROMELA, spin can either perform random simulationstbé system’s
execution or it can generate aptgram that performs a fast exhaustive verification of the system state
space. Theverifier can check, for instanc#,user specified system invariants may be violated during a
protocol’s execution.

If spinis invoked withoutany options it performs a random simulatidith option +nN the seed for the
simulation is set explicitly to the integer valNe

A group of optionspglrs can be used to set the desired level of information thaidbewants about the
simulation run. Everyline of output normally contains a reference to the source line in the specification
that caused it.

+p Shows the state changes of HROMELA processes at every time step.

+g Shows the current value of global variables at every time step.

+l Shows the current value of local variables, after the process that owns theinahgsd statelt



is best used in combination with opticp.

+r Shows all message receive eventsshowsthe process performing the receive, its name and
number, the source line number, the message parameter number (there is one line for each parameter), the
message type and the message channel number and name.

+s Shows all message send everfisin understands three other optiosa,(+m, and +t):

+a Generates a protocol specific analyz8ihe output is writteninto a set of C files, named
pan.[cbhmt] , that canbe compiled to produce the analyzer (which is then executed to perform the
analysis). Toguarantee an exhaustive exploration of the state spagerdtpam can be compiled simply
as

$ cc +o run pan.c

For larger systems this may, however, exh#husiavailable memory on the machine uskargeto
very large systems can still be analyzed by using a memory efficient bit state space method by

$ cc +DBITSTATE #o run pan.c

An indication of the coverage of such a search can be derived frdrasthfactor (see below).The
generated executable analyzeamed run above, has its own set of options that can be seen by typing
“run +?" (seealso below irJsing the Analyzer).

+mcan be used to change the default semantics of send adtlonmally, a send operation is only
executable if the target channel is nonzfullhis imposes an implicit synchronization ttan not always
be justified. Optiontmcauses send actiotts be always executablélessagesent to a channel that is full
are then droppedlf this option is combined witlta the semantics of send in the analyzers generated is
similarly altered, and the verifications will take the effects of this type of message loss into consideration.

+t is a trailzhunting option.If the analyzer finds a violation @n assertion, a deadlock or an
unspecified reception, it writes an error trail into a file nanpeah.trail . Thetrail can be inspected in
detail by invokingspin with the +t option. Incombination with the optiongglrs different views of
the error sequence are then easily obtained.

For brevity, other options @pin are not discussed herEor details see [5]Fora hintof their purpose, see
“Digging Deeper” at the end of this manual.

The Simulator

Consider the following example protocol, that we will store in a file naiyadh .

1 #define MIN 9

2 #define MAX 12

3 #define FILL 99

4

5 mtype ={ack, nak,err}

6

7 proctype transfer(chan chin, chout)
8 { byteo, i, last_i=MIN;

9

10 0 = MIN+1;

11 do

12 ;o chin?nak(i) +>

13 assert(i == last_i+1);

14 choutlack(o)



15 : chin?ack(i) £>

16 if

17 o (o< MAX) +>0=o0+1
18 @ (0>=MAX) £>0=FILL
19 fi;

20 choutlack(o)

21 = chin?err(i) +>

22 chout!nak(o)

23 od

24 '}

25

26 proctype channel(chan in, out)

27 { byte md, mt;

28 do

29 Do in?mtmd >

30 if

31 :out!mt,md

32 ;. outlerr,0

33 fi

34 od

35 }

36

37 init

38 { chan AtoB = [1] of { mtype, byte };
39 chan BtoC = [1] of { mtype, byte };
40 chan CtoA =[1] of { mtype, byte };
41 atomic  {

42 run transfer(AtoB, BtoC);
43 run channel(BtoC, CtoA);
44 run transfer(CtoA, AtoB)
45k

46 AtoBlerr,0; /* start */

a7 0 /* hang */

48 }

The protocol uses three message typek; nak, and a special typerr that is used to model message
distortions on the communication channel betweenwboetransfer processe3.hebehavior of the channel

is modeled explicitly with achannel processThereis also an assert statement that claims a, faulty,
invariant relation between two local variables in the transfer processes.

Runningspin without options gives us a random simulation thdk only provide output when execution
terminates, or if @rintf statement is encountereth this case:

$ spin lynch

spin: "lynch” line 13: assertion violated

#processes: 4

proc 3 (transfer) line 11 (state 15)
proc 2 (channel) line 28 (state 6)
proc 1 (transfer) line 13 (state 3)
proc 0 (iinit:) line 48 (state 6)
4 processes created

$

There are n@rintf’s in the specification, but execution halts on an assertion violaGamiousto find out
more, we can repeat the run with meerbose output, e.g. printing all receive everifibe result of that
run is shown in Figure 1IMostoutput will be selfrexplanatory.

The above simulation run ends in the same asseniofation. Since the simulation resolves
nondeterministic choices in a random manner, this need not always be th& adsece a reproducible
run, the optiontnN can be usedForinstance:

$ spin £r £n100 lynch
will seed the random number generator with the integer value 100 and is guaranteed to proshoe the



output each time it is executed.

The other options can add stitore output to the simulation run, but the amount of text can quickly
become overwhelmingAn easy solution is tdilter the output througlgrep. Forinstance, if we are only
interested in the behavior of the channel process in the above example, we say:

$ spin £n100 #r lynch | grep "proc 2"

The results are shown in Figure 1.
$ spin #r lynch

proc 1 (transfer) line 21, Recverr,0 <+ queue 1 (chin)
proc 2 (channel) line 29, Recv nak,10 <+ queue 2 (in)

proc 3 (transfer) line 12, Recv nak,10 <+ queue 3 (chin)
proc 1 (transfer) line 15, Recv ack,10 <+ queue 1 (chin)
proc 1 (transfer) line 15, Recv ack,12 <+ queue 1 (chin)
proc 2 (channel) line 29, Recv ack,99 <+ queue 2 (in)

proc 3 (transfer) line 15, Recv ack,99 <+ queue 3 (chin)
proc 1 (transfer) line 15, Recv ack,99 <+ queue 1 (chin)
proc 2 (channel) line 29, Recv ack,99 <+ queue 2 (in)

proc 3 (transfer) line 21, Recverr,0 <+ queue 3 (chin)
proc 1 (transfer) line 12, Recv nak,99 <+ queue 1 (chin)

spin: “lynch” line 13: assertion violated

#processes: 4

proc 3 (transfer) line 11 (state 15)

proc 2 (channel) line 28 (state 6)

proc 1 (transfer) line 13 (state 3)

proc 0 (init:) line 48 (state 6)

4 processes created

$ spin £n100 #r lynch | grep "proc 2"

proc 2 (channel) line 29, Recv nak,10 <+ queue 2 (in)
proc 2 (channel) line 29, Recv ack,11 <+ queue 2 (in)
proc 2 (channel) line 29, Recv ack,12 <+ queue 2 (in)
proc 2 (channel) line 28 (state 6)

Figure 1. Simulation Run Output
The Analyzer

The simulation runs can be useful in quick debuggingesf designs, but by simulation alone we can not
prove thatthe system is really error freé verification of even very large models can be performed with
the +a and £t options ofspin. (Seealso Roadmap.ps for quick guidelines on what to do.)

An exhaustive state space searching program for a protocol model is generated aspadwesng five
files, namedpan.[ bchmt].
$ spin *a lynch
$ wc pan.[bchmt]
99 285 1893 pan.b
3158 10208 70337 pan.c
356 1238 7786 pan.h
216 903 6045 pan.m
575 2099 14017 pan.t
4404 14733 100078 total
The details are none too interestipgn.c contains most of the C code fitre analysis of the protocoFile
pan.t contains a transition matrithat encodes the protocol control flopgn.b and pan.m contain C code
for forward and backward transitions apah.h is a general header fileThe program can be compiled
several ways, e.g., with a full state space or with a bit state space.

Exhaustive Search

The best method, that works up to system state spaces of roughly 100,000sstatesse the default
compilation of the program:

$ cc +o run pan.c
The executable programun can now be executed to perform the verificatidrhe verification is truly
exhaustive: it tests all possible event sequences poaliible ordersit should, of course, find the same
assertion violation.



$ run
assertion violated (i == last_i + 1))
pan: aborted
pan: wrote pan.trail
search interrupted
vector 64 byte, depth reached 56
61 states, stored
5 states, linked
1 states, matched
hash conflicts: 0 (resolved)
(size 2718 states, stack frames: 0/5)
(The output format of the more recent versionssgh is more elaborate, but it includes tlkame
information.)
$run
assertion violated (i == last_i + 1))
pan: aborted
pan: wrote pan.trail
search interrupted
vector 64 byte, depth reached 56
61 states, stored
5 states, linked
1 states, matched
hash conflicts: 0 (resolved)
(size 2718 states, stack frames: 0/5)
The first line of the output announces the assertion violation and attempts to give a first indicttimn
invariant that was violatedThe violation was found after 61 states had been generdtiedh"conflicts"
gives the number of hash collisions that happethedng access to the state spades indicated, all
collissions are resolvei full search mode, since all states are placed in a linkedTlig.most relevant
piece of output in this case, however, is on the third line which tells us that a trail file was created that can
be used in combination with the simulator to recreate the error sequ&fecgan now say, for instance
$ spin +t £r lynch | grep "proc 2"
to determine the cause of the errdtiote carefully that the verifier iguaranteed to find the assertion
violation if it is feasible. If an exhaustive search does not report such a violation, it is certainothat
execution execution sequence exists that can violate the assertion.

Options

The executable analyzer thiatgenerated comes with a modest number of options that can be checked as
follows

$run ++

+cN stop at Nth error (default=1)

+l find nonzprogress cycles # when compiled with +DNP
+a find acceptance cycles # when not compiled with +DNP

+mN max depth N (default=10k)
+wN hash table of 2*N entries (default=18)
...etc.

Using a zero as an argument to the first option forces the state space search to contirfuerrexeare
found. An overview of unexecutable (unreachable) cisl@iven with every complete run: either the
default run if it did not find any errors, or the run with optien0O . In this case the output is:

$ run +c0

assertion violated (i == (last_i + 1))



vector 64 byte, depth reached 60, errors: 5
165 states, stored
5 states, linked
26 states, matched
hash conflicts: 1 (resolved)
(size 2118 states, stack frames: 0/6)

unreached code :init: (proc 0):
reached all 9 states
unreached code channel (proc 1):
line 35 (state 9),
reached: 8 of 9 states
unreached code transfer (proc 2):
line 24 (state 18),
reached: 17 of 18 states
There were five assertion violations, and some 165 unique system wtaegyeneratedEach state
description (thevector size) took up 64bytes of memory; the longest nonxcyclic execution sequence was
60. Therds one unreachable state both in ¢thannel process and in the transfer procésboth cases the
unreachable state is the control flow point just afterdo+loop in each processlote that both loops are
indeed meant to be nontterminating.

The I option will cause the analyzer to search for nontprogress loops rather than deadlocks or assertion
violations. Theoption is explained in the section on “More Advanced Usage.”

The executable analyzer has two other optidg default the search depth is restricted to a rather arbitrary
10,000 steps.If the depth limit is reached, the search is truncated, making the verificatiothdaess
exhaustive. Tamakecertain that the search is exhaustive, make sure that the "depth reached" notice is
within the maximum search depth, and if not, repeat the analysis with an exjplieitgument.

The tmoption can of course also be ugedruncate the search explicitly, in an effort to find the shortest
possible execution sequence that violates a gassertion. Sucha truncated search, however, is not
guaranteed to find every possible violation, even within the search depth.

The last optiontwN can only affect the run time, not the scopeamfanalysis with a full state spacthis
"hash table width" should normally be set equabtayreferably higher than, the logarithm of the expected
number of unique system states generated by the analglfeit. is set too low, the number of hash
collisions will increase and slow down the searchbje defaultN of 18 handles up to 262,144 system
states, which should suffice for almost all applications of a full state space analysis.

Bit State Space Analyses

It can easily be calculated what the memory requirements of an anwitysis full state space are [4lf,

as in the example we have used, the protocol requires 64 bytes of memory to encode one systarh state,
we have a total of 2MB of memory available for the search, we can store up to 32,768T$tatasalysis

fails if there are more reachable statethim system state spac8ofar, spin is theonly verification system

that can avoid thisgrap. All other existing automated verification system (irrespective on which formalism
they are based) simply run out of memory and abort their analysis without returning a useful attssver to
user.

The coverage of aonventional analysis goes down rapidly when the memory limit is hit, i.e. if there are
twice as many states in the full state space than we can store, the effective covérageeafch is only
50% and so onSpin does substantially better in those caseadigg the bit state space storage method [4].
The bit state space can be included by compiling the analyzer as follows:

$ cc £DBITSTATE %0 run pan.c
The analyzer compiled in this way should of course find the same assertion violation again:



$run

assertion violated (i == ((last_i + 1))

pan: aborted

pan: wrote pan.trail

search interrupted

vector 64 byte, depth reached 56

61 states, stored
5 states, linked
1 states, matched

hash factor: 67650.064516

(size 2722 states, stack frames: 0/5)

$
In fact, for small to medium size problems there is very little difference between the fulipsiatemethod
and the bit state spaceethod (with the exception that the latter is somewhat faster and uses substantially
less memory).The big difference comes for larger problemEhelast twolines in the output are useful in
estimating thecoverage of a large run. The maximum number of states that the bit state space can
accommodate is written ahe last line (here? bytes or about 32 million bits = stategjheline above it
gives thehash factor: roughly equal to the maximum number of stalasded by the actual number of
states. Alarge hash factor (larger than 100) means, with high reliabilitpvarage of 99% or 100%As
the hash factor approaches 1 the coverage approaches 0%.

Note carefully that the analyzer realizes a partial covavakydn cases where traditional verifiers are either
unable to perform a search, or realize a far smaller covetag®.case willspin produce an answer that is
less reliable than that produced by other automated verification systems (quite on the contrary).

The object of a bit state verification is to achievbash factor larger than 100 by allocating the maximum
amount of memory fothe bit state space-or the best result obtainable: use tk&N option to size the
state space to precisely the amount of real (not virtual) memory available on your m&shdegault,N is

22, corresponding to a state space of 4NBr example, ifyour machine has 128MB of real memory, you
can usexw?27 to analyze systems with up to a billion reachable states.



5. PROMELA Reference Manual

This section describes the languag®MELA (version 1). As much as possible, the presentation follows
the example from th€ reference manuals [6]lt does not cover possible restrictions or extensions of
specific implementations.The current implementation ofpin, for instance, has aextra keyword
printf , to access the corresponding library function.

Lexical Conventions

There are five classes abkens: identifiers, keywords, constants, operators and statement separators.
Blanks, tabsnewlines, and comments serve only to separate tokénsore than one interpretation is
possible, a token is taken to be the longest string of characters that can constitute a token.

Comments
Any string started with/* and terminated with*/ is a comment.Commentsnay not be nested.
Identifiers

An identifier is a single letter, period, or underscore followedzé&so or more letters, digits, periods, or
underscores.

Keywords

The following identifiers are reserved for use as keywo(dfiosewith a star* attached are new ispin
Version 2.0, and not discussed in this paper.)

active* assert atomic

bit bool break
byte chan d_step*
do else* empty*
enabled*  fi full*
goto hidden* if

init int len

mtype nempty* never
nfull* od of
pc_value* printf proctype
run short skip
timeout typedef* unless*
Xr* XS* *

Constants

A constant is a sequence of digits representing a decimal int€gereare no floating point numbers in
PROMELA. Symbolicnames for constants can be defined in two wayee first method igo use a Ctstyle
macro definition

#define NAME value
The second method is to use the keywontype (see “declarations” below).

Expressions

The following operators can be used to build expressions.

++*/%
S>=<<=== 1=
&& ||
&|~>><<

++ t+

Most operators are binarylhelogical negatiorl and theminus+ operator can be both unary and binary,
depending on contexiThe ++ and++ operators are unary suffix operators, as they are definednaldo
Expressions can be used, for instance, in assignments of thé'dypexpression” , witha a variable.



There are also 5 unary operators that apply only to message channels:
len, enpty*, nenpty*, nfull*, full*
| en measures the number of messages an existing channel fblei®is one unary operator that is used
for process instantiations:
run
And, finally, there are two binary operators
1?2

which are used for sending and receiving messages (see below).
Declarations

Processes, channels, and variables must be declared before they can Mariakkbsand channels can be
declared either locally, within a process, giobally. A process can only be declared globally in a
pr oct ype declaration. Locatleclarations may appear anywhere in a process body.

Variables

A variable declaration is started by a keyword indicathgbasic data type of the variablei t, bool ,
byt e, short, or i nt, followed by one or more identifiers, optionally followed by an initializer.
byt e nanmel, name2 = 4, nanme3

By default all variables are initialized to zerén initializer, if specified, must be a constarfhe table
below summarizes the width and attributes of the basic data types.

Name Size (bits) Usage

bit 1 unsigned
bool 1 unsigned
byte 8 unsigned
mtype 8 unsigned
short 16 signed
int 32 signed

The namedit andbool are synonyms for a single bit of informatioA. byte is an unsigned quantity that
can store a value between 0 and 25Borts andints are signed quantitigbat differ only in the range of
values they can hold.

An array of variables is declared as follows:

int namel[ N|
where Nis a constantAn array can have a just a single constant as an initializepecified it is used to
initialize all elements of the array.

Symbolic names for constants, e.g. message types, can, optionally, be defined in a declaration of the type
nype = { nanelist }
where nanel i st is a comma separated list of symbolic names.

M essage Channels

A message channel can be declared, for instance, as follows:

chan name = [N] of { short, short }
where Nis a constant that specififse maximum number of messages that can be stored in the channel.
list of one or moralata types (or the channel tymghan) enclosed in curly braces defines the type of the
messages that can be passed through the chakihehannels are initialized to be empty.

Processes

A process declaration starts with the keywgrdoct ype followed by aname, a list of formal parameters
enclosed in round braces, aadsequence of statements and local variable declaratidmsbody of
process declaration is enclosed in curly braces.

proctype name( /* paraneter decls */ )

{
}

/* statenents */



Statements

There are twelve (fifteen*) types of statements:

assertion assignment atom c

br eak decl aration expr essi on

goto receive sel ection
repetition send ti meout

unl ess* sorted_send* randomreceive*

Each statement may be preceded by a label: a name followed by a Adtatement caonly be passed if

it is executable.To determindts executability the statement can be evaluated: if evaluation returns a zero
value the statement is blockebh all other casethe statement is executable and can be paSgwsslact of
passing the statement afeesuccessful evaluation is called the “execution” of the statenmiémreis one
sozcallepseudozstatemerns ki p, which isreally a syntactic equivalent ¢fl) . ski p, therefore, is a

null statement; it is always executablé has no effect when executed, but may be needed to satisfy syntax
requirements. Thevaluation of an assertion statemeassert (conditi on) has no effectf the
condition holds, but aborts the running process if evaluation of the conditioms a zero result (the
boolean value “false”).

Goto statements can be used to transfer contr@nto labeled statement within the same process or
procedure. Theylso arealways executableAssignmentshave been discussed above, they are always
executable. Adeclaration is also always executablexpressionareonly executable if they return a nont
zero value. Thatis, the expressionO (zero) is never executable, and similarlyalwaysis executable.
Below we consider the remaining statements: selection, repetition, send, receive, break,amdestomic
statements.

Selection

A selection statement is started with the keyworfl, followed by a list of oneor more ‘options’ and
terminated with the keyword i . Every‘option’ is started with the flag: followed byany sequence of
statements. Onand only one option from a selection statement will be selected for exectitierfirst
statement of an option determines whether the option can be selected drmote than one option is
executable, one will be selected at randofdote that this randomness makes the language a
nondeterministic one.

Repetition and Break

A repetition or do statement is similar to a selection statement, but is executed repeatedly until either a
br eak statement is executed argot o jump will transfer control outside the cycl@hekeywords of the
repetition statement ardo and od instead ofthe i f and fi of selection. The br eak statement will
terminate thénnermost repetition statement in which it is executEde use of a breakstatement outside

a repetition statement is illegal.

Atomic Sequences

The keyword at oni ¢ introduces an atomic sequencoé statements, that is to be executed as one
indivisible step. Thesyntax is as follows

atom c { sequence }
Logically the sequence of statemeistiow equivalent to one single statemdhis a runttime error if any
statement thas part of an atomic sequence is found to be unexecut@bkesafest is therefore to include
only assignments and local conditions in atomic sequences, but no sereteiges. Labeling local
computations as atomic can bring an important reduction of the complexity of a verification model.

Send

The syntax of a send statement is:
expr 1! expr 2
where expr 1 returns the identity of a channel, e.g. obtained fromhan operation, andexpr 2 returns
a value to be appended the channel.The send statement is not executable (blocks) if the addressed



channel is full or does not existf more than one value is to be passed figender to receiver, the
expressions are written in a comma separated list:

expr 1l expr 2, expr 3, expr4
Equivalently, this may be written

expr 1! expr 2( expr 3, expr 4)

Receive

The syntax of the receive statement is:

expr 1?nane
where expr 1 returns the name of a channel amdne is a variable or a constantf a constant is
specified the receive statement is only executable if the channel exists and thenekesje stored in the
channel contains the samvalue. If a variable is specified, the receive statement is executable if the
channel exists andontains any message at allhe variable in that case will receive the value of the
message that is retrievedf. more than one&alue is sent per message, the receive statement also take a
comma separated list of variables and constants

expr 1?nanel, nane2, . ..
which again is syntactically equivalent to

expr 1?namel(nane2,...)
Each constant in this list puts an extandition on the executability of the receive: it must be matched by
the value of the corresponding message field of the message to be retfibgeedriable fields retrieve the
values of the corresponding message fields on a receive.

Placing square brackets around the clause after thea thle receiver operatiotonverts it into a condition,
that is true only if the corresponding receive operation is executébdan be used freely iany type of
composite boolean condition, and it has no sidezteffects when evaluated.

A last type of operation allowed on channels is

| en(expr)
where expr returns the identity of an instantiated channiéhe operation returns the number of messages
in the channel specified, or zero if the channel does not exist.

Timeout

The timeout condition is a modeling feature that by definition becomes truéf maystatement in any of
the running processes is executabitehas no effect when executed.

Macros and Include Files

The source text of a specification is processedhieyC [6] preprocessor for macroxexpansion and file
inclusions.

6. Summary

In the first part of this manual we have introducegogation for modeling concurrent systems, including

but not limited to asynchronous data communication proto@ols, language nameeROMELA. The
language has several unusual featur@d. communication betweeprocesses takes place via either
messages or shared variabléoth synchronous and asynchronous communicationrardeled as two
special cases of a general message passing mechdaieny.statement iPROMELA can potentially model

delay: it iseither executable or not, in most cases depending on the state of the environment of the running
process. Processteraction and process coordination is thus at the very basis of the laniflageabout

the design oPROMELA, of the verifierspin, and its application to protocol design, can be found in [5].

PROMELA is deliberately a verification modeling language, not a programiaimguage. Thereare, for
instance, no elaborate abstract data types, or more thanbm$ewtypes of variableA verification model
is an abstraction of a protocol implementatioFhe abstraction maintains thessentials of the process
interactions, so that it can be studied in isolatiireuppresses implementation and programming detail.

The syntaxof PROMELA expressions, declarations, and assignments is loosely based on the laGffilage
The language was influenced significantly by the “guarded command languages” of E.W. Dijkstnal [1]
C.A.R. Hoare [3]. Thereare, however, important differenceBijkstra’s language had nprimitives for



process interactionHoare’s language wadased exclusively on synchronous communicatiéfso in
Hoare’s language, the type of statements that capjgkar in the guards of an option was restricigue
semantics of the selection and cycling statemenBR@MELA is also rathedifferent from other guarded
command languages: the statements are not ahehed all guards are false but they block: thus providing
the required synchronization.

With minimal effortspin allows the user to generate sophisticaaedlyzers fronPROMELA verification
models. Boththe spin software itself, and the analyzers it can generate, are written in ANSI C and are
portable across system3heycan be scaled to fullgxploit the physical limitations of the host computer,
and deliver within those limits the best possitalyses that can be realized with the current state of the art
in protocol analysis.
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Appendix: Building A Verification Suite

The first order of business in usirgpin for a verification is the construction of a faithful model in
PROMELA of the problem at handThelanguage is deliberately keptnall. The purpose of the modeling is

to extract those aspects of the system that are relevantdodtaination problem being studiedll other
details are suppresseéormally:the model is aeduction of the system that needs to be equivalent to the
full system only with respect to the propertibat are being verifiedOncea model has been constructed,

it becomes the basis for the construction of a sefieshat we may call, “verification suites” that are
used to verify its propertiesTo build a verification suite we can prime the model vadsertions.The
assertions can formalize invariant relations about the values of var@abddmut allowable sequences of
events in the model.

As a first example we take thHellowing solution to the mutual exclusion problem, discussed earlier,
published in 1966 by H. Hyman in the Communications ofAM. It was listed, in pseudo Algol, as
follows.

1 Boolean array b(0;1)integer k, i,

2 comment process i, with i either 0 or 1, and k = 1+i;

3 CO: b(i):= false

4 C1: if k!=ithen begin;

5 C2: if noth(1+i) then goto C2;

6 elsek :=i; gotoClend;
7 else critical section;
8 b(i) := true;
9 remainder of program;
10 goto CO;
11 end

The solution, as Dekker's earlier solution, is for two processes, numbered 0 Snpgdoseve wanted to
prove that Hyman'’s solution truly guaranteed mutually exclusive access to the egtitiah. Our first
task is to build a model of the solution PROMELA. While we’re at it, wecan pick some more useful

names for the variables that are used.
1 bool want[2]; /* Bool array b */

2 bool turn; /¥ integer k */
3

4 proctype  P(booli)

51

6 want][i] =1,

7 do

8 (turn =) =>

9 (‘want[1+i]);

10 turn =i

11 D (turn==i) >

12 break

13 od;

14 skip; /* critical section */
15 want[i] =0

16 }

17

18 init  {run P(0); run P(1) }
We cangenerate, compile, and run a verifier for this model, to see if there are any major problems, such as
a global system deadlock.



$ spin +a hyman0
$ cc +0 pan pan.c
$ pan
full statespace search for:
assertion violations and invalid endstates
vector 20 byte, depth reached 19, errors: 0
79 states, stored
0 states, linked
38 states, matched total: 117
hash conflicts: 4 (resolved)
(size 2718 states, stack frames: 3/0)

unreached code _init (proc 0):
reached all 3 states
unreached code P (proc 1):
reached all 12 states
The model passes this first tesWhatwe are really interested in, however, is if the algorithm guarantees
mutual exclusion.Thereare several ways to proceethe simplest is to jusadd enough information to the
model that we can express the correctness requiremeRRIDMELA assertion.
1 bool want[2];
2 bool turn;

3 byte cnt;

4

5 proctype P(booli)
6 {

7 want][i] =1,

8 do

9 D (turn!=10) >
10 (‘'want[1+i]);
11 turn =i
12 D (turn==i) >
13 break

14 od;

15 skip; /* critical section */
16 cnt  =cnt+l;

17 assert(cnt ==1);
18 cnt  =cnt+l;

19 wantfi] =0

20 }

21

22 init  {runP(0); run P(1)}
We have added a global variablent that is incremented upon each accesshe critical section, and
decremented upon each exit fromTthhe maximum value that this variable should ever have is 1, and it can
only have this value when a process is inside the critical section.



$ spin ta hymanl
$ cc +0 pan pan.c
$ pan
assertion violated (cnt==1)
pan: aborted (at depth 15)
pan: wrote pan.trail
full statespace search for:
assertion violations and invalid endstates
search was not completed
vector 20 byte, depth reached 25, errors: 1
123 states, stored
0 states, linked
55 states, matched total: 178
hash conflicts: 42 (resolved)
(size 2”18 states, stack frames: 3/0)
The verifier claims that the assertion can be violadgk can use the error trail to check it wighin's +t
option:
$ spin £t +p hymanl
proc 0 (Linit) line 24 (state 2)

proc 0 (_init) line 24 (state 3)
proc 2 (P) line 8 (state 7)
proc 2 (P)line 9 (state 2)
proc 2 (P)line 10 (state 3)
proc 2 (P)line 11 (state 4)
proc 1 (P)line 8 (state 7)
proc 1 (P)line 12 (state 5)
proc 1 (P)line 15 (state 10)
proc 2 (P)line 8 (state 7)
proc 2 (P)line 12 (state 5)
proc 2 (P)line 15 (state 10)
proc 2 (P)line 16 (state 11)
proc 2 (P)line 17 (state 12)
proc 2 (P)line 18 (state 13)
proc 1 (P)line 16 (state 11)

proc 1 (P)line 17 (state 12)
spin: "hymanl" line 17: assertion violated
step 17, #processes: 3
want[0] =1
_pl0] =12
turn[0] = 1
cnt[0] =2
proc 2 (P)line 18 (state 13)
proc 1 (P)line 17 (state 12)
proc 0 (_init) line 24 (state 3)
3 processes created
Here is another way to catch the erri¥e again lace thenodel with the information that will allow us to
count the number of processes in the critical section.
bool want[2];

1

2 bool turn;

3 byte cnt;

4

5 proctype P(booli)
6 {

7 want][i] =1;
8 do

9 (turn =) £>
10 (‘'want[1i]);
11 turn - =i



12 D (turn ==1i) £>

13 break

14 od;

15 cnt = cnt+1;

16 skip; [*  critical section */
17 cnt  =cntxl;

18 want[i] =0

19 }

20

21 proctype  monitor()

22 {

23 assert(cnt ==0]| cnt==1)
24 }

25

26 init

27 run  P(0); run P(1); run monitor()
28 }

The invariant condition on the valad counter cnt is now place in a separate procas®nitor()  (the
name ismmaterial). Theextra process runs along with the two othétsvill always terminate in one step,
but it could execute that step aty time. Thesystems modeled byroMELA and verified byspin are
completely asynchronousThat means that the verification gpin take into accounall possible relative
timings of the three processeln a full verification, the assertion therefore can be evaluated at any time
during the lifetime of the other twprocesseslf the verifier reports that it is not violated we can indeed
conclude that there is no execution sequextadl (no way to select relative speeds for the three processes)
in which the assertion can be violatetihe setup with the monitor process is therefore an elegant way to
check the validity of a system invariantheverification produces:

$ spin +a hyman2

$ cc +0 pan pan.c

$ pan

assertion violated ((cnt==0)||(cnt==1))

pan: aborted (at depth 15)

pan: wrote pan.trail

full statespace search for:

assertion violations and invalid endstates

search was not completed

vector 24 byte, depth reached 26, errors: 1

368 states, stored
0 states, linked
379 states, matched total: 747

hash conflicts: 180 (resolved)

(size 2718 states, stack frames: 4/0)
Because of the extra interleaving of the two processes with atibindor, the number of system states that
had to be searched has increased, but the error is again correctly reported.

Another Example

Not always can a correctness requirementdss in terms of a global system invariaHereis an example
that illustrates this.It is a simple alternating bit protocol, modeling the possibility of message loss, and
distortion, and extended with negative acknowledgements.

1 #define MAX 5

2

3 mtype ={mesg, ack, nak, err};

4



5 proctype  sender(chan in, out)
6 { byteo,s,r;

7
8 0=MAX+1,;
9 do
10 @ 0=(0+1)%MAX; /* next msg */
11 again: if
12 .. out'mesg(o,s) /* send */
13 .. outlerr(0,0) [ distort */
14 o skip * orlose */
15 fi;
16 if
17 ;o timeout +> goto again
18 .. in?err(0,0) +> goto again
19 .o in?nak(r,0) £> goto again
20 o in?ack(r,0) £>
21 if
22 . (r==s) > goto progress
23 : (r!=s) > goto again
24 fi
25 fi;

26 progress: s = 1+s /* toggle seqno */
27 od

28 }

29

30 proctype receiver(chan in, out)

31 { bytei; /* actual input */
32 byte s; /* actual seqno */
33 byte es; /* expected seqno */
34 byte ei; /¥ expected input */
35

36 do

37 ©in?mesg(, s) >

38 if

39 t (s==es) >

40 assert(i == ei);

41 progress: es =1lzes;

42 ei = (ei + 1)%MAX;

43 if

44 /¥ send, /A out'ack(s,0)
45 /¥ distort */ - outlerr(0,0)
46 [* orlose */ o skip

47 fi

48 D (sl=es)>

49 if

50 /¥ send, /A out!nak(s,0)
51 [* distort */ ;o outlerr(0,0)
52 [* orlose */ o skip

53 fi

54 fi

55 ©in?err £>

56 out!nak(s,0)

57 od

58 }

59

60 init {

61 chan s_r=[1] of { mtype,byte,byte };
62 chan r_s =[1] of { mtype,byte,byte };
63 atomic  {



64 run sender(r_s, s_r);
65 run receiver(s_r, r_s)
66 }

67 }

To test theproposition that this protocol will correctly transfer data, the model has already been primed for
the first verification runs.First, the sender is setup to transfer an infinite series of integensessages,
where the valueof the integers are incremented moduMAX The value of MAXis not really too
interesting, as long as it is largban the range of the sequence numbers in the protocol: in this case 2.
want to verify that data that is sent can only be delivered to the receiver wihgutieletions or
reorderings, despite the possibility of arbitrary message Ibss.assertion on lingl0 verifies precisely

that. Notethat if it were ever possible for the protocol to fail to meet the above requirement, the assertion
can be violated.

A first verification run reassures us that this is not possible.

$ spin +ta ABPO
$ cc +o pan pan.c
$ pan
full statespace search for:
assertion violations and invalid endstates
vector 40 byte, depth reached 131, errors: 0

346 states, stored

1 states, linked

125 states, matched total: 472
hash conflicts: 17 (resolved)
(size 2”18 states, stack frames: 0/25)

unreached code _init (proc 0):
reached all 4 states
unreached code receiver (proc 1):
line 58 (state 24)
reached: 23 of 24 states
unreached code sender (proc 2):
line 28 (state 27)
reached: 26 of 27 states
But, be careful. The result means that all data thatdelivered, is delivered in the correct order without
deletions etc.We did not check that the dateéll necessarily be deliveredt may be possible for sender
and receiver to cycléhrough a series of states, exchanges erroneous messages, without ever making
effective progress.To check this, the state in the sender and inrdoeiver process that unmistakingly
signify progress, were labeled as a “progress statés 'fact, either one by itself would suffice.)

We should novwbe able to demonstrate the absence of infinite execution cycles that do not pass through any
of these progress state®/e cannot use the same executable ftben last run, but it's easy to setup the
verifier for nontprogress cycle detection:
$ cc +DNP 0 pan pan.c
$ pan
pan: nonzprogress cycle (at depth 6)
pan: wrote pan.trail
full statespace search for:
assertion violations and nonzprogress loops
search was not completed
vector 44 byte, depth reached 8, loops: 1
12 states, stored
1 states, linked
0 states, matched total: 13
hash conflicts: 0 (resolved)
(size 2718 states, stack frames: 0/1)
There is at least one nonxprogress cyclée first one encountered is dumped into the etrail by the
verifier, and we can inspect iTheresults are shown in the first half of Figure The channelcan distort
or lose the message infinitely often; true, bat too exciting as an error scenaribo see how many non+



progress cycles there are, we can usetthftag. If we set its numeric argument to zero, only a tobaint
of all errors will be printed.
$ pan +l +c0
full statespace search for:
assertion violations and nonzprogress loops
vector 44 byte, depth reached 137, loops: 92
671 states, stored
2 states, linked
521 states, matched total: 1194
hash conflicts: 39 (resolved)
(size 2”18 states, stack frames: 0/26)
There are 92 cases to consider, and we could look at each one, usiogfiten ¢cl, +c2, £c3, ...etc.)
But, we can make the job a little easier by at least filtepungthe errors caused by infinite message loss.
We label all loss evenfdines 13, 43, and 48) as progress states, using label names with the common 8+
character prefix “progress,” and look at the cycles that rem@liabelsgo behind the “::” flags.)
$ spin +ta ABP1
$ cc +DNP o0 pan.c
$ pan #l
pan: nonzprogress cycle (at depth 133)
pan: wrote pan.trail
full statespace search for:
assertion violations and nonzprogress loops
search was not completed
vector 44 byte, depth reached 136, loops: 1
148 states, stored
2 states, linked
2 states, matched total: 152
hash conflicts: 0 (resolved)
(size 2718 states, stack frames: 0/26)
This time, the trace reveals an honest asdraus bug in the protocollhe second half of Figure 2 shows

thetracexback.
$ spin £t +r +s ABPO
<<<<<START OF CYCLE>>>>>

proc 1 (sender) line 13, Send err,0,0 +> queue 2 (out)
proc 2 (receiver) line 55, Recv err,0,0 <t queue 2 (in)
proc 2 (receiver) line 56, Send nak,0,0 +> queue 1 (out)
proc 1 (sender) line 19, Recv nak,0,0 <+ queue 1 (in)

spin: trail ends after 12 steps
step 12, #processes: 3

_p[0]=6
proc 2 (receiver) line 36 (state 21)
proc 1 (sender) line 11 (state 6)
proc 0 (_init) line 67 (state 4)
3 processes created
$
$ spin +t +r +s ABP1
proc 2 (receiver) line 39, Recv mesg,0,0 <+ queue 2 (in)
proc 2 (receiver) line 47, Senderr,0,0 +> queue 1 (out)
proc 1 (sender) line 20, Recverr,1,0 <t queue 1 (in)
proc 1 (sender) line 12, Send mesg,0,0 +> queue 2 (out)
proc 2 (receiver) line 39, Recv mesg,0,0 <+ queue 2 (in)
proc 2 (receiver) line 52, Send nak,0,0 +> queue 1 (out)
proc 1 (sender) line 21, Recv nak,0,0 <t queue 1 (in)
proc 1 (sender) line 12, Send mesg,0,0 +> queue 2 (out)
proc 2 (receiver) line 39, Recv mesg,0,0 <+ queue 2 (in)
proc 2 (receiver) line 52, Send nak,0,0 +> queue 1 (out)
<<<<<START OF CYCLE>>>>>
proc 1 (sender) line 21, Recvnak,0,0 <+ queue 1 (in)
proc 1 (sender) line 12, Send mesg,0,0 +> queue 2 (out)
proc 2 (receiver) line 39, Recv mesg,0,0 < queue 2 (in)
proc 2 (receiver) line 52, Send nak,0,0 +> queue 1 (out)

spin: trail ends after 226 steps

Figure2. Error Trails + Extended Alternating Bit Protocol



After a single positive acknowledgement is distorted and transformeciingr r message, sender and
receiver get caught in an infinite cycle, where the sender will stubbornly redast message for which
it did not receive an acknowledgement, and the receiver, just as stubbornly, wilthrajetiessage with a
negative acknowledgment.

Digging Deeper

This manual can only give an outline of the main featurespiof and the more common ways in which it
can be used forerifications. Thereis a number ofpin features that have not been discussed here, but that
may be useful for tackling verification problems.

Soin also allows for a straightforward verificatiai ‘tasks,’ or ‘requirements,” modeled asver£claims.
That is, if the user formalizes a task that is claimed to be perfdognéue systemspin can quickly either
prove or disprove that claimA nevertclaim is equivalent toBiichi Automaton, and can thus model any
linear time temporal logic formulaln the newer versions &pin, the user can use normal LByntax to
define the requirements, and $ptn perform the translation chore to the corresponding neverzclaim.

Soin also allows the user to formalize ‘reductions’ of the system state spliod, can be used to restrict a
search it to a user definsdbset (again, using never claims, this time to ‘prune’ the statespif)this
method it becomes trivial to verify quickly whether or not a given error paigewithin the range of
behaviors of a system, even when a complete verification is considered to be infeasible.

For details about these alternative useBRIMELA and thespin software, refer to [5].The extensions to
spin with version 2.0 are outlined in a manual nanbea/ \What sNew. ps in the standard distribution,
and will be more fully documented in a new set of coursenotesThe Verification of Concurrent
Systems,’ that is scheduled to be published in 1997.



