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RELIABLE CODE

Ends and Means
Gerard J. Holzmann

YOU’VE LIKELY SEEN graphs sim
ilar to the one in Figure 1 before. 
The graph is compelling enough. 
It matches our suspicion that it’s 
more expensive to fix a bug after it 
has reached the customer than ear
lier during development. Often the 
graph, like Figure 1, has no units on 
the vertical axis, which should in it
self be a red flag that there probably 
isn’t any real data behind it. Some
times the units are shown, but they 
seem to vary. Sometimes they range 
from a modest 1 to 10; sometimes 
they range more ambitiously from 1 
to 100. And sometimes, instead of a 
linear increase of relative cost, the 
graph shows an exponential effect.

Since I first saw the graph, I’ve 
tried to find the original source 
for the data behind it, but I have  
yet to succeed. The problem is that 
intuition tells us that something like 
this is likely true and that the de
tails don’t matter much. But is that 
really the case?

If you reflect on the data just a lit
tle bit, it’s not too hard to poke some 
holes. Clearly, even the smallest cod
ing mistake can cause huge prob
lems when it slips by testing. Finding 
it can be difficult, and retesting the 
fixed system can be expensive, but 
this certainly isn’t true for every type 
of problem. A defect found and fixed 
during coding is a fairly routine oc
currence and not costlier than a de
fect found and fixed during design. 

Quite the opposite is usually true. So 
what’s going on?

Phases
In one way or another, any non
trivial software development project 
goes through the five phases shown 
on the horizontal axis in Figure 1. 
The artifacts built in each phase 
logically connect and build on each 
other.

Inevitably, every project must 
start with the designers figuring 
out what to build. This is settled 
in the requirements phase, which 
should lead to a set of requirements 
the product must eventually sat
isfy. Only after you’ve answered the 
“what” questions can you move on 
to the “how” questions. There are 
normally many ways to achieve a 
particular goal, and you now must 
choose one. The design phase should 
settle questions about the basic sys
tem architecture; it should identify 
the main modules and how they 
connect and interact. Only then are 
you ready to start building some
thing, which you can then test to see 
whether it reliably meets the require
ments and complies with the design.

In practice, some iteration is 
bound to occur over the various 
phases, as the design space is ex
plored more fully and the real con
straints faced in the implementation 
emerge. At the end of the run, 
though, it should be possible to pin 

any relevant activity to one of the 
five phases.

Defects in the development of a 
product can be both introduced and 
removed in any one of these phases. 
For example, the software require
ments will generally be incomplete at 
the start of the project. They might 
also be ambiguous and unintenti
onally contradictory. Similarly, the 
design might not meet the require
ments under offnominal conditions, 
and the code might deviate from the 
design or misinterpret some of the 
requirements.

Some, but not all, defects are 
found and removed in the same 
phase in which they were intro
duced. Others are found and re
moved in later phases. The ones that 
slip through all phases without de
tection can eventually show up as 
residual defects in the final product. 
Figure 2 illustrates this basic flow of 
defect insertion, removal, and prop
agation. I first saw such a chart in 
“Estimating Software Fault Content 
before Coding.”1

Figure 2 shows typical defect  
insertion and removal rates for  
an industrial software development 
process. The figure also shows the 
number of defects per KLOC that 
are eventually delivered to the cus
tomer. It illustrates how defects 
that are introduced but not caught 
in a particular development phase 
are propagated to the next phases. 
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Clearly, the number that counts the 
most is the last one: the number of 
residual defects discovered in the de
livered product.

Control Points
I’ll get back to the issue of the rela
tive cost of fixing defects shortly. 
First, let’s consider how you can re
duce the number of residual defects 
on the basis of an analysis like this. 
The process in Figure 2 gives two 
possible control points. The first 
aims to reduce the defect insertion 
rates in each development phase. The 
second aims to increase the defect re
moval rates, again in each phase, not 
just the last one.

To reduce defect insertion rates 
for a specific process, you must first 
study precisely what types of is
sues lead to confusion and error in 
each phase. For instance, you can 
make many types of requirements 
less confusing by formally express
ing them in tables or logic formu
las. Similarly, you can make designs 
more robust by formalizing them as 
simulation models or as executable 
state machines that can be checked 
mechanically for different types of 
properties.

One key step in this process is to 
replace the ubiquitous informal de
velopment processes that are aptly 
described as “PowerPoint engineer
ing” with more robust toolbased 
processes that can help you create 
machinereadable, machinecheck
able artifacts in each development 
phase. Requirements stated in logic 
can be checked for consistency and 
completeness and can be used to 
generate test suites. None of this 
is possible when requirements re
main imprisoned in PowerPoint 
slides, spreadsheets, or Word docu
ments. Similarly, design models that 
are formalized as automata can be 

rigorously checked against require
ments expressed in logic before 
any code is written, preventing un
pleasant surprises much later in the 
process.

In the coding phase, you can re
duce defect insertion rates by using 
a sensible coding standard with ma
chinecheckable rules, and you can 
increase defect removal rates by in
troducing strong staticsourcecode
analysis tools. For example, before 
committing code, you can ask de
velopers to complete two routine 
checks. The first ensures that the code 
can be compiled without any com
pilation warnings, with warnings  

enabled at the highest possible level 
the compiler supports. The second 
check is that the code can be scanned 
by a good source code analyzer with
out generating warnings, not even 
invalid ones. This might seem like 
a hassle, but the top developers in a 
team will usually quickly embrace 
this routine as part of the creation 
of a culture of craftsmanship in soft
ware development.

The Cost of Defects
Collecting the metrics that are 
needed to populate Figure 2 requires 
tracking a few more things than you 
might otherwise do, but it’s not a 
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FIGURE 1. A popular graph suggesting that the relative cost of fixing defects increases 

throughout software development. The fact that there are no units on the vertical axis 

should be a red flag that there probably isn’t any real data behind the graph.
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FIGURE 2. Software defects can be introduced and removed in any development 

phase. (The numbers indicate the number of defects per KLOC eventually produced.) 

Defects introduced but not removed in a given phase are propagated downstream. 

The final number of propagated defects determines the residual-defect rate, which is 

typically between one and 10 defects per KLOC.2
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big deviation from the normal pro
cess. This can be different for the 
next step, but it’s especially this next 
step that can help reduce costs in the  
long run.

Once you find a defect, it’s not 
enough to fix it and call it a day. 
For each major defect you find, you 
should understand in which phase 
the defect was introduced and why 
it wasn’t detected sooner. After all, 
every defect in the code is also a de
fect in the process that produced 
that code. A defect found in testing 
could originate in a poorly worded 
requirement, in a design flaw, in a 
coding mistake, or even from a bug 
introduced in the testing process it
self. It’s important to know what the 
cause is so that you can finetune the 
process to prevent recurrences.

With the data you can gather from 
such a root cause analysis, you can  
construct something like Table 1.  
The cells in the lowerleft trian
gle of the table are empty because 
those cells correspond to defects 
that would be found before they’re 
introduced—a technique we have 
yet to master. The numbers in each 
row add up to the defect insertion 

numbers in Figure 1. The numbers in 
each column add up to the defect re
moval totals.

The Key Metrics
A table like Table 1 lets you com
pute two key metrics. The first is the 
distance a defect travels from its in
sertion point to its detection point. 
The longer that distance is, the more 
harm the defect can do and, yes, 
the greater the repair cost can be, 
as hinted at in the mythical graph 
from Figure 1. In Table 1, the great
est distance spans three phases: a re
quirements defect that wasn’t caught 
until testing. The worst case would 
be a requirements defect that wasn’t 
found until the software was deliv
ered to the customer. The longer the 
span, the more rework that might be 
needed to fix it.

The second key metric is the ra
tio of the defect removal and inser
tion rates for each phase. A low 
ratio indicates a poorly perform
ing process that might need stricter 
controls. For Table 1, the ratios are 
4/6 (0.67) for requirements, 20/23 
(0.87) for design, 26/46 (0.57) for 
coding, and 24/1 (24.00) for testing. 

This points the finger at the coding 
phase as performing the worst. Pos
sibly a stronger coding standard, 
with mechanically verifiable compli
ance, could help turn things around. 
Similarly, increased use of assertions 
to create more robust selfchecking 
code3 and targeted training aimed 
at avoiding software risk can help 
achieve a better ratio.

The intent of the wellknown 
graph in Figure 1 is a good 
one, although the details 

can be a bit more subtle than what it 
purports to show. The basic lesson 
from the slightly more detailed anal
ysis I gave in Figure 2 and Table 1 
remains the same, though: Software 
defects should be caught as early 
as possible, and unless you’re rou
tinely producing zerodefect code,  
you can almost certainly do a better 
job of that. 
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