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Abstract

We have developed a formal validation tool that
has been used in several projects that are developing
software for AT&T's 5ESSTM telephone switching sys-
tem. The tool validates networks of communicating
processes speci�ed in the Virtual Finite State Machine
(VFSM) notation, which is used during the low-level-
design phase of software development to specify the
control behavior of an implementation. The VFSM
validator performs a reachability analysis, using Holz-
mann's bitstate-hashing technique [Ho88], to check for
errors in VFSM communication such as deadlock, live-
lock and unexpected inputs. In this paper, we present
an overview of the VFSM methodology and validator,
report on the present status of the VFSM validation
e�ort, and discuss some of the lessons we have learned
about the proper role of formal validation in the soft-
ware development process.

1 Introduction

Techniques for the automatic veri�cation of con-
current programs have been the subject of a great
deal of research over the past two decades. Recently,
there have been many reports of successful applica-
tions of these techniques to industrial-strength hard-
ware and software design problems. Motivated by
these successes, we have been working to introduce
a formal validation tool into a large AT&T software
development organization that produces software for
the 5ESSTM telephone switch. The input language of
the tool is the Virtual Finite State Machine (VFSM)
notation ([Wa92], [FS95b]), which was already in com-
mon use in the 5ESSTM environment prior to the de-

velopment of our tool. Our goal was to make for-
mal validation a routine part of the VFSM design
process. The VFSM validator has been available to
5ESSTM developers for about two years, and over 20 of
them have used it to �nd errors in their VFSM designs
prior to testing; this is one of the �rst instances we
know of in which validation technology has achieved
widespread use in an industrial setting.

Our experience with validation di�ers from other
examples reported in the literature in that we per-
form validation much later in the software-design pro-
cess. In the NewCoRe project [Ho94a], for example,
validation was performed on SDL speci�cations by
highly trained \validation engineers" during the re-
quirements and speci�cation phases. The VFSM val-
idator, by contrast, is used by software developers dur-
ing the low-level-design phase, just prior to coding.
The use of validation at this point in software design
has its advantages and disadvantages. The VFSMs we
validate are quite close to the implementation, which
allows us to �nd errors that would be missed if a more
abstract model was validated; however, the amount of
detail that typically appears in our VFSMs can make
the state explosion problem more severe.

The purpose of this paper is to share our experi-
ences with others who are familiar with formal vali-
dation and are interested in its practical application.
Much of our success with the VFSM validator is at-
tributable to the fact that validation has been care-
fully integrated with the other parts of the VFSM de-
sign methodology, such as interactive simulation and
automatic code generation. It is our belief that val-
idation is not a stand-alone activity, but merely one
part of a design methodology for concurrent programs.
Despite our successes, we have also found that us-
ing present validation tools is a di�cult process that
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demands a great deal of persistence and patience on
the part of the user, and that the more routine and
widespread use of validation will require signi�cant
technical advances that allow it to be performed with
much less user intervention.

The remainder of this paper is organized as fol-
lows. We begin in Section 2 with a brief overview
of the VFSM methodology and toolset. Section 3 de-
scribes how we developed a validator for the VFSM
notation. In Section 4, we outline the present status
of the VFSM validator, including some planned en-
hancements. Section 5 discusses some of the lessons
we have learned in the course of introducing the VFSM
validator into the 5ESSTM software development envi-
ronment. Section 6 contains our conclusions.

2 VFSM Overview

The VFSMmethodology [Wa92] consists of a design

paradigm, in which the control behavior of a software
module is speci�ed as a �nite-state machine; and an
implementation paradigm, which consists of a design
structure that de�nes the interface between the con-
trol speci�cation and the rest of the implementation.
The VFSM toolset translates the VFSM speci�cation
into executable form and produces templates for the
modules that interface with the control portion of the
implementation. The toolset also includes a simulator
that enables the designer to execute a VFSM speci�-
cation interactively, providing it with inputs and veri-
fying that the outputs and state transitions produced
in response accord with his expectations.

A VFSM speci�cation is written in terms of states,
virtual inputs and virtual outputs. The term \vir-
tual" means that VFSM inputs and outputs are ab-
stract names local to the VFSM: virtual inputs repre-
sent conditions in the environment that in
uence the
control behavior of the speci�ed system, and virtual
outputs stand for actions to be taken by the system at
various points during its execution. The exact binding
between these abstract inputs and outputs and their
concrete realizations in the implementation is speci�ed
by the VFSM implementation paradigm.

A major di�erence between a VFSM and a tradi-
tional FSM is in how inputs are handled. When a
VFSM receives an input, it is stored in a set called the
Virtual Input Register (VIR), and remains there until
it is explicitly removed. VFSM state transitions and
the production of virtual outputs can be conditioned
on the presence of particular subsets of inputs in the
VIR. VFSM is therefore an extended FSM model: the
\state" of a VFSM at any point is given by its VFSM

S_SEND_REQ {

E: O_SEND_MSG1, O_START_TIMER;

IA: I_ACK ? O_MSG_OK;

I_TIMEOUT ? O_REPORT_ERROR;

NS: I_ACK > S_SEND_NEXT_MSG;

I_TIMEOUT > S_ERROR;

}

Figure 1: Example State of a VFSM Speci�cation

state and the contents of its VIR. The addition of the
VIR adds considerable expressive power to the model,
yet still assures that speci�cations are written at a
high level of abstraction.

Figure 1 shows an example speci�cation of one
state of a VFSM. The example illustrates a simple
handshake protocol. The entry-action (E:) section
speci�es that upon entry to this state, the VFSM
will produce virtual outputs representing the send-
ing of a message (O_SEND_MSG1) and the starting of a
timer (O_START_TIMER). The input-action (IA:) sec-
tion speci�es that, if the desired reply to the message
is received (I_ACK), appropriate action will be taken
(O_MSG_OK); however, if the timer expires, indicating
that the message or its reply has been lost, then er-
ror processing will take place (O_REPORT_ERROR). The
next-state transition (NS:) section de�nes the VFSM
state that will be entered next: either the subsequent
step in the handshake protocol (S_SEND_NEXT_MSG) or
an error-handling state (S_ERROR).

Figure 2 shows the structure of a VFSM implemen-
tation. The input mapper and output functions pro-
vide a \�rewall" that enforces the separation of the
top-level control behavior de�ned by the VFSM spec-
i�cation from the low-level data manipulations and
functions of the system. As shown to the left of Figure
2, the input mapper receives events, such as messages,
interrupts and timer expirations, from the environ-
ment of the system. Based on the event received and
the values of local data structures, the input mapper
determines which virtual inputs must be inserted into,
or deleted from, the VIR.

When the input mapper completes, the VFSM
speci�cation is executed. The VFSM may change
state several times and produce several virtual out-
puts, terminating execution when a state is reached
from which no state transition is possible given the
current VIR contents. The user associates with each
virtual output the name of an output function; when-
ever that output is produced during VFSM execution,
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Figure 2: Structure of a VFSM Implementation

its output function is invoked. The output function
performs whatever processing and data manipulation
are necessary to realize the abstract behavior repre-
sented by the virtual output. Note that an output
function may also invoke the input mapper with a feed-

back event, as suggested in Figure 2; thus, the VIR can
change while the VFSM is executing. Feedback events
are typically used when an output function detects an
error condition that must be dealt with immediately
by the VFSM.

3 The VFSM Validator

We now discuss how we adapted Holzmann's bit-
state hashing technique to the validation of networks
of VFSMs. To ameliorate the e�ects of the state ex-
plosion problem, an e�ective validation tool must keep
the size of the global state as small as possible. To this
end, one approach would be to include only the VFSM
state and VIR as part of the global state, ignoring
the input mapper and output functions. However, the
purpose of formal validation is to detect errors in in-
terprocess communication, and it is clear from Figure
2 that the input mapper and output functions contain
information that is crucial to the communication be-
havior of the system, including feedback events and
the sending and receiving of messages. Thus, we also
considered allowing input mapper and output function
C code to be part of the validation model. However,
this C code also contains much information that is not
relevant to inter-process communication, so including
the input mapper and output functions would make
the global state larger than necessary.

3.1 Mapping Abstractions

The approach we selected is a compromise between
the above extremes: we do not allow user-de�ned C
code and data in the validation model, but instead
provide a feature known as mapping abstractions that
allows the user to specify those aspects of the input
mapper and output functions that have an impact on
inter-process communication. In the validator, VF-
SMs communicate by sending each other events, and
each VFSM has an event queue. When a VFSM re-
ceives an event, mapping abstractions representing the
input mapper allow the user to de�ne all possible com-
binations of virtual inputs that might be inserted into,
or deleted from, the VIR. If more than one combina-
tion is possible, the validator will explore a separate
successor state for each combination; thus, the map-
ping abstractions permit nondeterminism. Similarly,
the mapping abstraction for each virtual output al-
lows the speci�cation of all possible combinations of
inter-VFSM or feedback events that might be gener-
ated by its output function when that virtual output
is produced.

Figure 3 presents two examples that illustrate the
use of mapping abstractions; each example contains
a fragment of C code that might appear in an input
mapper or output function, along with a mapping ab-
straction intended to model its behavior. The �rst
example shows an event representing a telephone call
setup request. When the event is received, the input
mapper does a database lookup to determine whether
or not the caller has paid his bill, and inserts into the
VIR either input I_BILL_PAID or I_BILL_NOT_PAID

based on the outcome of the lookup. The mapping
abstraction for this event speci�es that either input
is possible. The second example illustrates a map-
ping abstraction for an output function. The func-
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tion invokes the system primitive OSSENDMSG to send
the message RESP_MSG to the process OTP. However,
OSSENDMSG may return an error code indicating that
the attempt to send the message failed; if this oc-
curs, the output function generates the feedback event
ERROR_EVENT by calling the input mapper. The map-
ping abstraction captures both possible outcomes of
the call to OSSENDMSG. These examples show how non-
determinism can be used to model the behavior of
parts of the system that cannot be modeled completely
in the validator.

3.2 Using the Validator

To validate a VFSM application, the user �rst con-
structs any necessary environment VFSMs that are
needed to close the system. For each VFSM, the user
then supplies mapping abstractions for each event and
virtual output, and speci�es its initial state and possi-
ble initial VIR con�gurations. The VFSM translation
tools are then run to translate each VFSM speci�ca-
tion into C code. The validator uses this C code and
code implementing the validation algorithm to pro-
duce an executable validation program for the VFSM
network. This program generates global states of the
network using the tool-generated C code to produce
successors corresponding to each VFSM. As the global
states are generated, the validator checks for the fol-
lowing types of errors:

Deadlock: A deadlock is reported if a global state is
reached in which all VFSMs are blocked waiting
for events, all the event queues are empty, and at
least one VFSM is not in a terminating state.

Unexpected Inputs: In each VFSM state, the ex-
pected virtual inputs are those appearing in its
input-action and state-transition conditions. If
an input is inserted into the VIR that does not
appear in these conditions, the validator reports
an unexpected input.

Queue Over
ow: The inter-VFSM event queues
have a maximum size selectable by the user. If
an event is appended to a full queue, the valida-
tor reports a queue over
ow.

Coverage: While the validation algorithm is exe-
cuting, it records which states, input actions,
and next-state transitions are executed for each
VFSM. At the end of the validation run, the val-
idator prints out a report listing the portions of
each VFSM that were never executed, which may
represent dead code.

Livelock: A livelock, or non-progress cycle, is a cy-
cle of global states in which some VFSM fails to
pass through a state designated by the user as a
\progress state".

When the validator �nds one of the above errors, it
prints out an error trace, in the form of a message
sequence diagram, that illustrates the complete exe-
cution scenario that resulted in the error. The level of
detail in the error trace is selectable by the user, and
can include inter-VFSM and feedback events, VFSM
state transitions, production of virtual outputs, and
insertion and deletion of virtual inputs.

4 Present Status and Plans

4.1 Data Modeling and Temporal Logic

Although VFSM attempts a complete separation of
control and data, we have found that, for large designs,
control 
ow can depend in subtle ways on the values
of data structures. We are planning to add a simple
data-modeling language to the mapping-abstraction
notation described above that will allow users to ac-
curately represent the impact of data structures on
control behavior.

The VFSM validator presently checks for the satis-
faction of \healthiness conditions" such as the absence
of deadlock and unexpected inputs. However, the ab-
sence of these kinds of errors obviously does not insure
that a VFSM design is correct; one would like to be
able to specify the application-speci�c requirements to
be met by the VFSM and have these checked by the
validator. Temporal logic is a speci�cation language
that is well-suited to precisely stating the requirements
that VFSM applications must satisfy. We plan to add
the ability to specify and check temporal-logic prop-
erties as part of the VFSM validation process.

4.2 Partial-Order Methods

Partial-order methods ([God94], [KP92b]) are tech-
niques that exploit the independence of process opera-
tions to avoid the redundant exploration of execution
scenarios during validation. We recently developed a
partial-order algorithm for the VFSM validator and
tested it on four 5ESSTM VFSM applications. We
found that it resulted in reductions in the size of the
global state space of as much as an order of magnitude.
This work is reported in [GPS96].
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Modeling the input mapper: Modeling the output functions:

in C code: in C code:
case E_CALL_SETUP: case O_RESP_TO_OTP:

if (cust_data->bill_status == PAID) return_code = OSSENDMSG(RESP_MSG, OTP);

VIR_insert(I_BILL_PAID); if (return_code == FAIL)

else VIR_insert(I_BILL_NOT_PAID); input_mapper(ERROR_EVENT);

in VFSM validator: in VFSM validator:
$name E_CALL_SETUP $name O_RESP_TO_OTP

$inlist I_BILL_PAID || I_BILL_NOT_PAID $evlist OTP.RESP_MSG || ERROR_EVENT

Figure 3: VFSM Validator Mapping Abstractions

4.3 Test-Sequence Generation

There has been a great deal of research on tech-
niques for automatically generating minimal sequences
of inputs that collectively exercise all state transitions
of a �nite state machine [LY95]. We have been explor-
ing the use of such techniques in the context of VFSM.
Using a modi�ed version of the VFSM validator, our
goal is to obtain a set of sequences of events (see Figure
2) that causes complete coverage of a VFSM, i.e. the
execution of every input action and next-state transi-
tion (see Figure 1) at least once. Such a set of test
sequences could be helpful to users of the VFSM sim-
ulator, as well as to testers responsible for testing a
VFSM implementation when all coding is complete.

5 Lessons

5.1 The Importance of Interactive Simu-
lation

After writing a VFSM speci�cation, a developers
typically uses the VFSM simulator to exercise selected
scenarios and �nd obvious errors, and then uses the
validator, which invariably �nds many more subtle er-
rors. Many proponents of validation believe that in-
teractive simulation is a form of testing that would
be rendered obsolete in the presence of a validation
capability. We have found, to the contrary, that simu-
lation and validation are complementary, rather than
con
icting, techniques for �nding errors in VFSM de-
signs. The ability provided by simulation to look in
detail at selected execution scenarios greatly enhances
the developer's understanding of a VFSM design.

It is interesting to note that developers have found
the VFSM simulator much easier to use than the val-
idator. This is probably because the simulator is simi-

lar to various debuggers that they are already familiar
with, and can be used without a detailed knowledge
of its internal operation. Perhaps for this reason, our
tool usage reports show that invocations of the VFSM
simulator outnumber those of the validator by an or-
der of magnitude.

In order to exploit the popularity of the simula-
tor, we recently uni�ed the simulator and validator
so that they share a common interface, which has
resulted in greatly increased usage of the validator.
Prior to the uni�cation, many users of the validator
perceived the need to construct environment VFSMs
and mapping abstractions as a burden. However, sev-
eral users remarked that environment VFSMs would
be useful during simulation. Previously, each simula-
tion scenario required the laborious construction of a
command script containing each external message to
be sent to the simulated VFSM in that scenario. Since
the environment machines embody all possible behav-
iors of the environment, their presence during simu-
lation would eliminate the need for hand-constructed
input scripts. We uni�ed the VFSM simulator and
validator so that all information needed for validation
would be accessible in simulation sessions. To simu-
late a given scenario, the user need only make a series
of menu selections to cause the desired environment
behavior; this makes use of the simulator much more
e�ective, as the number of simulation scenarios that
can be completed in a given time period is greatly in-
creased. An added bene�t of the uni�cation is that
validator usage has been made simpler: the task of
constructing environment machines no longer is per-
ceived as a burden, since it makes simulation so much
easier.
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5.2 Generating Code From the Validation
Model

One of the most popular features of the VFSM de-
sign methodology is the ability to derive a portion
of the implementation automatically from the VFSM
speci�cation. To exploit this feature, we have designed
the validator so that it uses the C code produced by
the VFSM translator to generate successor states dur-
ing validation. This gives developers a high degree of
con�dence that they are validating the actual imple-
mentation and not merely an abstract model of it.
Unfortunately, we have no way at present of guar-
anteeing that the mapping abstractions described in
Section 3 are consistent with the input-mapper and
output-function C code. We are investigating the de-
sign of single language from which both the mapping
abstractions and the implementation C code could be
derived.

With most validation tools, the usual way of dealing
with the state explosion problem is to abstract away
portions of the validation model until one of tractable
size is obtained. In our environment, however, this
would result in the validation of a reduced VFSM that
is di�erent from the VFSM that will actually execute
on the 5ESSTM switch. We are therefore investigating
various forms of \partial" validation that will allow us
to perform a reasonably thorough state-space search
of VFSM examples that are too large for normal vali-
dation to run to completion in a reasonable amount of
time. Note that, although the use of bitstate hashing
constitutes a form of partial validation, the depth-�rst
search strategy leads to validation runs in which large
portions of the VFSMs to be validated are never ex-
ecuted. Our goal is a search strategy in which some
depth-�rst paths are pruned in such a way that, at a
minimum, complete VFSM coverage is obtained.

5.3 Accurate Modeling of the Execution
Environment

The purpose of validation is to detect errors in
the interactions among a collection of concurrent pro-
cesses. It therefore follows that the input language of
a validation tool must allow the user to model the type
of inter-process communication supported by the run-
time environment in which the implementation will ul-
timately execute. Early versions of the VFSM valida-
tor were unable to accurately model certain features of
the target 5ESS operating system, such as timers and
process scheduling and priorities, that had an impact
on inter-VFSM behavior; because of this, users had to
make special versions of their VFSMs equipped with

logic that prevented some scenarios that were impos-
sible in the 5ESS environment. We recently upgraded
the validator to model these features of the operating
system, creating an execution environment that mim-
ics that present on the 5ESS switch and making the
validator much more convenient to use.

Our experience suggests that there is no single
validator input language that is suitable in all con-
texts. We note that bitstate hashing has been imple-
mented for at least three languages (Promela, SDL
and VFSM), and there have been numerous transla-
tors built between input languages for di�erent valida-
tion tools. It would therefore seem useful to package
validation algorithms in the form of libraries so that
validators for new languages could be built quickly;
at present, validators for new languages must be
painstakingly hand-crafted.

5.4 Education Issues

A major premise of our work has been that the val-
idator should be usable by software developers as one
of many design tools in their arsenal, without requiring
a great deal of expertise. We have prepared a half-day
validator training class, which is part of a four-day
VFSM class, to provide developers with enough infor-
mation to use the validator e�ectively. The validator
class includes hands-on experience in the form of sim-
ple validation exercises.

When users began to apply the validator to
5ESSTM design examples, many of them ran into sig-
ni�cant di�culty. In responding to their questions, it
became clear that e�ective use of the validator requires
an in-depth understanding not only of what the valida-
tor is attempting to do, but also of how the validator
does its job. The necessary information includes a
basic understanding of the interleaving model of con-
currency and how all interleavings are explored by a
depth-�rst generation of the global-state space. In re-
sponse to the many questions raised by users, we have
modi�ed the validator training class to include a rudi-
mentary overview of validator operation. In spite of
this, we have found that, although some users (partic-
ularly those with a strong mathematical background)
quickly become pro�cient in validation, many others
require a great deal of consultation before they can
use the validator successfully. We now feel that a
half-day's worth of training is not su�cient, and are
looking into a longer class.
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6 Conclusions

Our experience shows that validation can be prof-
itably used, albeit with some di�culty, by software
developers with relatively little training. We have also
demonstrated that the low-level-design phase of soft-
ware development is a promising, though often over-
looked, niche for the introduction of validation.

Holzmann [Ho94b] has noted that Promela and
SPIN were designed in accord with the \Unix phi-
losophy," i.e. to do one thing (validation) and do it
well. While the Unix philosophy is certainly perti-
nent to the design of �le-manipulation utilities like
diff and grep, we feel that a tool for the design of
concurrent programs must perform many functions,
and validation must be a cleanly integrated part of
such a tool. In addition to VFSM, there have recently
been many other examples of design methodologies
based on extended �nite state machines that are sup-
ported by powerful toolsets; examples include State-
charts and the Statemate toolset [Ha90], [Ha92]; SDL
and the GEODE [VE95] and SDT [Te95] toolsets; and
the Real-Time Object-Oriented Modeling (ROOM)
methodology and the ObjecTime toolset [SGG94]. All
of these toolsets have been used extensively in indus-
try, and though most of them have a limited valida-
tion capability, they also provide a number of valuable
features not available in typical validation tools, e.g.
graphical editing and browsing, automatic generation
of test cases, interactive simulation, code generation,
con�guration control, documentation support, and re-
quirements traceability. Together, these toolsets con-
stitute compelling evidence that formal methods can
lead to substantial improvements in software quality.
An easy-to-use validation function would greatly en-
hance the error-detection capability of the toolsets,
and would allow automatic checking that a design
model satis�es its requirements.

At present, formal validation is still an experimen-
tal technology. Perhaps the best evidence of this fact
is that a carefully worked application of validation
to a real-world design problem remains a publishable
achievement. We have argued that present validation
tools are di�cult to use because they require the user
to combat the state-explosion problem and have a de-
tailed understanding of state-space search. We hope
that, in the future, validation tools will be able to do
their jobs with far less involvement on the part of the
user.
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