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Abstract. The design and implementation of wireless sensor network
applications often require domain experts, who may lack expertise in soft-
ware engineering, to produce resource-constrained, concurrent, real-time
software without the support of high-level software engineering facilities.
The Insense language aims to address this mismatch by allowing the
complexities of synchronisation, memory management and event-driven
programming to be borne by the language implementation rather than
by the programmer. The main contribution of this paper is an initial
step towards verifying the correctness of WSN applications with a focus
on concurrency. We model part of the synchronisation mechanism of the
Insense language implementation using Promela constructs and verify
its correctness using SPIN. We demonstrate how a previously published
version of the mechanism is shown to be incorrect by SPIN, and give
complete verification results for the revised mechanism.
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1 Introduction

The coupling between software and hardware in the design and implementation
of wireless sensor network ( WSN) applications, driven by time, power and space
constraints, often results in ad-hoc, platform specific software. Domain experts
are expected to produce complex, concurrent, real-time and resource-constrained
applications without the support of high-level software engineering facilities.
To address this mismatch, the Insense language [3, 9] abstracts over the com-
plexities of memory management, concurrency control and synchronisation and
decouples the application software from the operating system and the hard-
ware. An Insense application is modelled as a composition of active components
that communicate via typed, directional, synchronous channels. Components are
single threaded and stateful but do not share state, thereby avoiding race con-
ditions. Thus, the complexity of concurrent programming in Insense is borne



by the language implementation rather than by the programmer. Verifying the
correctness of Insense applications requires that the language implementation be
proved correct with respect to its defined semantics.

The main contribution of this paper is an initial step towards verifying the
correctness of WSN applications by modelling the semantics of Insense using
Promela constructs. We focus here on concurrent programming and in particular
on the correctness of the Insense channel implementation. The Insense channels
and some of their associated algorithms are modelled in Promela. SPIN is then
used to verify a set of sufficient conditions under which the Insense channel
semantics are satisfied for a small number of sender and receiver components.

The remainder of this paper is structured as follows. Section 2 provides back-
ground information on WSNs, Insense, and model checking. We then present
the Insense channel model and its implementation in sections 3 and 4 respec-
tively. Section 5 details the translation of the Insense channel implementation
to Promela, develops a set of properties to verify the correctness of the imple-
mentation and demonstrates how a previously published version of the channel
algorithms is shown to be incorrect by SPIN. Section 6 presents complete ver-
ification results for a revised set of algorithms and for previously unpublished
connect and disconnect algorithms. Section 7 includes conclusions and some
thoughts and directions on future work.

2 Background

2.1 Wireless Sensor Networks

WSNs, in general, and wireless environmental sensor networks, in particular, are
receiving substantial research focus due to their potential importance to society
[1]. By composing inexpensive, battery-powered, resource-constrained computa-
tion platforms equipped with short range radios, one can assemble networks of
sensors targeted at a variety of tasks — e.g. monitoring air or water pollution
[13], tracking movement of autonomous entities (automobiles [17], wild animals
[19]), and attentiveness to potentially disastrous natural situations (magma flows
indicative of imminent volcanic eruptions [20]).

A wireless sensor node is an example of a traditional embedded system, in
that it is programmed for a single, particular purpose, and is tightly integrated
with the environment in which it is placed. As with all embedded computer sys-
tems, it is essential that appropriate design and construction tools and method-
ologies be used to eliminate application errors in deployed systems. Additionally,
a wireless sensor node is usually constrained in a number of important operating
dimensions: a) it is usually battery-powered and placed in a relatively inaccessi-
ble location; thus there is a need to maximize the useful lifetime of each node to
minimize visits to the node in situ to replace batteries; b) the processing power
and memory available to each node are severely constrained, therefore forcing
the use of cycle-efficient and memory-efficient programming techniques; and c)
the range of a node’s radio is limited, thus potentially forcing each node to act
as a forwarding agent for packets from neighbouring nodes.



A typical application operating on a WSN system consists of code to: take
measurements (either at regular intervals or when an application-specific event
occurs), forward these measurements to one or more sink nodes, and subse-
quently to communicate these measurements from the sink node(s) to a data
centre. In order to design such an application, a variant of the following method-
ology is used:

— A domain expert (e.g. hydrologist), using information obtained from a site
visit and topological maps, determines the exact locations at which sensors
should be placed (e.g. at the bends of a stream)

— A communications expert, using information obtained from a site visit, de-
termines the exact location(s) at which the sink node(s) should be placed
(e.g. with sufficient cellular telephony data signal strength to enable trans-
port of the data back to a data centre)

— A communications expert, using information obtained from a site visit, topo-
logical maps, and knowledge of radio wave propagation characteristics, then
determines the number and placement of additional forwarding nodes in or-
der to achieve required connectivity and redundancy

— The system operation is then simulated using realistic data flow scenarios
to determine whether the design meets the connectivity, redundancy, and
reliability requirements. If not, the design is iterated until the simulations
indicate that the requirements are met.

Implementation of such a design takes many forms. The most common are:

— a component-based framework such as using the nesC extension to C under
TinyOS [11] to construct the application;

— a more traditional OS kernel based approach such as using Protothreads for
constructing the application in C under Contiki [10].

As these examples show, and as is normal for embedded systems, the application
code is usually produced using a variant of the C programming language.

2.2 Insense

A fundamental design principle of Insense is that the complexity of concur-
rent programming is borne by the language implementation rather than by the
programmer. Thus, the language does not include low-level constructs such as
processes, threads and semaphores. Instead, the unit of concurrent computation
is a language construct called the component. Components are stateful and pro-
vide strong syntactic encapsulation whilst preventing sharing, thereby avoiding
accidental race conditions.

In Insense an application is modelled as a composition of components that
communicate via channels. Channels are typed, directional and synchronous,
promoting the ability to reason about programs. Components are the basic
building blocks of applications and thus provide strong cohesion between the
architectural description of a system and its implementation. Components can



create instances of other components and may be arranged into a Fractal pattern
[5], enabling complex programs to be constructed. We envisage the future de-
velopment of high-level software engineering tools which permit components to
be chosen and assembled into distributed applications executing on collections
of nodes.

The locus of control of an Insense component is by design akin to a single
thread that never leaves the syntactic unit in which it is defined. As components
and threads are defined by the same syntactic entity, each component may be
safely replaced without affecting the correct execution of others with respect to
threading. By contrast, in conventional thread based approaches, threads weave
calls through multiple objects, often making it difficult (or at least expensive)
to determine if a component can be replaced in a running program.

The topology of Insense applications may be dynamically changed by con-
necting and disconnecting channels. Furthermore, new component instances may
be dynamically created and executing component instances may be stopped.
These mechanisms permit arbitrary components to be safely rewired and re-
placed at runtime.

In order to decouple the application software from the operating system and
hardware, Insense programs do not make operating system calls or set specific
registers to read from a device. Instead, parts of the hardware are modelled as In-
sense components with the appropriate channels to allow the desired interaction
and are provided as part of an Insense library.

The Insense compiler is written in Java and generates C source code which is
compiled using gce and linked with the Insense library for the appropriate host
operating system code. The current Insense library implementation is written
for the Contiki operating system [10].

2.3 Model checking

Errors in system design are often not detected until the final testing stage when
they are expensive to correct. Model checking [6-8] is a popular method that
helps to find errors quickly by building small logical models of a system which
can be automatically checked.

Verification of a concurrent system design by temporal logic model checking
involves first specifying the behaviour of the system at an appropriate level
of abstraction. The specification P is described using a high level formalism
(often similar to a programming language), from which an associated finite state
model, M(P), representing the system is derived. A requirement of the system
is specified as a temporal logic property, ¢.

A software tool called a model checker then exhaustively searches the finite
state model M(P), checking whether ¢ is true for the model. In Linear Time
Temporal Logic (LTL) model checking, this involves checking that ¢ holds for all
paths of the model. If ¢ does not hold for some path, an error trace or counter-
example is reported. Manual examination of this counter-example by the system
designer can reveal that P does not adequately specify the behaviour of the
system, that ¢ does not accurately describe the given requirement, or that there



is an error in the design. In this case, either P, ¢, or the system design (and
thus also P and possibly ¢) must be modified, and re-checked. This process is
repeated until the model checker reports that ¢ holds in every initial state of
(P), in which case we say M(P) satisfies ¢, written M(P) = ¢.
Assuming that the specification and temporal properties have been con-
structed with care, successful verification by model checking increases confidence
in the system design, which can then be refined towards an implementation.
The model checker SPIN [12] allows one to reason about specifications written
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