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Abstract. In precursory work we suggested an abstraction-basedytsghlable
semi-test for the boundedness of Communicating FiniteeS¢tchine (CFSM)
based modelling and programming languages. We illustrisedpplication to
Promela and UML-RT models. The test is sound with respecteterchining
boundedness, but may return inconclusive "counterexashpleen boundedness
cannot be established. In this paper we turn to the questientb effectively
determine the spuriousness of these counterexamples,oantblrefine the ab-
straction based on the analysis. We employ methods fronramognalysis and
illustrate the application of our refinement method to a nendf Promela exam-
ples.

1 Introduction

For various reasons the unboundedness of the maximal fificgmmunication chan-
nels in Communicating Finite State Machine (CFSM) [2] basemtelling and pro-
gramming languages at runtime is an undesirable propeirst, Einboundedness of
communication buffers per se is an undesirable systemrieatace it points at a de-
sign flaw. Second, the unboundedness of a channel leads tdifitei state space and
limits the applicability of finite state verification methad=inally, in otherwise finite
state models the unboundedness of a communication chaaydead to a model that
reveals unpredictable behavior, for instance when a psattsmpts to write to a chan-
nel that has reached its specified capacity limit.

In precursory work [8, 9] we have defined an incomplete sesiifor the bounded-
ness of the message buffers in CFSM systems, which is an idiatéée problem [2]. We
have implemented the test in a tool named IBOC and appli@d@RSM models given
in UML RT [8] and in Promela [9], the input language of the mbcleecker SPIN [6].
We have also developed a method to estimate conservaties bhppnds for the runtime
filling of individual communication buffers in that work.

The boundedness semi-test that we devised is sound witbaespthe bounded-
ness of a given CFSM model. However, in case boundednesestdamestablished, the
test will return a verdict of “UNKNOWN?”. In that event the teslso returns a “coun-
terexample” which consists of a collection of control flonctss in the state machines
that collectively may lead to an unbounded flooding of attlem® message buffer in



the system. Our test is also based on a gross abstractioa ofitfinal CFSMs — we ab-
stract from transition triggers, transition code, messagers, the activation conditions
of cycles, and cycle dependencies. As a consequence, theNOMKN verdict may be
based on false negatives, i.e., the combinations of cyletgghe test believes to be pos-
sible candidates for an unbounded flooding of message bufiay not be executable
in the concrete model.

It is the objective of this paper to suggest methods that tieeuser automated
support to a) determine, whether a counterexample is gpaigonot, and b) to refine
the abstraction in case a counterexample was found to bespu¥Ve will apply our
method to models given in Promela, which is a modelling lagguthat is very often
used to model CFSM systems, in particular communicatiotopads. While Promela
was a convenient choice, the ideas and concepts that weogdvale wider applicabil-
ity in the realm of concurrent, message based modeling amgr@mming languages.

We employ methods from program analysis, in particular mtfiow and variable
analysis to determine executability conditions for thelegincluded in a counterexam-
ple. We have implemented our refinement method in the IBOGdedness analysis
tool and have applied our approach to various realistic aatllife Promela models.

Related Work.In our paper we follow the general idea of iterative countamaple
guided abstraction refinement that was proposed in [3] ated &pplied to software
model checking [1]. Since we use different code abstra¢gchniques the abstraction
refinements that we propose are not comparable to the refirtemppmposed in those
papers. In the context of linear programming based modelkdhg the authors of [10]
propose abstraction refinements based on the analysisusfis@l characteristics of
control flow graphs. However, they do not address the impi@tithat is caused by the
abstraction of program code in concrete models.

Structure of the Paperln Section 2 we review our previously published bounded-
ness test and illustrate its application to Promela. IniBe& we discuss the different
sources of imprecision that lead to spurious counterexasn@ection 4 describes the
static program analysis that we perform in order to absReamela code and illustrates
how the abstraction can be refined in the presence of spurtuurgerexamples. We also
employ graph structural criteria on the control flow cyclegrs to determine spurious-
ness and derive abstraction refinements, which we disci&sdtion 5. In Section 6 we
consider the complexities of the spuriousness detectidnefinement method, and in
Section 7 we present our experimental results.

2 Overview of the Boundedness Test

We now review the boundedness test for CFSM models first ghudadiin [8] and [9] and
motivate the occurrence of spurious counterexamples. Viewehe test using Promela
encodings of the CFSMs.

The objective of the boundedness test is to reduce the nepsaging behavior of
a set of concurrent Promela processes to a humber of cordvolcffcles. Each such
cycle is then mapped to an effect vector that captures thebauwf messages sent



minus the number of messages received for every messagéntype system when
executing that particular control flow loop. Linear inedtyagolving is then used on the
resulting system of effect vectors to determine whethenetiea linear combination of
the vectors that leads to an unbounded “blow-up” of the nurabmessages of at least
one message type in the system. If such a linear combinaties ot exist, we know
that the system is bounded (test outcome BOUNDED). If a tigeanbination can be
found, i.e., the linear inequality system has a solutioa,system under consideration
may be bounded or not (test outcome UNKNOWN). In this cas@usaterexample is
constructed from the particular solution to the linear imaiy system.

ntype = {a, b}; active proctype Right(){

chan chl = [1] of {ntype}; byte x;

chan ch2 = [1] of {ntype}; X = 0;

active proctype Left(){ do
do i (x ==0) ->ch2! b; x =1;
. ch2 ?2 b->chl! g i (x ==1) ->chl ? a; x =0;
od od

} }

Fig. 1. A simple Promela model.

(x == 0] (x==1)
ch2 ? chl'a
ch21b chl? (0,1) (-1,0

x=1 x=0 -1

Process Left Process Right Process Left Process Right

Fig. 2. The state machines of the Promela modgly 3 The state machines with effect vectors of
in Figure 1. the Promela model in Figure 1.

Consider the simple Promela model in Figure 1. The abstnagte perform in our
test will first produce an extended CFSM model as in Figurey2igBoring variables
and transition code this will be further abstracted into stam of state machines with
effect vectors as illustrated in Figure 3. The three cycieaikthe effect vectors (1, -1),
(0, 1) and (-1, 0) which gives rise to the following systemraéger linear inequalities:
(1) —x1+ 22 > 0,(2)x1 —x3 > 0,and (3)x2 — x3 > 0. Note that the third equation is
used to ensure that at least one component in the summacy edfetor of each linear
combination of cycle effect vectors attains a truly posithalue.

The test will return a solution, in fact a linear combinatioith the valuesz; =
0, zo = 1, andxzs = 0, and hence an outcome of UNKNOWN. Obviously, in the
abstraction the left cycle of the procdsisght alone can cause the message buffer to
blow up, and this is what the solution indicates. Howeverit &s easy to see, in the
original Promela model an unbounded execution of this cyilkout intervention of



the other cycles is not possible, which is ensured by the g dabstracted) program
variablex.

Note that each cycle in the abstract system has a corresgpudiiable in the in-
teger linear programming (ILP) problem into which the absystem of inequalities is
translated. This variable represents the number of exatatf the respective cycle in
a solution of the ILP problem if the ILP problem has a solutibe., if boundedness
cannot be established. We call a set of cycles whose comdsppvariables receive
positive values in a solution to the ILP problent@unterexampleA counterexample
represents a behavior of the system in which only the cyclabé counterexample
are repeated infinitely often. Any other cycle in the systeneither repeated only a
finite number of times or not executed at all. A counterexangpkaid to bespurious
if the behavior that it denotes is not a valid execution of dhiginal model. In the
above example, the test has found a spurious counterexaltigléhe objective of the
work in this paper to automatically detect spurious colexemples generated by the
boundedness test, and to refine the Promela model abstréstéxclude the spurious
counterexamples that have been detected.

3 Sources of Imprecision

In this section we study the causes for the introduction afispis counterexamples in
our boundedness test. We also examine to what extent easé a#iacts the precision
of the boundedness test.

3.1 Counterexamples and Spuriousness

The introduction of spurious counterexamples is a congerpief the conservative ab-
straction steps that we perform in the course of our bounelesitest. We reconsider
each of these abstraction steps to examine which informéioemoved from mod-
els during the step and how significant it affects the prenisif the boundedness test.
Note that these abstraction steps are conceptual and demespond to the concrete
abstraction steps that the IBOC tool performs.

Step 1: Code Abstractionin this step the program code in a model is abstracted away.
The resulting CFSM system retains only the finite contralcuire and the message
passing behavior of the model. We lose all the informatioaualhow the behavior

of the model is constrained by the conditions on variables #ie imposed by the
program code. Losing such information is very significartchese it often depends on
the runtime value of a variable whether to send or receive ssage, which message
to send or receive, where messages are to be sent or from wiessages are to be
received. We will therefore consider this source of impsieei in more detail.

Step 2: Abstraction from Message Ordels. this step we neglect all information re-
garding the order of messages in message buffers. In particee assume that a mes-
sage is always available to trigger a transition wherevsiitthe buffer. This can be too
coarse an overapproximation for a model that employs dir&ttin-first-out message



buffers. However, models in practice usually have a mesdafggral/recall mechanism
that stores an arriving message which cannot immediatepréeessed by the system
into a special buffer so that it can be recalled when it isrlageded. This is consistent
with the semantics of our abstraction. In other words, thigtraction step does not in-
troduce imprecision in most practical situations and wé tviérefore not address it in
this paper.

Step 3: Abstraction from Activation Conditionm this step the activation conditions
of control flow cycles are abstracted away. We assume thes e always enough
messages of the right type available for a cycle to be redelfiaim the initial config-
uration of the model. This assumption is reasonable in w&asince an unreachable
cycle has no influence on the system behavior and usuallgatel a design error. We
will therefore not consider this source of imprecision eith

Step 4: Abstraction from Cycle Dependencilsthis step we abstract from implicit de-
pendencies between control flow cycles. We consider diftaygpes of such dependen-
cies: exclusion dependencies or inclusion dependend@salgdependencies or local
dependencies. An exclusion dependency forbids a set oésyolbe jointly repeated
infinitely often, while an inclusion dependency stipulatesneed of some cycles being
repeated infinitely often to enable other cycles to be regkiafinitely often. A global
dependency specifies a dependency among cycles in multipdesses, while a local
dependency relates cycles in one process. Cycle deperdare imposed either by
the program code executed while the program goes througlela, ayr by structural
characteristics of the control flow graphs. Disregardingeylependencies means that
arbitrary cyclic executions can be combined to form a paaéiptspurious counterex-
ample, which is why we will further address this source of iegision.

3.2 Boolean Conditions on Cycles

(i<4)
i++
ch!msg chlmsg i=0

Fig. 4. A simple cycle. Fig. 5. The abstract cycle. Fig. 6. A cycle resetting.

We now consider the impact of the abstraction of booleanwgaedity conditions
during code abstraction. As an example, consider the cywes in Figure 4. The
cycle guard checks whether the runtime value of a local antegriablei is less than
4. If the condition is satisfied, then a messagg is sent to the channelh, andi is

L All program code in examples will be given in Promela syntax.



incremented. After the code abstraction, the resultingrabiscycle in Figure 5 retains
only the message sending statement, and all the informakiont; has been removed.
The abstract cycle will inevitably by itself form a counteaenple in which a message
neg is sent toch without any constraint each time the cycle is executed. Agmtdy,
this counterexample is spurious since the cycle can be teg@athout interruption at
most 4 times, ifi is initialized to 0. If we want the cycle to be repeated latteen some
other cycle in the control flow graph of the same process irclvktie value of will
be changed back to be less than 4 needs to be executed. Fighosvé such a cycle
in which the value of is reset to 0. If this cycle is the only other cycle that modifie
then the boolean condition on the cycle in Figure 4 imposeisensiondependency
between these two cycles. In other words, if the cycle in feguappears in a coun-
terexample, then the cycle in Figure 6 must be included irséime counterexample.

3.3 Graph-Structural Dependencies

Graph-structural dependencies are another source of dgplendencies that may help
to reveal spurious counterexamples. Consider two cyclésdrcontrol flow graph of
one same process that reside in two different strongly atiedecomponents. Since at
least one cycle is not reachable from the other, they carjatibtly repeated infinitely
often. Strongly connected components indexelusiondependencies.

c1 c3 c2

Fig. 7. Three cycles.

There is another kind of graph-structural cycle dependmn€onsider the control
flow graph of a process as shown in Figure 7. Assume that a e@xample contains
the cyclesCl andC2 and does not contain the cydi8. Note thatCl andC2 do not
share a common state, which implies that it is impossiblepeaiCl andC2 infinitely
often without repeatin@3 infinitely often. SinceC3 is not included in the above coun-
terexample it is spurious. The resulting dependency iselnsiondependency.

Summary.We recognize the following two types of information as bedéngcial to the
precision of our unboundedness test: (1) cycle dependeimijgosed by the boolean
conditions on cycles, and (2) cycle dependencies imposestrbgtural characteristics
of control flow graphs. In the next two sections, we will prepcseveral automated
refinement methods based on counterexample spuriousnalgsesiwith respect to
these two types of information.



4 Cycle Code Analysis

It is generally impossible to precisely determine cyclelismn dependencies. Our
method is therefore incomplete and it overapproximatesattigal inclusion depen-
dencies. As a consequence, (1) a counterexample can stipur@us even if it does
not violate the determined dependency, and (2) some smudounterexamples may
never be excluded.

A cycle in a control flow graph corresponds to a loop in the paoygcode of the
respective process. The task of a loop is either to contislyaeact to stimuli from
the environment, or to perform some local information pesoeg task. As mentioned
above, we also distinguish global and local dependencteslldependencies are deter-
mined by cycle conditions in which all the variables are Iycaodified. This excludes
the use of local variables to store the contents of messagesthis would imply global
dependencies. In this paper we will focus solely on localethelencies and leave the
treatment of global dependencies for future work.

Our approximative method to determine inclusion depenigsris only applicable
to loop code that follows a certain syntactic pattern:

— There exists at least one branch statement or loop statamém loop with a
guarding boolean expression in which all the variables afg locally modified
within the loop. We call a variable occurring in the guard dfranch statement or
a loop statement eontrol variable

— The computation on control variables involves only linegpressions over inte-
gers, such as an incrementation or a decrementation. Thdggohbranch state-
ments and loop statements are boolean conditions thavimeolly comparisons of
linear expressions over control variables.

We notice that this is not overly constraining since codfaing this pattern is com-
monly used in real models. We further assume that all therprogtatements are side-
effect free, and that all function calls have been inlined.

4.1 Constraints on Repeated Cycle Executions

A condition statement in a cycle functions as the guard orekeeutability of a state-
ment within a loop. Since program code can have nested laapgle can have several
condition statements that guard the loop statements &reiff depths. We study how
the repeated executions of a cycle are constrained by eable ebndition statements
in the cycle.

We denote a condition statement by a boolean expressiownsattin a pair of
parentheses. Consider a condition statenfd} in a cycleCl. ( B) is executable
if and only if B evaluates td r ue under the current valuation of variables. We are
interested in determiningiax g, the maximal number of times th@B) can be repeat-
edly executed if all variables i are only modified withirC1. If maz g exists, then we
can draw the following conclusions: (CL cannot be consecutively repeated more than
maxp times. (2) For everynax g times thatCl is repeated, at least one of theigh-
boring cycles ofC1 has to be executed. A cycle is a neighboring cycle of anoy®ec



if they share common states. (3) For evetyizp times thatCl is repeated, at least
one of thesupplementargycles with respect t@® has to be executed. A supplementary
cycle of C1 with respect taB is a cycle that modifies at least one of the variables in
B in a way that render® satisfied. The conclusions (2) and (3) impose an inclusion
cycle dependency that can be used to determine counteréxapuyriousness and to
refine the abstract system of the original model. Howevés,denerally impossible to
precisely determinerazp and we will hence resort to computing an upper bound for
maxp. Itis easy to see that this is a safe approximation. For anybaun, the restric-
tion that other cycles have to be executed evetimes thatCl is executed does not
exclude the possibility that other cycles are executedyewvetimes thatCl is repeated
foranym < n.

We notice that a boolean expression can be converted intedfation free disjunc-
tive normal form, where each disjunct is a conjunction of onenore positive atomic
propositions. Because the boolean conditions that we dengivolve only compar-
isons of linear expressions, an atomic proposition is alirfm)equality. In the sequel
we assume that any boolean expression is given in this typerafal form.

For each disjunaf of B, we denote bynaz g 4 the maximal number of times thét
is satisfied wheff B) is repeatedly executed without the variable®ibeing modified
outsideCl. If we can determinenax 4 values, themmaxp is bounded by the sum
of all the mazp 4 values. For each (in)equalityof d, we denote bymaxpg 4, the
maximal number of times thatis satisfied wheif B) is repeatedly executed without
the variables inB being modified outsid€1. We can further reduce the computation
of max g 4 to the computations ohaz g 4, valuesmazp q is the minimum of all the
max g 4, Values, because if any (in)equalitgf d is not satisfied thed is not satisfied.

X2l
Y.
ez-xlee<wy  [XG7777777777 e
s
¥ =x2 4 x1=x1-2 \%E
SRS x|
chlmsg
E1l
Fig.8.CycleC. Fig. 9. Convex polyhedra.

Consider as an example the cy@dn Figure 8.27 andzs are integer variables.
BeforeCis enteredy; is initialized with 6 andzs is initialized with -1. During each
cycle execution, the value af; is decremented by 2 and the valuewgfis incremented
by 1. LetB = (351 > 2 — .152) V (ch < 1), di =11 = (1‘1 > 2 — 1‘2), anddy, =
lo = (z2 < 1). It can be manually determined thetazp 4, ;, = 3, mazp.q4, = 3,
MAT B, dy,1, = 2, MATR 4, = 2, aNdmazp = 3. An upper bound ofnaz g iS5 3+ 2),
which is larger than 3 becaude andd, can be both satisfied at same time during cycle
executions. We conservatively take 5 to overapproximaattualnaz g value 3.



Before we explain the method to computez 4, We give a geometric illustra-
tion of the problem. In the example from Figure 8 eactB& disjuncts is a system of
linear (in)equalities that defines a convex polyhedron & 2kdimensional Euclidean
space as shown in Figure 9. The polyhedRinis defined by the disjunat; and the
polyhedronP2 is defined by the disjunef,. B is the union of all the polyhedra de-
fined by B’s disjuncts. The (in)equalities of a disjunct define the exigf the poly-
hedron defined by the disjunct. For instance, the deliyés defined by the inequality
ly = (z1 > 2 — x2). E1 can be represented by the equatigrt- 2 = 2, in which no
variables occur in the right-hand side. We eal+ x5 the control expressionf /;, and
2 theboundary valuef [;.

Let (x1,x2) denote the point defined by, andz- in the Euclidean space. During
repeated executions @, (x1,z2) moves in the space while; andz, are modified.
For a disjunctd of B, mazp q is the same value as the maximal number of computa-
tion steps thafzq,x2) can stay in the polyhedron defined Bymazp 4 is therefore
bounded if and only if the followingxiting propertyis satisfied: at some point of time
(z1,x2) will exit the polyhedron and never return. In the sequel wevsh sufficient
but not necessary condition of the exiting property.

During repeated execution Gfwe obtain a sequence of vectdrs, 29), (1, 21),

... that denotes the values:of andz, at the end of each execution@f Given an edge
E of a polyhedrorP, we assume thd is defined by an (in)equality Let ce(l) denote
the control expression dfandbv (1) denote the boundary value bfLet ce(1)? denote
the value ofe(l) whenz; = ¢ andz, = x%, wherei is a nonnegative integer. Assume
thatthe sequence(1), ce(1)!, ... is either strictly increasing or strictly decreasine,,
ce(l) is modified monotonically. Let’ = |ce(l)? — bu(l)| denote the distance between
ce(l)* and the boundary value ofIf the sequencé’, d*, ... is strictly decreasing, then
the point(z1, z2) is always moving closer to the ed@e Furthermore, the sequence
d°, d', ... must be finite. The sequenge), 29), (z1,21), ... is then also finite, which
implies that(z, z2) can only stay irP for a finite number of computation steps. Note
thatmaz 4, 1, is identical to the length of the sequence of distantesVe conclude
that under the above assumption the exiting property hadB ind we callE an exit
borderof P. Obviously, bothE1 andE2 are exit borders of the respective polyhedron.
The existence of an exit border is a sufficient condition figr ¢xiting property to hold.

4.2 Computingmazxpg,q, Values

Given a cycleCl, let( B) denote one of the condition statement€in d a disjunct of

B and! an (in)equality old. We now address the question how to computer g q,;.
Remember that defines an edgé& of the polyhedron thatl defines.FE can be

represented as the equatiaril) = bv(l). In case thate(l) = bv(l) is an exit border,

an upper bound of the maximal number of computation stefgsatieganeeded for the

value ofce(l) to reachbu(l) can be determined, (1) if we can determine the possible

differences of the runtime values @f(1), i.e., the step values o£(!), before and after

each execution df1, and (2) if we can determine the initial valuescef!) beforeCl is

entered and therefore the longest distance to the boundhrg.wVe determine whether

ce(l) = bu(l) is an exit border by determining and analyzing the step adiiec(l).



Determining Step ValuesThe cycle code imposes a relation constraining the values
of variables before and after an execution of the cycle. ib@téng bounds for the
step values of the control expressiarjl) can be seen as an optimization problem. We
generate a set of ILP problems from the cycle code, whosereams reflect how the
runtime values of variables are changed and constraineldebgytcle code. The objec-
tive functions of these ILP problems are either the maximuth@minimum of the step
values ofce(1). The generation of the constraints of an ILP problem formeiteing step
values involves the transformation of each program statémehe cycle code into one

or more (in)equations. Since not all the statements in tkeayode are relevant to the
computation on the control variableslirwe compute a slice [12] of the cycle code with
the slice criterion beingc (B),z >, wherez are all the variables ih Since we have
the assumption that all the program statements are sidetdfée, the transformation

of program statements is straightforward. As an exampkeatdsignment statemext

: = x + 1istransformed to the equatian,, = x; + 1. The variabler; denotes the
runtime value of the variable before the execution of the assignment, and the variable
x;+1 denotes the runtime value efafter the execution. When a receive statement is
executed, a variable in the statement receives a random value that depends on the
content of the received message. In the correspondingiequate must represent the
new value ofr by a newly introduced variable. Moreover, when an array nmemib
affected by an assignment statement or a receive statemengke the conservative
assumption that any member of the array may be affected.

max: x1_1 + x2_1 - x1_0 - x2_0; mn: x1_1 + x2_1 - x1_0 - x2_0;
x1_0 > 2 - x2_0; x1_0 > 2 - x2_0;

x1_1 =x1_0 - 2; x1_1 = x1_ 2;

x2_1 =x2_0 + 1; x2_1 = x2_0 + 1;

max: x1_1 + x2_1 - x1_0 - x2_0; mn: x1_1 + x2_1 - x1_0 - x2_0;
x2_0 < 1; x2_0 < 1;

x1_1 =x1_0 - 2; x1_1 =x1_0 - 2;

x2_1 = x2_0 + 1; x2_1 = x2_0 + 1;

Fig. 10.The generated integer programming problems.

Consider the example in Figure 8. The cycle code is absttante the four ILP
problems in Figure 10 for determining step values for thermexpression:; + z- of
the inequalityr; > 2 —z,. The top two ILP problems are used to determine the bounds
on step values under the conditiop;, > 2 — xz2) as the first disjunct of the guard
(x1 > 2 —x2) V (z2 < 1), while the other two ILP problems are used to determine the
bounds under the conditidmy < 1) as the second disjunct of the same guard.

Analyzing Step ValuesThe solutions to the objective functions of the ILP problems
for determining the step values &f(!) set an upper bound and a lower bound on the
actual step values. If the two bounds have different sidren the value oée(l) may

not be modified monotonically. If one of the two determinedids is 0, then the value
of ce(l) may be unchanged forever. In these two cases, we fail tordeterwhether



ce(l) = bu(l) is an exit border, and conservatively setz 4 to be unbounded. If the
upper bound and the lower bound are both positive, then theeaf ce(l) is always
increased. We conservatively take the lower bound as thstaonstep value afe(l)
that denotes the slowest move @f(l). Similarly, if the upper bound and the lower
bound are both negative, then we take the upper bound to beptistant step value.
For the ILP problems in Figure 10, all the solutions are -lichlis then both the upper
bound and the lower bound determined for the step valueseo€dmtrol expression
x1 + x2. The constant step value determined#@r+ - is then -1.

Letop(l) denote theomparison operatan . We determine whethee(l) = bv(l)
is an exit border according tap(l) and the determined constant step value«df).
If op(l) is =, thence(l) = bv(l) is an exit border whatever the constant step value is,
because any nonzero step value annuls the satisfactiomnothis case we directly set
mazp q, 10 1. Letz be the vector of the variables i. If the constant step value of
ce(l) is positive, and ifop is < or <, then in the polyhedron defined kjthe point
defined byz is moving closer to the edge (1) = bu(l). ce(l) = bu(l) is then an exit
border. Similarly, if the constant step value is negatihentce(l) = bv(l) is an exit
border whervp is > or >. In all other cases;e(l) = bv(l) is not an exit border and
we setmazy 4 to be unbounded. In the example in Figure 8, we have detecdhtiree
constant step value af, + z to be -1. The comparison operator of the corresponding
inequality is>. The edger; + x2 = 2 is therefore an exit border.

Determining Initial Values.If we determinece(l) = bu(l) to be an exit border, and if
op(l) is not=, then we need to determine the initial valuescefl) in order to know
the longest distance from the initial valuesf{!) to the boundary value. We use a
simple solution that employs backward depth first searahebéck each acyclic path
leading to one of the entry locations 61 whetherce(l) receives a constant value on
that path beforeCl is entered. Our solution to determining initial values istaialy
incomplete, but also more efficient than other approaclues, as interval analysis [4].
This is because our solution does not require the analysiseofvhole control flow
graph of the respective process. An interval analysis wiiteeven more when any
variable ince(l) is affected somewhere outsi@® by a received message sent from
some other process. The sending process of that messadehde be analyzed even
if the receiving of the message will not affect the initialu@ of ce(l). On the other
hand, we will show later that, even in the absence of the deted initial values of
ce(l), we may still be able to determine an inclusion dependency.

Computingnazp q,. Let step denote the determined constant step value:@if) and
distance the longest distance betweee(!) andbu(l). [-] is the ceiling function that
returns the smallest integer greater than the input reabeuamlistance/step| sets an
upper bound omaz g 4, that is used to safely approximate the actual: s 4; value.
In the example in Figure 8, we determingiz ,, ~o—z,)v(22<1),2,>2—a0,21>2—z, aS
follows. The initial value ofc; + x5 is 5. step = —1 anddistance = 2—5 = —3. The
determined upper bound is then-33 + —1).



4.3 Abstraction Refinement

For a condition statemelftB) in a cycleCl, if we can determine an approximative
mazxp value, then we know that one of the neighboring cycle€bfand one of the
supplementary cycles @1 with respect toB have to be executed evenyax g times
C1 is executed. A counterexample contain®fyis determined to be spurious, if (1) no
neighboring cycle ofZ1 is included in the counterexample, or if (2) no supplemsntar
cycle of C1 with respect taB is included in the counterexample.

However, it is generally impossible to determine the exattod supplementary
cycles with respect t@3, since it is generally impossible to determine whether ttee e
cution of a cycle has the effect to rend@rsatisfied. A simple overapproximation is to
consider a cycle a supplementary cycle if it resides in timesprocess a€1 and if it
modifies at least one of the variablesBn

Refinement withnazg. We usemaxp, the set of neighboring cycles, and the set
of supplementary cycles to refine the abstract system of iggnal model. We first
add to the boundedness test ILP problem one additional amstvhich enforces
that everymazp times thatCl is executed least one of its neighbors will be exe-
cuted. Assume that the set of neighboring cycle€bfis NC. The added constraint
is:c; < mazp X ZcieNc ¢;, Wherec; is the variable corresponding @ andc; is

the variable corresponding @. A similar constraint is added to the boundedness test
ILP problem. It requires at least one supplementary cycleet@xecuted eacthhazp
timesCl is executed.

Refinementwithoutax z. Letz denote the vector of the variableshn If all disjuncts
of B contain an (in)equality that defines an exit border, then m@nkthat the number
of computation steps for which the point defineddbygan stay in the polyhedron of
each disjunct is always finite. In this case, evemifx g cannot be determined, we can
still determine an inclusion dependency. After a finite mknown number of time€1

is executedC1 will be exited, and one of its neighboring cycles as well as ofits
supplementary cycles have to be executed.4@tbe the set of supplementary cycles
of C1 with respect toB. In the refinement withouthaz g, the boundedness test ILP
problem is replaced by two ILP problems, each augmentingthygnal ILP problem
with one of the following constraints: (k) = 0, 0r (2)c1 > 0A Y o ey Ci >
0OA Zciesc ¢; > 0, wherec; is the variable corresponding @ andc; is the variable
corresponding t&;. These two constraints stipulate that (1) eitB&ris not repeated
infinitely often, or (2) at least one of the neighboring cycknd at least one of the
supplementary cycles have to be repeated infinitely oftea.tivo newly generated ILP
problems partition the behavior of the refined abstracesgshto two disjoint subsets.
The original model can be determined to be bounded if bothe@two ILP problems
are infeasible.

During experiments we found that this approximative way etiedmining supple-
mentary cycles is rather coarse for some models in thatvigmts many spurious coun-
terexamples from being excluded. Consider the cycle inrei@u After the condition
(x1 > 2 —x2) V (z2 < 1) is not satisfied an€ is exited, assume that some supple-
mentary cycles are going to be executed to make the condititisfied again. Assume



a neighboring cycl€ of C, in which no message is sent or received. If each execution
of C decreases the value of and increases the value 9§, thenC has the same
effect onz; andz, asCdoes. In particular, it cannotrender; > 2 — x2) V (z2 < 1)
satisfied. HowevelC is regarded a supplementary cycle@fThe refinement of the
abstract system with the determined set of supplementatgsincludingC’ does not
exclude the spurious counterexample consisting ahdC' .

We adopt a finer solution if, for every (in)equalitin B, ce(!) is modified monoton-
ically within C1.. In this case, we regard a cydl2 a supplementary cycle with respect
to B, if C2 satisfies the following condition. There exists an (in)diyd in B that
defines an exit border. The value@() is increased withil€2 if it is decreased within
Cl. The value ote(l) is decreased withi@2 if it is increased withirnC1. This solution
is more expensive since it involves code analysis for eacledpat modifies one or
more variables irB, but is more precise in determining spuriousness.

5 Graph-Structural Dependency Analysis

In this section we consider two types of cycle dependennasely those imposed by
strongly connected components and those imposed by divediectedness of cycles,
and propose appropriate abstraction refinements.

Given a counterexample in which two cycles in one same psx@sot share com-
mon states, some other cycles in the same process have tdideid in the counterex-
ample to “bridge” them. We introduce the concepseff-connected cycle se& set of
cycles is self-connected if any two cycles in the set arehable from each other by
traversing through only the cycles in the set. A countergyans spurious if, for some
procesd, the set of all the cycles ¢ in the counterexample is not self-connected.

We propose the following refinement. Given a counterexanipkbere are two
cyclesCl andC2 of one same proce$sin the counterexample that are not reachable
from each other by traversing through only the cycles in inenterexample, then we
determine all the self-connected sets of cycle®dhat contain bottC1 and C2. If
no such set exists, the@l and C2 are in different strongly connected components.
Let ¢; be the variable corresponding € andc¢,; be the variable corresponding to
C2. We replace the boundedness test ILP problem with three toBlgms, each of
which augments the original ILP problem with one of the faliog three constraints:
Der=0Ac2=0;(2)c1t =0Ace2 >0;(3)cy > 0A co = 0. These three constraints
preventCl andC2 from being both repeated infinitely often.

Fig. 11.A control-flow graph. Fig. 12. A control-flow graph.



If there exists at least one self-connected set of cycletagtng bothCl andC2,
thenC1 andC2 are in the same strongly connected componentuldcenote the number
of determined self-connected cycle sets. To refine theadigystem, we generate-3
new ILP problems to replace the original boundedness tésphoblem. Three of them
are the same ILP problems as generated in €dsendC2 belong to different strongly
connected components. The othelP problems stipulate that, €1 andC2 are both
repeated infinitely often, then all the cycles in one of théeedmined self-connected
cycle sets have to be repeated infinitely often. For eachiéted self-connected cycle
setS; (1 < i < n), anew ILP problem is generated by augmenting the origin@l |
problem with the following constraint; > 0 Aca > 0 A /\Cesi ¢ > 0, wherec is
the variable corresponding to the cy€@eAs an example, we assume that the control-
flow graph ofP is the same as shown in Figure 11. All the self-connecteddetgcles
containingCl andC2 are S; = {C1,C3,C4,C2 andS; = {C1, C5, C3. Let¢;
(3 < i < 5) denote the variable corresponding to the cy@le Each of the 5 newly
generated ILP problems has one of the following constraffi}s; = 0 A c; = 0; (2)
c1=0Ac2>0;3)ct >0ANca=0;4)cy >0Nca >0Ac3 >0Acq > 0;(5)
c1>0Acy>0Ac5 >0.

A caveat of this method is that the number of newly generdt&dproblems can
be exponential in the number of the cycledoie propose an alternative method that
only generates 4 ILP problems each time the abstract systegfined. Consider the
control-flow graph in Figure 11. To rea€l? from C1, one of the neighboring cycles of
C1 must be entered. Similarly, one of the neighboring cycleSfmust be entered in
order to reacltl from C2. Instead of generating the two ILP problems corresponding
to the two self-connected cycle sets containigandC2, we can build only one ILP
problem by augmenting the original boundedness test ILBlpno with the following
constraint.c; > 0Aco > 0Ac3+c5 > 0Acq + 5 > 0. To generalize this idea
we assume that two cyclésandC in a counterexample are not reachable from each
other by traversing only the cycles in the counterexamplke cdimpute a sequence of
pairs of cycle setsx N2, N2, >, < N&, N&, >, ..., < N&, Ng >. N2 is the set
of neighboring cycles o€. Ng“ contains all the cycles that neighbor some cycle in
N}, and that are not in ani?, if j < i. Ni,'s (0 < i < n) are defined likewise. The
computation of the sequenee N2, N2, >, ..., < N&, NZ, > terminates if, for some
numbern, either (1)N2 or NG, is empty, or (2) there is a cycle iNs and a cycle in
N¢, such that these two cycles are neighbors. If the first candis true, therC and
C must be in different strongly connected components. Thegrtrent in this case is
the same as in the previous refinement method. If the secomditom is true, then we
know that, to reac from C, one cycle from each setin the sequente N, ..., NZ,
Ng&, N&7t, ..., N2, has to be entered. A similar requirement is for react@rfgom
C . To refine the abstract system, we replace the boundedrsé$sReproblem with 4
newly generated ILP problems. Three of them augment thénati_P problems with
the constraints that preve@iandC from being both repeated infinitely often. The last
ILP problem augments the original ILP problem with the ceaist which stipulates
that, if CandC are both repeated infinitely often, then at least one cydmfeach
set in the sequenc®¥?, NZ, ..., N}, ..., N2, has to be also repeated infinitely often.
Note that, although this method generates fewer ILP prokletris coarser in that



some spurious counterexample may not be excluded. Cortkieleontrol flow graph

in Figure 12. Lete; (1 < i < 6) be the variable corresponding to the cy€le. If a
counterexample contair@l andC2 and does not contain any of other cycles in the
same control flow graph, then a constraint is added to oneeofi¢hvly generated ILP
problems as followinge; > 0 A ca > 0 A c3 + ¢5 > 0 A cq + cg > 0. This constraint
cannot exclude a potentially spurious counterexampledbatainsCl. C2, C3, C6,
and not others in the same control flow graph.

6 Complexity

It is an undecidable problem to determine whether a couxaenple generated in the
boundedness test is spurious or not. The proposed refinenethbd in this paper is
incomplete, and inevitably has a high theoretical compyeiie to the following facts.
(1) The number of generated ILP problems for determiningsthp values of a control
expression is exponential both in the size of the respectiete and in the size of the
guard boolean expression of each condition statement inyitie. (2) Solving an ILP
problem is NP-complete.

Despite a high theoretical complexity, the proposed refer@method is efficient
in practice. The reasons are the following. (1) A cycle uigushs a small portion rel-
evant to the computation of the control variables. (2) A guzoolean expression of a
condition statement is usually not complex such that itsatieg free disjunctive nor-
mal form contains only a small number of disjuncts. (3) A gated ILP problem for
determining step values is usually very small.

7 Experimental Results

We implemented the spuriousness determination and caxateiple refinement meth-
ods that we propose in the IBOC system . We report the expataheesults of ana-
lyzing the following models using IBOC on a Pentium IV 3.20&iHachine with 2GB
memory: theSortmodel included in the SPIN [6] 4.22 distribution package, @dei
of the General Inter-ORB ProtocalGIOP) [7], and a model of th#lodel View and
Concurrency Control ProtocdMVCC) [11].

Thesortmodel consists of 8 running processes that collaborats@tly7 numbers
by exchanging messages through 7 buffers. IBOC used 0.tb8d¢o report a coun-
terexample. The counterexample consists of only one cyaie fheLef t process that
sends one of the 7 numbers to be sorted to the bgff®j in their initial order each
time the cycle is executed. The cycle is guarded by the comdibunter < 7 in which
the variablecount er receives the value 0 before the cycle is entered. Each ezacut
of the cycle incrementsount er by 1. IBOC used another 0.688 second to determine
that the cycle cannot be repeated consecutively more thames,tand that the cycle
has neither neighboring cycles nor supplementary cyclesadify count er . IBOC
therefore determined the counterexample to be spuriodserriuded the cycle from
the abstract system. IBOC found no more counterexamplessditimodel was deter-
mined to be bounded.



The GIOP protocol supports message exchange and servet wijgation between
object request brokers (ORBSs) in the CORBA architecture Promela implementa-
tion [7] that we took is a real life model with considerableesand complexity. IBOC
reported 5 counterexamples within 14.015 seconds. Thectirgtterexample was de-
termined to be spurious. IBOC failed to determine spuriessrfor the second, the
third, and the fourth counterexample because there is & ay@ach of them guarded
by a boolean condition that involves a variable used to dfoeecontent of received
messages. These conditions induce global cycle depersdemdiich the proposed re-
finement method in this paper cannot handle. The last reppadanterexample was
manually determined to be spurious. The reason that IBOEdfain it is the follow-
ing. When IBOC determines a cycle to be supplementary to alyaed cycle, it does
not consider how many times the supplementary cycle has t#xéeuted in order to
enable the analyzed cycle. However, considering suchrimdtion may lead to an ex-
ponential number of new boundedness test ILP problems t@bergted with respect
to the number of supplementary cycles. Each of the ILP probleorresponds to one
potential combinatory effect of supplementary cycles.

The MVCC protocol is one of the underlying protocols of thecktoolkit [5] for
the development of groupware applications. It supportgiraskr server-client com-
munication and the synchronization of concurrent updatégarmation. We took the
Promela implementation in Appendix A of [11] that allows Zalts. The model con-
sists of 8 concurrently running processes. IBOC visitedt@@es and 83 transitions in
the state machines of the processes, and constructed 4 siyafes and identified 16
types of messages. Within 4.281 seconds, IBOC found 4 cmexamples and deter-
mined the first 3 of them to be spurious. The last counterel@eymtains only one
cyclein aUser process (as a client) that sends a message without any @iotstit is
a real counterexample.

8 Conclusion

In this paper we have presented abstraction refinementitpemfor an incomplete
communication channel boundedness test for Promela. Guoagh allows one a) to
determine spuriousness of counterexamples, and b) to teevious abstraction in
order to exclude these spurious counterexamples. In oodgetermine spuriousness,
we statically compute executability conditions for cycéasl we analyse the cycles in
the control flow graphs of the system to determine inclusiuoeh @xclusion dependen-
cies. We implemented our spuriousness determination andefinement method in
IBOC. We presented experimental results that show that @tihod scales to systems
of realistic size and is capable of returning meaningfulitss

Further work includes the analysis of global cycle depenien the analysis of
the GIOP protocol showed that a number of spurious courdenpies can not yet be
detected due to the unavailability of this global analysisurther goal is to apply
our method to UML RT and UML 2.0 models that include state nraehransitons
attributed with Java code.

AcknowledgementsWe thank Richard Mayr for initial discussions on the subjafct
this paper.
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