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Abstract. In Promela,communicatiorbuffers are definedwith a fixed length,
andbuffer overflows canbe handledin two differentways:block the sendstate-
mentor lose the messageBoth solutionschangethe semanticsof the system,
comparedo onewith unboundecchannelsThe questionarises,if suchbuffer
overflows canever occurin a given systemand what buffer lengthsare sufi-
cientto avoid them.We describea scalableincompleteboundednestestfor the
communicatiorbuffersin Promelamodelswhichis basedn overapproximation
andstaticanalysis We first reducePromelamodelsto systemf communicating
finite statemachine CFSMs)andthenapply further abstractionghatleave us
with a systemof linearinequalities Thoserepresenthe messagsendingandre-
ceving effect thatthe controlflow cyclesof every processhave on ary message
buffer. Thetesttriesto establisttheexistenceof alinearcombinatiorof theeffect
vectorssothatat leastonemessageanoccuranunboundechumberof times.If
no suchlinear combinationexists then the systemis bounded We discussthe
compleity of this testand presentexperimentalresultsusing our implementa-
tion in the IBOC system.Scalability of the testis in partdueto the factthatit
is polynomialfor the type of sparsecontrol flow graphsderived from Promela
models.Also, the analysisis local, i.e., it avoids the combinatorialstatespace
explosiondueto concurreng of the models.We alsopresenta methodto derive
upperboundestimatedor the maximal occupang of eachindividual message
buffer. Previously, we have appliedthis approachto UML RT models,while in
this paperwe focuson the additionalproblemsspecificto Promelacode:deter
mining the potentialmessagéypesof ary channel tracking potentialcontents
of variables,channelspassedas agumentsto processesghannelassignments,
channeklarraysandparallelprocessreation.

1 Intr oduction

In Promelatheinputlanguageof the SPINmodelchecler[7], inter-processommuni-
cationcanbe donevia sharedglobal variablesor by messag@assingvia communica-
tion channelghat operateasfirst-in first-out (FIFO) buffers. Thesebuffersaredefined
with a fixed length,and buffer overflows (i.e., an attemptto senda messageo a full
buffer) canbe handledoy SPINin two differentways:block the sendstatemenor lose
themessageBoth solutionschangehe semanticof the systemcomparedo onewith



unboundedthannelsThe questionariseswhethersuchbuffer overflows canever oc-
curin a given systemandwhat buffer lengthsare sufficient to avoid them.Our paper
presentanautomatedestfor the occurrencef thesebuffer overflowsin Promela.

Of course possiblebuffer overflows canbe detectedy simulation,or by encoding
this questioninto an LTL modelcheckingproblem.However, this normally involves
fully exploring the statespace Herewe proposea type of boundednesanalysisthat
avoidsexhaustvely checkingall thecomputation®f themodel.We describea scalable
incompleteboundednestestfor the communicatiorbuffersin Promelamodelswhich
is basedon overapproximatiorand static analysis.For the test, we first interpretall
communicatiorbuffersin the modelashaving unboundedength (insteadof the fixed
lengthin their definition) and thentry to prove their boundedness,e., to establish
upperboundson the maximalreachableccupanyg of every buffer. To do this, we first
reducePromelamodelsto systemsof communicatingfinite statemachineCFSMs)
andthenapply further abstractionghat leave us with a systemof linearinequalities.
Thoserepresenthe summarymessagesendingand receving effect that the control
flow cycles of every processhave on ary messagéuffer. The testtries to establish
the existenceof a linear combinationof the resultingeffect vectorssothatat leastone
messageanoccuranunboundediumberof times.If no suchlinearcombinatiorexists
thenthe systemis bounded By similar techniquest is also possibleto derive upper
boundestimategor the maximaloccupang of eachindividual messagéuffer.

Our testis: (i) Incomplete:Sinceboundednestr systemsof CFSMsis undecid-
able[4] we work with an overapproximatiorof the Promelamodel.Hence,not every
instanceof a boundedsystemcanbe detected(ii) Safe:If our testreturnsthe result
‘bounded’for the overapproximatiorthenthe original Promelamodelis alsobounded.
Thecomputedupperboundsfor maximaloccupanyg of eachindividual messagéuffer
alsocarryoverto theoriginal Promelamodel.(iii) ScalableScalabilityof thetestis in
partdueto thefactthatit is polynomialfor thetype of sparsecontrol flow graphsde-
rivedfrom Promelamodels.Also, the analysisis local, i.e., it avoidsthe combinatorial
statespaceexplosiondueto concurreng of themodels.

In precursorywork [10] we have successfullyappliedthis approachto bounded-
nesscheckingof communicatiorchannelsn UML RT [14,15] models,usingour im-
plementationin the IBOC (IMCOS Boundednes€heder) tool thatwe are currently
developing.Promeladiffersfrom UML RT in a numberof importantaspectsin UML
RT thedifferentparallelprocessem the systemarerepresentetby so-calledcapsules
which communicatevith eachotheronly by messag@assingThesemessag@assing
channelsrea priori assumedo be unboundedndthetopologyof thecommunication
structurds definedstaticallyatcompiletime. Thecapsuléehaiorsaredefinedthrough
hierarchicalstatemachineswvhosetransitionsare triggeredsolely by message-rece
events.Thesetransitioncanalsobe labeledwith arbitraryprogrammindanguagecode
(which we abstractfrom in our UML RT analysis).Promela,on the otherhand,is a
concurrenprogrammindanguagevith concurrenprocessegeferredto asproctypes
It's controlstructureis muchmoreflexible andversatilethanthatof UML RT, although
statemachinesaneasilybe modeledin PromelaAs opposedo UML RT, in Promela
communicatiorbetweerproctypesanbevia messag@assingr sharedvariablesand
thecommunicatiortopologycanbedynamicallychanged.



However, oncethe staticcodeanalysiss completecandthe messag@assingeffect
vectorshave beendeterminedthe boundednesanalysisfor the Promelacaseis iden-
tical to the analysisin the UML RT case.The focus of this paperis thereforeon the
specificproblemsthat have to be addressedvhenanalyzingPromelacodein orderto
determinghe messag@assingeffectvectors.lssueghatwe will considerinclude

— theidentificationof messagéypes,sincein receve statementthesecanbereferred
to by variablesvhosevaluesarenot staticallyknown;

— thepassingf channelhamesasformal parametersluringproctypeinstantiation;

— thereplicationof identicalproctypeinstances;

— theassignmentf channelvariables;

— theuseof channelarraydatastructuresvherethe arraysareindexed by variables
notknown statically;

— andtheimpactof unboundedgroctypecreation.

PaperOutline Forthesale of self-containednessf this papemwe review theprinciple
of our boundednestestin Section2. In Section3 we describethe solutionsto the
specificissuesin the applicationof the analysisto Promela.Experimentakesultsare
discussedh Sectiord. We discusgelatedwork in Section5 andconcluden Sectiong.

2 BoundednessAnalysis

Forthesale of self-containedness this papemwe now summarizehegeneraprinciple
of ourboundednesanalysis A moredetaileddescriptioncanbefoundin [10].

First, we considera sequencef conceptualabstractiondor Promelamodels.In
every stepwe obtain a coarseroverapproximatiorof the previous model, for which
theboundednesproblemis easierto solve. All behaior of the original systemis also
possiblein theoverapproximationd,e.,they aremonotonousv.r.t. simulationpreorder
Furthermorethe abstractionpresere the (upperboundson the) numberof messages
in everycommunicatiorchannel(buffer) of thePromelamodel.In practicejn thelBOC
tools,all theseabstractionsredonein asinglestep.

Level 0: Promelacode We startwith the original systemmodeldescribedn Promela,
exceptthatweapriori assumehatbuffershavearbitrarylength.For thismodel(Promela
with arbitrarylengthbuffers) boundednesis, of courseundecidablesincethe buffers
couldbeusedto simulatea Turing-machindape.

Level 1: CFSMs. First, we abstracfrom the generalprogramcodein the model,i.e.,

variablesarithmetic,etc. We retainonly thefinite controlstructureof the programand

the messag@assingoehaior via unboundecuffers representinghe communication
channelsWe obtaina systemof communicatindinite-statemachineCFSMs),some-
timesalsocalledFIFO-channebystemg1]. For the CFSMmodelboundednesis also
undecidablg4].



Level 2: Parallel-Composition-¥ASS. In the next stepwe abstractfrom the order of
the message the buffers and consideronly the numberof messagesf ary given
type. For example,the buffer with contentsabbacb would be representedby the in-
tegervector(2, 3, 1), representin® messagesf type a, 3 messagesf typeb and1
messag®f typec. Also we abstracfrom the ability to testexplicitly whethera given
buffer is empty We so obtaina vectoraddition systemwith states(VASS)[3]. More
exactly, we obtaina parallel-composition-YASS This is a VASS whosefinite-control
is the parallel compositionof several finite automataEachpart of this parallelcom-
positioncorrespondso thefinite control of somepartof CFSM of level 1, andto the
finite control of a processn the original Promelamodel. (Parallel-compaosition-¥SS
areasexpressve, but moresuccincthannormalVASS.) Theboundednesgroblemfor
parallel-composition-¥SSis polynomiallyequivalentto the boundednesgroblemfor
Petrinets,whichis EXPSPACE-complete17].

Level 3: Parallel-Composition-YASSwith Arbitrary Input. We now abstracfrom acti-
vation conditionsof cyclesin the control-graphof the VASS and assumensteadthat
therearealwaysenoughmessagesgepresentetdy tokens,presento startthecycle. As
farasboundednesis concernedwe replaceheproblem’ls thesystemboundedf start-
ing atthegiveninitial configuration?by the problem’ls thesystemboundedor ary fi-
niteinitial configuration?’ alsoreferredo asthestructural boundednessroblem It has
beenshawn in [10] thatthis structuralboundednesproblemfor parallel-composition-
VASS s co-NP-complete,unlike for standardPetri netswhereit is polynomial[12,
6].

Level4: IndependenCycleSystem Finally, we abstracfrom thefactthatcertaincycles
in the control graphdependon eachother Insteadwe assumehatall cyclesareinde-
pendentandary combinationof themis executableinfinitely often, provided thatthe
combinedeffect of this combinationon all placesis non-nejative. The unboundedness
problemfor this abstractednodelthen becomeshe following question:ls thereary
linearcombination(with non-neative integer coeficients)of the effectsof simplecy-
clesin the control graph,suchthat the combinedeffect is non-nejative on all places
andstrictly positive on atleastoneplace?Sincewe consideranoverapproximationthe
original Promelamodelis surelyboundedf the answerto this questionis ‘no’. Since
theseeffectsof simplecyclescanberepresentetdy integervectors,we getthefollow-
ing problem.Givena setof integervectors,doesthereexist a linearcombination(with
non-neative integer coeficients) of them, suchthat the resultis non-neyative in ev-
ery componengndstrictly positive in atleastone.This problemcanbe solvedin time
polynomialin the numberof vectorsby usinglinearprogrammingechniques.

However, the importantaspects thatthe time requiredis only polynomialin the
numberof simplecycles,unlike atlevel 3, wherethe problemis co-NP-hardevenfor a
linearnumberof simplecycles.Thisis very significant,sincefor instanceslervedfrom
typical Promelamodels,the numberof simplecyclesis usuallysmall. This is because
the typical control-flov graphsof Promelacodeare (like in programminganguages)
sparseandoftenverylocal. (Thisis alsothe generalreasorwhy cachingworks.) Thus
the numberof differentsimple cycles derived from this codeis typically polynomial
ratherthan(in theworstcase)exponential.



Overnall Boundednes$est. From every simplecycle found in the control structure,a
vectorcanbe derived which describests effect on the unboundedsystempart. Here,
for thePromelamodel,thevectordescribesiow mary messagewerealtogetheadded
to the buffer. For every buffer andevery messageypethereis onecomponenin eachof
theeffectvectors.Thecomponentanbenegativeif in thecycle moremessagesf this
type wereremoved from a buffer thanaddedto it. The resultingsemilinearsystemis
unboundedf andonlyif thereexistsalinearcombinatiorwith non-ne@ativecoeficients
of the effect-vectorsthatis non-n@ative in every componentndstrictly positive in at
leastonecomponentFormally, this canbe describedasfollows: Let vy, . .. , v, € ZF
betheeffect-vectorsof all simplecyclesandlet v/ bethe j-th componenbf thevector
v. Thequestiorthenis

dzq,..., 2, € Np. invi >0 A 3Fj. (Zmivi) > 0.
=1

i=1

This caneasilybe transformednto a systemof linearinequationsandsolved by stan-
dard linear programmingtools. If this conditionis true then our overapproximation
is unboundedbut not necessarilyalsothe Promelamodel. The unboundednessould
simply be dueto the coarsenessf the overapproximationOn the otherhand,if the
conditionabove s false ,thenour overapproximatioris boundedandthusour original
Promelamodelis alsoboundedThus thistestyieldsananswerof theform “BOUNDED”
in caseno linear combinationof the effect vectorssatisfyingthe above constraintcan
befound,and“UNKNOWN” whensucha linearcombinatiorexists.

0,-1,1)

Fig. 1. Effect Graphsof a 2-Procesdlodel

Example Figure 1 describeseffect graphsobtainedfrom two communicatingpro-
cessesTheleft processendanessage®’ or ‘b’ to theright one,andtheright process
sendsmessage&’ to the left one. The threecomponent®f the vector describehow
mary message&’, ‘b’ or‘c’ arewritten (positive values)or read(negative values)in
a step.For example,in the stepfrom s, to s3 two message&’ andonemessageb’
arewritten andonemessagec’ is read.From this graphwe obtainthe effect vectors
vy = (4,1,-2) andvy = (—1,—1,1) for the simple cycles. To representhe > 0
conditionin the linearinequationsystemwe adda constraint3z; — 5 > 1. Thelin-
earinequationsolver returnsinfeasibility of this systemof inequationsand we thus
concludearesultof “BOUNDED”.



ComputingBoundsfor Individual Buffers. A morerefinedproblemis to computeup-
per boundson the reachabldengthsof individual buffersin the system.In particular
somebuffersmightbeboundedevenif thewholesystemis unboundedSincenormally
not all bufferscanreachmaximallengthsimultaneouslythe analysisis doneindividu-
ally for eachbuffer B. This canbe doneby solvingalinearprogrammingproblemthat
maximizesa linear target function fg (lengthof B) on an abstractiorievel 4 system
description.The basicideais the following. Let p be a pathfrom theinitial configura-
tion to a configurationwhere B hasmaximallength. Thenp canbe decomposedhto
acyclic partp. andanagyclic partp,. Sinceat abstractiorievel 4 we assumeotal in-
dependencef simplecycles,the effect of p. canbedescribeddy alinearcombination
of the vectorsdescribingthe effectsof simplecycles.It thussuficesto maximize f5
on this linear combination.Determiningthe maximal contritution of the agyclic part
P, is hardersinceonehasto considerall possiblecombinationf agyclic pathsin all
parallelprocessedqThis is generallyexponentialin the numberof parallelprocesses.)
Thereforewe only computean upperboundon the effect of p, asfollows: Let n be
the numberof parallel processeandp’ the partof p, in thei-th processLet E(z)
bethe effect vectorof pathz. ThenE(p,) := >.i; E(p). Now we computevectors
r; which areupperboundson E(p), i.e., Vpi. r; > E(pl). Ther; arecomputed(in
polynomialtime) by maximizingindividually every componenbf the possibleeffect
of pathspi . (For example,if in process therearetwo agyclic pathswith effects(3, 1)
and(1,2) thenr; = (3,2).) It followsthatE(p,) = Y"1, E(p}) < i, r; andthus
E(p) = E(p.) + E(pa) < E(pc) + > i, r;. It only the remainsto solve the linear
optimizationproblemof fg on E(p) over E(p.) asexplainedabove.

Example Having establishedoundednessf theexampleof Figurel, wenow compute
the estimatedupperboundfor eachbuffer. First we computethe effect vectorsfor all
non-g/clic paths.They arelistedin Tablel whereinit andinit’ aretheinitial statesof
the statemachinesThenwe take the maximaof theindividual componentfrom those
effect vectorsand constructthe overapproximateanaximal effect vectorsfor process
Left asr; = (2,5,0) andfor Ri ght asr, = (0,0,2). Thusthesumis 31" | r; =
(2, 5,2). We obtainthefollowing two optimizationproblems(1-4 and5-8) for the two
buffersleft-to-rightandright-to-left:

max : 2 — 2z, + o (1) mazx : 7+ 5z — 222 (5)
24+4r1 — 22 >0 (2) 24+4x1 —x2 >0 (6)
5421 —22>0 3) 5421 —22>0 @)
2 — 2z + 22 > 0. (4) 2— 2z + 22 > 0. (8)

Linear Programmingeturnsa value of 6 for the objective function (1) anda value of
18 for the objective function (5). Thesevaluesrepresenthe estimatecboundsfor the
communicatiorbuffers1 and2, respectrely.

3 Promela-specifidssues

Given a Promelamodelthe first stepin the modelanalysisis to extractfrom it a sys-
temof CFSMsthatconsistof all statemachineof all potentiallyexecutingprocesses.



Thenon-g/clic path| Theeffect vectorgsThe non-g/clic path The effect vectors
< init, sl > (0,0,0) < init, sl,s2 > (0,2,-1)
< init, s1, 82,83 > (2,3,-2) < init, s1,83 > (0,5,-1)
< init, s1, 83,52 > (2,5,-2) < init', s4 > (0,0,2)
< init’, s4, 85 > (-1,0,2)

Table 1. The Effect Vectorsfor all Non-Cyclic Pathsin Figurel

SPINcanautomaticallygeneratea statemachinerepresentatiofor every proctypedef-
inition in the model*. The statemachineof eachactuallyinstantiatedporocesss then
obtainedfrom the statemachineof its processype by replacingall formal arguments
by thecorresponding@ctualargumentsFigure2 shovs asimplePromelamodelandthe
correspondingystemof CFSMs.Therearetwo processnstancesat run time, one of
processype P andtheotherof procesdype@. Eachtransitionin the statemachinerep-
resentatiorcorrespondso a basicstatemenin the Promelacode? of its procesgype.
Thesourcestateof thetransitiondenotegheentrypointof thecorrespondingtatement
andthetargetstatedenotegheexit point of the statementEvery transitionhasa guard
which is determinedoy theimplicit executabilityconditionof the correspondingtate-
ment. The executability of a statementiescribesinderwhich conditionthe statement
is executableFor instancethetransitionfrom the state4 to the state3 is labeledby its
correspondingtatementC?msg1. The statements executabldf andonly if thereis a
messagensg! availablein thechannelC.

ntype = { msg0, nsgl };
chan C = [2] of { ntype };
active proctype P(){

. Clmsg0 Clmsgl
Cl nsg0;
do (O—=
:: C?nsgl -> Clnsg0
od} C?msgl Clmsg0  C?msg0 C!msgl
active proctype Q){
C msgl; (3)

do
:: C?nsg0 -> Clnsgl
od}

Fig. 2. A simplePromelamodelandthe correspondingtatemachines.

We apply codeabstractiorto the resultingsystemof CFSMs.We replaceall the
statement# the statemachinedy their messagpassingeffects. Theresultingsystem
is calledthe systemof effect graphs.The remainingstepsof the analysis,including
cycle detectionandtranslatingthe summaryeffectsof all the cyclesinto a linear pro-
grammingproblem,arenotdifferentfrom thecorrespondingtepsfor UML RT models
asdescribedn [10]. In theremaindelof this sectionwe discussseveralissueghathave
to be addressediuring the Promelacodeabstractiorin orderto extract effect vectors

! Thisis accomplishedby invoking the s pin -d option.
2 A basicstatements definedin the Promelalanguageasan indivisible statemensuchasan
assignmenstatemenbr areceve statement.



from the Promelacodethatensurean overapproximatiorof the systemTheresolution
of theseissuesgreatly influencesthe resultingsystemsof effect graphs,in particular
how coarsehe overapproximatioris.

3.1 Identifying MessageTypes

Eachcomponenbf aneffectvectorcorrespondso adistinctmessagéype. To construct
effectvectorswe mustdetermineall distinctmessagéypesoccurringin themodel.Be-

fore we discussthis problem,we first review the syntacticstructureof messageand

the messag@assingsemanticsn Promela.The structuref the messagearedefined
in thedeclaration®f thechannelghatstorethem.Considetthefollowing channedec-
larations:

chan C1 = [2] of { ntype, int, bool }; chan C2 = [2] of { int, bool };

Messagesancontainary finite numberof fields. Eachfield canbe of any well-formed
type exceptarrays.In particular the channeltype chan is allowed. Thereis a special
typecalledmtype thatcontainsuserdefinedsymbolicconstantsin the Promelamodel
in figure 2 mtype is declaredas containingtwo constantsmsg0 andmsgl. In ary
model,therecanbe at mostone mtype declaration A mtype field is not necessarily
containedn every messagekor instancethe messages thechannelC'2 only contain
anintegerfield andaboolearfield.

Considera sendstatemenbf the form Chlei,es,...,e, Whereeache; (1 < i <
n) canbe an arbitrary Promelaexpression.The statemenis executableif the chan-
nel Ch is not full. Neverthelessunderour a priori assumptiorof unboundednessf
channelsthe sendstatements never blocked. The sendstatemensendsthe message
(val(e1),val(ez), ..., val(ey)) tothechannelwhereval(e;) is therun-timevalueof e;.

For areceve statemenCh?ei, es, ...,en°, €ache; (1 < i < n) canbea variable,
the evaluationeval(v) of somevariablev, or a constanteval(v) canbe regardedas
a constantBut its valueis unknawn statically The statementis executableif all the
constanexpressionsnatchtherelative fieldsin the availablemessageOtherwisejt is
blocked.If e; is somevariablev then,if the statements executablethe corresponding
field of therecevedmessagés storedinto v.

The constantdn a receve statementistinguishamongmessagesontainingdif-
ferentvaluesof the relative fields. This allows usersto associatewith eachmessage
a properpieceof codefor manipulation.We obsene that theseconstantsare often of
type mtype. The variablesin areceve statementannever block the execution. They
areusedto retrieve therelative fieldsfrom thereceved messageConsideithe Promela
modelin Figure3. Thetwo receve statementi themodeluseconstant®f typemtype
to discriminatebetweernthe messagesf type exactandinexact Thevariablez stores
the datauponreceving, no matterwhetherthereceived messagéypeis exactor inex-
act, andno matterwhich integeris transmittedwvith themessage.

% Promelaknows additionalforms of the sendand receie primitives, denotedby !! and ??,
respectiely. They arevariantsof the basicsendandreceve statementandonly differ in the
orderin which they addandremose messagefrom the communicatiorchannels Sinceour
analysisabstract$rom theorderof messagem thebuffer anyway, we donotdistinguishthese
primitiveshereandmapthemto their respectre baseform.



mype = {exact, inexact} nmype = {nsg0, nsgl};

chan C = [2] of {ntype, int} chan C = [2] of {nmtype};
active proctype P(){ chan D = [2] of {ntype};
int x; w.0) ©.1) proctype P(chan X; chan Y){
do do
: C?exact, x -> keep(x) :1 X?m8g0; Y!nsgO; Y!msgO
: C?inexact, x -> dunp(x) od}
od init{ run P(C, D);
} run P(D, D)}
Fig. 4. Nondeterministief-
fectgraph
Fig. 3. Receve statements Fig.5. Channeparameters.

For the purposeof our analysisonecanregardtwo messagewhich have the same
structurebut disagreeon at leastonefield as being of differenttypes.However, the
numberof the messagaypesrecognizedn this way canbe very large. It is alsonot
necessarpasedon the following obsenation. In the previous example,the messages
(ezxact, 5) and(inezact, 5) mustbe of differenttypesbecaus¢he modeldiscriminates
betweerthem.On the contrary the message$ezact, 5) and (ezact, 7) neednot to be
of differenttypessincethe modeltreatsthemin exactly the sameway. Only the first
field of the messages usedto indicatethe messagéypes.

Basedon the discussiorsofar, we proposethe following solutionto identify mes-
sagetypes.For ary channelCh thatstoresmessagewith mtype fields,we identify the
typesof themessagem C'h aspairs( Ch, mconst) wheremconst is anmtype constant.
We includethe channelnameinto messagdypesbecausanorethanone channelcan
storemessagewith the samestructure andmessagesxchangedn differentchannels
mustbe distinguishedFor ary channelCh that storesmessagewithout mtype field,
thereis only onetype,denotedas( Ch), for all themessagei Ch. In thiswaythereare
two messageypesidentifiedfor the modelin Figure3: (C, exact) and(C, inezact).
This solutionsimply abstractsway all the non-mtype fieldsof messages.

Thisabstractiorapproacthecomegoarssf, in any model,someconstantsn some
receve statementsre of othertypesthan mtype. For instance,f we have a receve
statementC'?(ezact, 5) in the modelin Figure3, the modeldiscriminatebetweerthe
messagesontainingtheinteger5 andthe messagesontainingotherintegers.Thenthe
previously identifiedtypesarenot sufficientto distinguishmessagesuchas(ezact, 5)
and(ezact, 7). Thus,for ary channelChandreceve statemenCh?es, es, ..., €, ..., €n,
wheree; is a constante;, thosemessagesontaininge; in their i-th fields and those
messagesontainingother constantsn their ;-th fields mustbe of differentmessage
types.

We proposea finer abstractionas follows. For ary channel Ch thatis declared
as chanCh = [k] of {type,, type,, ..., type, }, the messagaypesare those(Ch, <
dy,ds, ..., d, >) suchthat

— D, isthedomainof thetype type;.

— P(D;) is a partitionover D; and P(D;) = {{const1},{consts}, ..., {const,,},
D, - U;Z’L{constj}} suchthateachconstantconst; € D; (1 < i < m) isthe
i-th expressiorin somereceve statementCh?ey, es, ..., const;, ..., ex.

—d; € P(Dz)



For the examplein Figure 3 augmentedvith the receve statemeniC?ezact, 5 , as-
suming! asthe integer domain,we then have four messagdypesasfollows: (C, <
exact, {5} >), (C, < ezact, [-{5} >), (C, < inezact,{5} >) and(C, < inezact, I—
{5} >).

3.2 Tracking mtype Variables

If anexpressionin a sendor receve statements a variableor the evaluationof a vari-
able,its run-timevalueis not known statically This affectsour abstractionwhenthe
relative field of messagess usedto identify the messageypes.For instanceassume
thatwe have a sendstatementC'z, y in themodelin Figure2 wherez is a mtype vari-
ableandy is anintegervariable.We identify all the messagéeypesas(C, ezact) and
(C, inezact). In otherwords,the integer field of messages abstractedway. Which
typethe sentmessagdasdependnly on the variablez. Sincewe cannot generally
determinethe run-timevaluesfor z, we modelthe statementssendingnondetermin-
istically arny messagevhosemtype field is either ezact or inexact. Therefore,n the
resultingeffect graph,therearetwo transitions.Both areleaving from the statecorre-
spondingto the entry point of the statementindleadto the statecorrespondindo the
exit point,asshowvn in Figure4. Theleft transitionis labeledby the effect (1, 0) denot-
ing thata messag®f thetype (C, ezact) is sent.Theright transitionis labeledby the
effect (0, 1), denotingthata messagef thetype (C, inezact) is sent. Thusoneobtains
anondeterministichoicebetweertwo transitionsasshavn in Figure4.

As mentionedbefore,thereis at mostone mtype declarationn a model.All con-
stantsof type mtype canbe usedby ary sendor receve operationon ary channel.
However, most channelsusually useonly a small portion of all mtype constantslf
we candeterminefor eachchannelthe rangeof the mtype constantst useswe only
needto considerthoseconstantsn therangefor thenondeterministienodelingof mes-
sagepassing.So we could obtaina finer overapproximationOur approachworks by
staticallytracking possiblevaluesof mtype variables.mtype constantsare numerical
symbols.The Promelalanguageallows for arithmeticoperationson mtype constants
or variables.If mtype = {msg0, msgl}, msg0 andmsgl areinternally represented
by the compilerasintegers2 and1, respectiely. The statement = msg0 + msgl is
syntacticallyvalid andthe mtype variablev is assignedhevalue3. Notethatthis value
is outsidethe rangeof the integersfor representing mtype constanin this example.
However, Spindoesnotreportsucharangeerror. Arithmetic operationsverthe mtype
domainmalke it extremelyhardto track mtype variables Dueto thesereasonsye ex-
clude the usageof arithmeticoperationsover mtype from our analysis.Hencethere
areonly threewaysto changethe value of a mtype variable:throughan assignment,
througha receve statementor throughargumentpassing.

We proposea solutionto determinethe rangedor the channeldor the coarserap-
proachof identifying messagéypes.Thatmeansall non-mtype fields of messageare
abstractedway. The rulesfor updatingthe rangesfor mtype variablesand channels
aregivenasfollows,wherev; andv, aremtype variablesmconst is a mtype constant,
and Ch is achannel:

— Initially all the mtype variablesandchannelshave the emptysetastherangesfor
them.



— Fortheassignment; = mconst, addmconst to therangeof v, .

— For theassignment;, = v, addall the constantsn the rangeof v, to therangeof
(N

— ForthesendstatemenChle,, ..., v1, ..., €,, addall theconstantsn therangeof v,
to therangeof Ch.

— ForthesendstatemenChle, ..., mconst..., e, addmconst to therangeof Ch.

— For thereceve statemenCh?ey, ..., vy, ..., €,, addall the constantsn the rangeof
Ch to therangeof v;.

— Assumeaprocessypedefinedasproctype P(...; mtype v1;...). Forrun P(...,va,...),
addall the constantsn therangeof v, to therangeof v; .

— Assumeaprocesdypedefinedasproctype P(...; mtype vy, ...). Forrun P(..., meconst, ...),
addmconst to therangeof v;.

After determiningherangeof achannelCh, we mayreducethe numberof distinct
messagéaypes.For instancejf the domainof the mtype constantss D andtherange
of Chis D, C D, thenary messageéype (Ch, mconst) canbediscardedf mconst €
D - D,

3.3 Channel Arguments

In Promelamodels,procesdypescanbe parameterized-or ary procesgypethathas
formal agumentsaschannelsits instanceswith differentinstantiationsof the channel
argumentshave differentmessageassingbehaiors. Considerthe Promelamodelin
Figure5, wheretwo runninginstance®f processP arecreatedWe referto themasp;
andp». The proces,, instantiatecas P(C, D), acceptdwo differentchannelsasthe
actualalgumentsTheprocesg. instantiatecas P(D, D) acceptdhe samechannelD
for boththe formal agumentsX andY . We caneasilyobsene thatp; alonedoesnot
causeary unboundednessyhile p, floodsthechannelD by messagesisg0.

3.4 Replication of Proctypes

As shavn above, differentinstancesof someprocedurewith differentchannelargu-
mentsdiffer w.r.t. the boundednessf the channelsHowever, sereralparallelinstances
of someproctypewith thesamechannehrgumentglo notcontributemoreto apotential
unboundednegbanjustone,asfarasour analysiss concernedThisis becausén our
abstractiorevel 4 (seeSection2) we assumall control-flowv cyclesto beindependent.
Thustwo parallelcopiesof a proceduredo not contribute more differentcontrol-flow
cyclesthanjustone.

3.5 Channel Assignments

Thechannehamespecifiedn aPromelamodelareactuallyvariableof thetype chan.
At run time, Spin maintainsa setof actualchannelscalled queuesandeachchannel
variablekeepsa pointerto a specificqueue Thequeuepointedto by achannelariable
canbe changedhroughchannelassignmentsConsiderthe Promelamodelin Figure
6. The channelC and D initially pointto two separategueuesAfter the assignment



ntype = { msg0, nsgl }; mype = { nsg0, msgl };

chan C = [2] of { ntype }; chan C = [2] of { ntype };
chan D = [2] of { ntype }; chan D = [2] of { ntype };
active proctype P(){ active proctype P(){

C=0D do

do :: C?nsg0; D! nsg0; D! nsg0

: C?nsg0; D! nsg0; D! nsg0 od;

od} C=D}

Fig.6. A Promelamodel Fig. 7. A Promelamodel

C = D, C pointsto the samequeueaspointedby D. It's easyto seethatthis queueis
floodedby messagesisg0.

A simple abstractionworks as follows. Wherever we find a channelassignment
Chy = Chs in themodel,we memgethe channelsCh; andCh, into asinglechannel.
Thatmeansonedoesnot discriminatebetweerthe messages Ch; andthemessages
in Chy. This is an overapproximatiorsince we abstractfrom messagerders.This
solutionis relatively coarsebecause channelassignmentoesnot necessarilyaffect
all partsof themodel.Considetthe Promelamodelin Figure7. Apparentlythechannel
assignmenC = D doesnot affecttheloop in the procesdype P whereC and D still
pointto separatejueues.

We proposea finer overapproximatiorbasedon the notion of strongly connected
componentgSCCs).A SCCin a directedgraphis a subgraphin which ary verte is
reachabldrom ary othervertex. If we collapseall the verticesin the sameSCCinto a
single vertex, we obtaina directedagyclic graph(DAG). In the DAG eachvertex de-
notesa SCCin the original graph.Eachtransitionfrom the state SCC; to the state
SCC, correspond$o atransitionin the original graphfrom oneof the statesn SCC4
to oneof thestatesn SCC>. We derive the DAGsfrom the statemachinesof therun-
ning processethatcontainchannelssignmentdt’ s obviousthatachannebhssignment
in someSCCcanonly affectthoseSCCsreachabldrom it in the DAG of SCCs.For
parallelprocessesa channelassignmenin one processcanaffect every partof every
otherprocesgunningin parallel.In this settingthe effect vectorsare constructedvith
separateomponentdor differentchannelsHowever, at programlocationswheretwo
channelsare possiblyidentical, messagearenondeterministicallysentto eitherchan-
nel. This encodinghasthe sameeffect asthe unificationof channelslescribedabore.

3.6 Channel Arrays

A setof channelxanbe declaredasanarray e.g.,chanC[3] = [5] of { mtyp&. The
channelarray C consistsof threechannelsndexed by integersbetween0 and 2. For
instancethestatemenC[1]'msg sendsamessagéo thechanneindexedat 1. Whenan
index is avariable,its valueis generallynotknown statically For instancethestatement
C[i]'msg usesanintegervariablei to index the arrayelementA simplesolutionis to
modelthe statemenasnondeterministicall\sendingthe messagéo ary elementof C,
assuminghattherun-timevaluesof ; alwaysfall insidetherangeof thechannelarray
indices.A finerapproachs to staticallytracktheindex variables to determindts range
in a similar way astrackingmtype variables However we cannotexclude arithmetic



operationsover integers.Wheneer an arithmeticexpressionis metin an assignment,
or in areceie statementpr in an argumentpassingwe have to setthe rangeof the
affectedvariableto therangeof the channekrrayindices.

3.7 UnboundedProces<Lreations

The SPINmodelchecler limits the numberof parallelprocesseto animplementation
dependentonstantwhich is in mostinstallations255. If one takes sucha limit for
grantedhenprocessreationalonecouldnotleadto channelnboundednessiowever,
the Promeldanguagecouldjust aswell beinterpretedwvithout this limitation. Herewe
shov how unboundedparallel processcreationcould lead to channel-unboundedss
(evenin the absencef cyclesin the control-flov graphs),andhow our methodcould
handlethis problem.

Unboundegrocesgreationcanresultin unbounded¢hannelsTherearetwo kinds
of unboundedprocesscreations Onekind is throughlocal loops asdemonstratedby
the Promelamodelin Figure8. Theinstancep of theprocesgype P repeatedlcreates
instancef the processype Q. Thereis an executionwhereevery new instanceof @
immediatelysendsa messagensg0 to the channelC' afterp createst, andthenstops
therefor p to createanothemew instanceof @. ThisfloodsC with messagessg0.

ntype = { nmsg0, nsgl }; @
chan C =[2] of { ntype }; Clmsgo Clmsgo
proctype Q(){

Cl nsgo;

C?msgl; }

active proctype P
pdo ype P(){ Comsgl C?msgl
oorun Q)
od; }

Fig. 8. A Promelamodel(left), the statemachineof a running processof @ (middle), andthe
modifiedstatemachinewith replicationtransitiong(right).

Theunboundedness C cannotbedetectedrom thestatemachineof ary instance
of Q asshown in the middle of the figure. A straightforward solutionis to add an
extrabackwardtransitionfrom eachstatein the statemachineto theinitial state.These
transitionsarecalledreplicationtransitions.The modifiedstatemachineis on theright
in the figure. Now we candeterminethe loop (1, 1, I) asthe causeof the flooding of
channelC.

The otherkind of unboundegrocessreationss throughself-creationor mutual
creationsAn examplefor self-creatioris the Promelamodelin Figure9. The channel
C isunboundedecausary new instanceof P is self-created@ndeveryinstancesends
a messagdo the channel.The unboundednesis not detectedrom the statemachine
of any runningprocessof P asshavn in the middle of the figure. Similarly we use



replicationtransitionsto detectself-creationsBut we only needto add a replication
transitionfor thosestatescorrespondingdo the entry pointsof self-creationsSoin the
modified statemachineon theright of thefigure,thereis no backward transitionfrom
state2. Theexecutionof ary instanceof P canneverreachtherebeforeit createsanewv
instance.

C!msgo
ntype = { nmsg0, msgl }; C!msgo g
chan C = [2] of { ntype };

active proctype P(){
C! msgo;
run P()} runPy) runP()

Fig.9. A Promelamodel (left), the statemachineof a running procesof P (middle), andthe
modifiedstatemachinewith replicationtransitiong(right).

Now considerthe situationthat the unboundedrocesscreationsare throughmu-
tual invocation,asdemonstratetty the Promelamodelin Figure10. An instanceof P
createsaninstanceof @) thatcreatesaninstanceof R. Thisinstanceof R createsn turn
anothemew instanceof P. ThechannelC is floodedwith messagesisg0 atruntime.

Oneway of dealingwith thisis to usereplicationtransitionsagainto detecttheun-
boundednessausedy mutualcreationsBut for ary processthereplicationtransition
would nottargetits own initial statesinceit is notself-createdinsteadfor instancethe
replicationtransitionfrom the statel of the statemachineof a P instanceransferghe
controlto theinitial stateof thestatemachineof a@ instanceln thisway, seseralprevi-
ouslyindependenstatemachinesareunitedto onemuchlargerstatemachine Thereby
our boundednesanalysiswould no longer be local to individual processesbut had
to considerthe completesystemwhich would significantlyincreasedts compleity. In
fact,unlike before thetime requiredwould thenbe exponentialin the numberof paral-
lel componentsevenif eachindividual componentontainsonly a polynomialnumber
of simplecycles.

A secondsolutionwould beto addlocalreplicationtransitionsjustlikein Figure9,
in every processwhich can,directly or indirectly, call itself. This is a safe,but coarser
overapproximatiorof thesolutionin Figure10. Theadwantagds thatoneavoidsinter-
procesgransitionsandthuskeepsthe boundednesanalysidocal andefficient.

4 Experimental Results

In this sectionwe presenexperimentakesultsusinga prototypeimplementatiorof our
analysisalgorithmsin theIBOC tool. As casestudieswe usethe 2-Proctypemodelthat
is givenin Figure1l, a Promelamodelof the Alternating Bit Protocol, anda Promela



ntype = { msg0, msgl }; @ @ 7@

chan C = [2] of mype }; - -

proct ype L(%{ { ype } Clmsgo L C?msgl // Clmsgl
C! msgo; - e
run )} - 7

proctype Q(){

C?ns01l;
run RO)} runQ() runR() runR()

proctype R(){
Clmsgl;
run P()}

Fig. 10. A Promelamodel(left), the unitedstatemachineswith replicationtransitiong(right).

model of the CORBA Geneal Inter-ORB Protocol (GIOP) [9]*. IBOC usesto LP-
SOLVE tool for the linear programmingtasks.All experimentswere performedon a
two processoflGHz Pentiumlll PCwith 2 GB of memory Table2 givessomestatis-
tics regardingthe compleity of thesemodelsaswell asthecomputationagéffort for the
analysiswith IBOC.

ntype = { ¢, b, al};
chan AB = [25] of { ntype };
chan BA = [25] of { ntype }; active proctype B(){
active proctype A(){ BA! c;
sl: if BA! c;
:: BA?c -> AB!b; AB!b; goto s2 goto s4;
: BA?c -> AB'b; AB!b; AB!b; AB!b; AB!b; goto s3 s4: if
fi; :: AB?a -> goto s5
s2: if fi;
:: BA?c -> ABla; ABla; AB'b; goto s3 s5: if

fi; :: AB?b -> BAlc; goto s4
s3: if fi;}

1 BA?c -> ABla; ABla; goto s2

fi}

Fig. 11. The 2-ProctypePromelaModel.

In IBOC, the full rangeof abstraction@sdiscussedn Section3 is not yet imple-
mentedWe usethefiner abstractiorproposedn Section3.1to identify messagéypes.
We aretrackingmtypevariablesasdiscussedn Section3.2. Sincewe cannot exclude
arithmeticoperationsover the integer domain,wheneer we encounteran arithmetic
expressiorin anassignmento avariable we settheintegerdomainastherangeof the
variable.We collectall processreationstatement$o recordchannelrgumentpassing
for eachrunning processWe adoptthe coarserof the abstractiongproposedn Sec-
tion 3.5to dealwith channeblssignmentsNe usesometrackingof integervariableso
narrov down channebrrayindex values We don't considetheunboundegbrocessre-
ationproblematall sinceSPINallows ho morethan255concurrenproctypeinstances.

IBOC returnedaresultof "BOUNDED” for the 2-Proctypesnodel. The estimated
boundsvere20for thechanneld B and6 for thechannelB A which allowsusto reduce
thechannekizecomparedo thevaluesin the original model. This entailsa significant

4 The Promelasourcesfor the IBOC model that we use are freely available from URL
http://tele.informatik.uni-freibrg.de/leue/sources/giop/giop-sttt.tar



2-ProctypéeAlternatingBit|CORBA GIOP
Processes 2 3 5
States 20 12 135
Transitions 21 22 163
Messageypes 3 8 108
Channels 2 4 11
Reporteccycles 3 13 263
Generatedectors 2 13 752
Runtimefor cycle detectionsec.] 0.062 0.218 7.187
Runtimefor boundednessheck|sec.] 0.000 0.031 0.098
Runtimefor computingboundgsec.] 0.032 - 1.265

Table 2. Model Compleity StatisticsandComputationaEffort for Analysis

statespaceaeduction Notethatneithertheboundednes®sultnortheestimatedounds
couldeasilybederivedfrom the modelby manualinspection.

"UNKNOWN” wasreturnedfor the modelof the Alternating Bit Protocol.When
sucha verdictis returned |BOC indicatescontrol flow cyclesthatpossiblycontribute
to the unboundedgrowth of a channel.For this model IBOC identified the cycle in
whichthesendeisendsnessage® thesystemasa potentialsourceof unboundedness.
This is quite plausiblesincein the sendercanflood the AlternatingBit protocolin an
unconstrainedashion.In the sequelwe will referto the potentiallyunboundectycles
that|BOC identifiesascounteexamples

TheGIOP modelis areal-life communicatiorprotocolwith significantcomplexity.
It amongsiotherfeaturest supportssener objectmigration betweendifferentObject
RequesBrokers(ORBs).IBOC returnedan”"UNKNOWN?” resultfor the GIOP model
andprovidedtwo countergampleswithin a very reasonableuntime.Onecounterg-
ampleis the cycle wherea GIOP client ORB forwardsa userrequesimessagéeo the
GIOP agentORB. The executionof this cycle can causeunboundednesi thereare
an unboundechumberof userrequestsThe othercounter&ampleis the cycle where
sener objectsregistertheir migrationfrom oneORB to anotherlf we allow migrations
to happerat ary time, the systemis floodedby anunboundedumberof registermes-
sagesWe eliminatedthesetwo sourcef unboundednessom the GIOP systemand
appliedIBOC againto the modifiedmodel.We obtaineda result"BOUNDED” which
indicateshatthetwo countergamplesvereindeedtheonly sourceof unboundedness
in the systemWhile someof the buffer boundestimatesverelargerthanthe onesas-
sumedin [9], therewerealsosomechannelsvith smallerestimatesFor instancethe
sizeof thechannekoServer in [9] is 3 while its estimates 1.

5 RelatedWork

Thereis along historyof work on thehandlingof infinite communicatiorbuffersin au-
tomatedsystemanalysis An overapproximatiorusingthe assumptiorthatbuffersmay
loosemessageis proposedn [1]. Sufficientsyntacticconditionsfor theunboundedness
of communicatiorchannelsn CFSMsystemsareproposedn [8]. Thereis a history of



checkingpropertieof Petri-Netsusinglinearprogrammingechniquegc.f. [11,5]) but
theseapproacheslo not encompasvoundednestests.We arenot aware of any work
prior to oursthataddressebuffer capacityestimationfor CFSM-typemodels.Various
attempthave beermadeto defineformal operationabemanticsor Promelg13,2, 16].
Notethatour analysidargely relieson the recognitionof staticallyanalyzablgeatures
of Promelamodels suchasthecontrolflow cycles,andmary of thesemanticsubtleties
of Promelawereabstractedway. As a consequenceur work doesnot dependon the
availability of a completelyspecifiedandunanimouslyagreedsemanticglefinitionfor
Promela.

6 Conclusion

We presentedin incompletetestfor buffer overflows in Promelamodelsaswell asa
consenative estimatefor the maximaloccupang of PromelamessagehannelsThe
experimentaresultswe presentedhdicatethattheanalysismethodscalesvell to prob-
lems of realisticsize. We alsoillustratedthat the analysisproducesuseful results,in
particularthe maximaloccupang estimatedelpin finding smallermodels.

In comparisorto the UML RT analysispresentedn [10] the analysisof Promela
codeimposesmore challengeson the employed code abstractiontechniquesDue to
its syntacticallymore constrainechature,the determinatiorof messageypesandthe
identificationof communicatiorchannelds notanissue.

CurrentresearchHocuseson theimprovementof counter&amplehandlingandthe
identificationof sourcesof unboundednes#s we discussedbove, IBOC attemptso
pointtheuserto potentialsource®f unboundednesBeterminingthenon-spuriousness
of acountergampleandtheensuingabstractiorrefinementrecurrentlyentirelyhand-
craft,andwe arecurrentlyworking towardsmoreautomatedupportat this end.

Adknowledg@ments. The third authorwas supportedhroughthe DFG fundedproject
IMCOS (grantnumberLE 1342/1).We thankall involvedstudentsin particularQuang
Minh Bui, for their effort in developing|BOC.
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