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Abstract. In Promela,communicationbuffers aredefinedwith a fixed length,
andbuffer overflows canbehandledin two differentways:block thesendstate-
ment or lose the message.Both solutionschangethe semanticsof the system,
comparedto onewith unboundedchannels.The questionarises,if suchbuffer
overflows can ever occur in a given systemand what buffer lengthsare suffi-
cient to avoid them.We describea scalableincompleteboundednesstestfor the
communicationbuffersin Promelamodels,whichis basedonoverapproximation
andstaticanalysis.Wefirst reducePromelamodelsto systemsof communicating
finite statemachines(CFSMs)andthenapply further abstractionsthat leave us
with asystemof linearinequalities.Thoserepresentthemessagesendingandre-
ceiving effect that thecontrolflow cyclesof every processhave on any message
buffer. Thetesttriesto establishtheexistenceof alinearcombinationof theeffect
vectorssothatat leastonemessagecanoccuranunboundednumberof times.If
no suchlinear combinationexists then the systemis bounded.We discussthe
complexity of this testandpresentexperimentalresultsusingour implementa-
tion in the IBOC system.Scalabilityof the test is in part dueto the fact that it
is polynomial for the type of sparsecontrol flow graphsderived from Promela
models.Also, the analysisis local, i.e., it avoids the combinatorialstatespace
explosiondueto concurrency of themodels.We alsopresenta methodto derive
upperboundestimatesfor the maximaloccupancy of eachindividual message
buffer. Previously, we have appliedthis approachto UML RT models,while in
this paperwe focuson theadditionalproblemsspecificto Promelacode:deter-
mining the potentialmessagetypesof any channel,trackingpotentialcontents
of variables,channelspassedas argumentsto processes,channelassignments,
channelarraysandparallelprocesscreation.

1 Intr oduction

In Promela,theinput languageof theSPINmodelchecker [7], inter-processcommuni-
cationcanbedonevia sharedglobalvariablesor by messagepassingvia communica-
tion channelsthatoperateasfirst-in first-out (FIFO) buffers.Thesebuffersaredefined
with a fixed length,andbuffer overflows (i.e., an attemptto senda messageto a full
buffer) canbehandledby SPINin two differentways:block thesendstatementor lose
themessage.Both solutionschangethesemanticsof thesystem,comparedto onewith



unboundedchannels.The questionariseswhethersuchbuffer overflows canever oc-
cur in a givensystemandwhat buffer lengthsaresufficient to avoid them.Our paper
presentsanautomatedtestfor theoccurrenceof thesebuffer overflowsin Promela.

Of course,possiblebuffer overflowscanbedetectedby simulation,or by encoding
this questioninto an LTL modelcheckingproblem.However, this normally involves
fully exploring the statespace.Herewe proposea type of boundednessanalysisthat
avoidsexhaustively checkingall thecomputationsof themodel.Wedescribeascalable
incompleteboundednesstestfor thecommunicationbuffersin Promelamodels,which
is basedon overapproximationandstatic analysis.For the test,we first interpretall
communicationbuffers in themodelashaving unboundedlength(insteadof thefixed
length in their definition) and then try to prove their boundedness,i.e., to establish
upperboundson themaximalreachableoccupancy of every buffer. To do this,we first
reducePromelamodelsto systemsof communicatingfinite statemachines(CFSMs)
andthenapply further abstractionsthat leave us with a systemof linear inequalities.
Thoserepresentthe summarymessagesendingand receiving effect that the control
flow cycles of every processhave on any messagebuffer. The test tries to establish
theexistenceof a linearcombinationof theresultingeffect vectorssothatat leastone
messagecanoccuranunboundednumberof times.If nosuchlinearcombinationexists
thenthe systemis bounded.By similar techniquesit is alsopossibleto derive upper
boundestimatesfor themaximaloccupancy of eachindividualmessagebuffer.

Our test is: (i) Incomplete:Sinceboundednessfor systemsof CFSMsis undecid-
able[4] we work with an overapproximationof the Promelamodel.Hence,not every
instanceof a boundedsystemcanbe detected.(ii) Safe:If our test returnsthe result
‘bounded’for theoverapproximationthentheoriginalPromelamodelis alsobounded.
Thecomputedupperboundsfor maximaloccupancy of eachindividualmessagebuffer
alsocarryover to theoriginalPromelamodel.(iii) Scalable:Scalabilityof thetestis in
partdueto the fact that it is polynomialfor thetypeof sparsecontrolflow graphsde-
rivedfrom Promelamodels.Also, theanalysisis local, i.e., it avoidsthecombinatorial
statespaceexplosiondueto concurrency of themodels.

In precursorywork [10] we have successfullyappliedthis approachto bounded-
nesscheckingof communicationchannelsin UML RT [14,15] models,usingour im-
plementationin the IBOC (IMCOSBoundednessChecker) tool that we arecurrently
developing.Promeladiffersfrom UML RT in a numberof importantaspects.In UML
RT thedifferentparallelprocessesin thesystemarerepresentedby so-calledcapsules
which communicatewith eachotheronly by messagepassing.Thesemessagepassing
channelsareapriori assumedto beunboundedandthetopologyof thecommunication
structureisdefinedstaticallyatcompiletime.Thecapsulebehaviorsaredefinedthrough
hierarchicalstatemachineswhosetransitionsaretriggeredsolely by message-receive
events.Thesetransitioncanalsobelabeledwith arbitraryprogramminglanguagecode
(which we abstractfrom in our UML RT analysis).Promela,on the otherhand,is a
concurrentprogramminglanguagewith concurrentprocesses,referredto asproctypes.
It’ scontrolstructureis muchmoreflexible andversatilethanthatof UML RT, although
statemachinescaneasilybemodeledin Promela.As opposedto UML RT, in Promela
communicationbetweenproctypescanbevia messagepassingor sharedvariables,and
thecommunicationtopologycanbedynamicallychanged.



However, oncethestaticcodeanalysisis completedandthemessagepassingeffect
vectorshave beendetermined,the boundednessanalysisfor thePromelacaseis iden-
tical to the analysisin the UML RT case.The focusof this paperis thereforeon the
specificproblemsthathave to beaddressedwhenanalyzingPromelacodein orderto
determinethemessagepassingeffectvectors.Issuesthatwe will considerinclude

– theidentificationof messagetypes,sincein receivestatementsthesecanbereferred
to by variableswhosevaluesarenot staticallyknown;

– thepassingof channelnamesasformalparametersduringproctypeinstantiation;
– thereplicationof identicalproctypeinstances;
– theassignmentof channelvariables;
– theuseof channelarraydatastructureswherethearraysareindexedby variables

not known statically;
– andtheimpactof unboundedproctypecreation.

PaperOutline. For thesakeof self-containednessof thispaperwereview theprinciple
of our boundednesstest in Section2. In Section3 we describethe solutionsto the
specificissuesin the applicationof the analysisto Promela.Experimentalresultsare
discussedin Section4.Wediscussrelatedwork in Section5 andconcludein Section6.

2 BoundednessAnalysis

For thesakeof self-containednessof thispaperwenow summarizethegeneralprinciple
of ourboundednessanalysis.A moredetaileddescriptioncanbefoundin [10].

First, we considera sequenceof conceptualabstractionsfor Promelamodels.In
every stepwe obtain a coarseroverapproximationof the previous model, for which
theboundednessproblemis easierto solve.All behavior of theoriginal systemis also
possiblein theoverapproximations,i.e.,they aremonotonousw.r.t. simulationpreorder.
Furthermore,theabstractionspreserve the(upperboundson the)numberof messages
in everycommunicationchannel(buffer)of thePromelamodel.In practice,in theIBOC
tools,all theseabstractionsaredonein a singlestep.

Level 0: Promelacode. We startwith theoriginal systemmodeldescribedin Promela,
exceptthatweapriori assumethatbuffershavearbitrarylength.For thismodel(Promela
with arbitrarylengthbuffers)boundednessis, of course,undecidable,sincethebuffers
couldbeusedto simulateaTuring-machinetape.

Level 1: CFSMs. First, we abstractfrom thegeneralprogramcodein themodel,i.e.,
variables,arithmetic,etc.We retainonly thefinite controlstructureof theprogramand
the messagepassingbehavior via unboundedbuffers representingthe communication
channels.We obtainasystemof communicatingfinite-statemachines(CFSMs),some-
timesalsocalledFIFO-channelsystems[1]. For theCFSMmodelboundednessis also
undecidable[4].



Level 2: Parallel-Composition-VASS. In the next stepwe abstractfrom the orderof
the messagesin the buffers andconsideronly the numberof messagesof any given
type.For example,the buffer with contentsabbacb would be representedby the in-
teger vector

���������	��

, representing2 messagesof typea, 3 messagesof typeb and1

messageof typec. Also we abstractfrom theability to testexplicitly whethera given
buffer is empty. We so obtaina vectoradditionsystemwith states(VASS) [3]. More
exactly, we obtaina parallel-composition-VASS. This is a VASS whosefinite-control
is the parallelcompositionof several finite automata.Eachpart of this parallelcom-
positioncorrespondsto thefinite controlof somepartof CFSM of level 1, andto the
finite controlof a processin theoriginal Promelamodel.(Parallel-composition-VASS
areasexpressive,but moresuccinctthannormalVASS.)Theboundednessproblemfor
parallel-composition-VASSis polynomiallyequivalentto theboundednessproblemfor
Petrinets,which is ��
������������ -complete[17].

Level 3: Parallel-Composition-VASSwith Arbitrary Input. We now abstractfrom acti-
vation conditionsof cyclesin the control-graphof the VASS andassumeinsteadthat
therearealwaysenoughmessages,representedby tokens,presentto startthecycle.As
farasboundednessis concerned,wereplacetheproblem‘Is thesystemboundedif start-
ing at thegiveninitial configuration?’by theproblem‘Is thesystemboundedfor any fi-
niteinitial configuration?’,alsoreferredto asthestructural boundednessproblem. It has
beenshown in [10] that this structuralboundednessproblemfor parallel-composition-
VASS is co-��� -complete,unlike for standardPetri netswhereit is polynomial [12,
6].

Level4: IndependentCycleSystem.Finally, weabstractfrom thefactthatcertaincycles
in thecontrolgraphdependon eachother. Insteadwe assumethatall cyclesareinde-
pendentandany combinationof themis executableinfinitely often,provided that the
combinedeffect of this combinationon all placesis non-negative.Theunboundedness
problemfor this abstractedmodel thenbecomesthe following question:Is thereany
linearcombination(with non-negative integercoefficients)of theeffectsof simplecy-
cles in the control graph,suchthat the combinedeffect is non-negative on all places
andstrictly positiveonat leastoneplace?Sinceweconsideranoverapproximation,the
original Promelamodelis surelyboundedif theanswerto this questionis ‘no’. Since
theseeffectsof simplecyclescanberepresentedby integervectors,we getthefollow-
ing problem.Givena setof integervectors,doesthereexist a linearcombination(with
non-negative integer coefficients)of them,suchthat the result is non-negative in ev-
ery componentandstrictly positive in at leastone.This problemcanbesolvedin time
polynomialin thenumberof vectorsby usinglinearprogrammingtechniques.

However, the importantaspectis that the time requiredis only polynomial in the
numberof simplecycles,unlikeat level 3,wheretheproblemis co-��� -hardevenfor a
linearnumberof simplecycles.Thisis verysignificant,sincefor instancesderivedfrom
typical Promelamodels,thenumberof simplecyclesis usuallysmall.This is because
the typical control-flow graphsof Promelacodeare(like in programminglanguages)
sparseandoftenvery local. (This is alsothegeneralreasonwhy cachingworks.)Thus
the numberof differentsimplecyclesderived from this codeis typically polynomial
ratherthan(in theworstcase)exponential.



Overall BoundednessTest. From every simplecycle found in the control structure,a
vectorcanbe derivedwhich describesits effect on the unboundedsystempart.Here,
for thePromelamodel,thevectordescribeshow many messageswerealtogetheradded
to thebuffer. For everybuffer andeverymessagetypethereis onecomponentin eachof
theeffectvectors.Thecomponentcanbenegative if in thecyclemoremessagesof this
type wereremovedfrom a buffer thanaddedto it. The resultingsemilinearsystemis
unboundedif andonly if thereexistsalinearcombinationwith non-negativecoefficients
of theeffect-vectorsthat is non-negative in every componentandstrictly positive in at
leastonecomponent.Formally, this canbedescribedasfollows:Let ��� �	�����	� �! #"%$&$�'
betheeffect-vectorsof all simplecyclesandlet �)( bethe * -th componentof thevector� . Thequestionthenis+�, � �	�����	� ,  ".- /10 �  2 3 4 � ,

3 � 365�7%8 + * �:9  2 3 4 � ,
3 � 3<; (>=@? �

This caneasilybetransformedinto a systemof linear inequationsandsolvedby stan-
dard linear programmingtools. If this condition is true then our overapproximation
is unbounded,but not necessarilyalsothe Promelamodel.The unboundednesscould
simply be due to the coarsenessof the overapproximation.On the otherhand,if the
conditionabove is false,thenour overapproximationis bounded,andthusour original
Promelamodelisalsobounded.Thus,thistestyieldsananswerof theform“BOUNDED”
in caseno linear combinationof the effect vectorssatisfyingthe above constraintcan
befound,and“UNKNOWN” whensucha linearcombinationexists.
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Fig.1. EffectGraphsof a2-ProcessModel

Example. Figure 1 describeseffect graphsobtainedfrom two communicatingpro-
cesses.Theleft processsendsmessages‘a’ or ‘b’ to theright one,andtheright process
sendsmessages‘c’ to the left one.The threecomponentsof the vectordescribehow
many messages‘a’, ‘b’ or ‘c’ arewritten (positive values)or read(negative values)in
a step.For example,in the stepfrom ACB to ACD two messages‘a’ andonemessage‘b’
arewritten andonemessage‘c’ is read.From this graphwe obtainthe effect vectors���FE �<GH�C�!�CIJ�)


and �!BKE �LI>�!�CI>�!�	��

for the simple cycles.To representthe

=M?
conditionin the linear inequationsystemwe adda constraint

� , � I , B 5 �
. The lin-

ear inequationsolver returnsinfeasibility of this systemof inequations,andwe thus
concludearesultof “BOUNDED”.



ComputingBoundsfor Individual Buffers. A morerefinedproblemis to computeup-
per boundson the reachablelengthsof individual buffers in the system.In particular,
somebuffersmightbeboundedevenif thewholesystemis unbounded.Sincenormally
not all bufferscanreachmaximallengthsimultaneously, theanalysisis doneindividu-
ally for eachbuffer N . Thiscanbedoneby solvinga linearprogrammingproblemthat
maximizesa linear target function O!P (lengthof N ) on an abstractionlevel 4 system
description.Thebasicideais thefollowing. Let Q bea pathfrom the initial configura-
tion to a configurationwhere N hasmaximal length.Then Q canbe decomposedinto
a cyclic part QSR andanacyclic part QUT . Sinceat abstractionlevel 4 we assumetotal in-
dependenceof simplecycles,theeffect of QUR canbedescribedby a linearcombination
of the vectorsdescribingthe effectsof simplecycles.It thussufficesto maximize O)P
on this linear combination.Determiningthe maximalcontribution of the acyclic partQ T is hardersinceonehasto considerall possiblecombinationsof acyclic pathsin all
parallelprocesses.(This is generallyexponentialin thenumberof parallelprocesses.)
Thereforewe only computean upperboundon the effect of Q T asfollows: Let V be
the numberof parallelprocessesand Q 3T the part of Q T in the W -th process.Let X � , 

betheeffect vectorof path

,
. Then X � Q T 
ZY E\[  3 4 � X � Q 3T 
 . Now we computevectors] 3 which areupperboundson X � Q 3T 
 , i.e., ^�Q 3T � ] 3 5 X � Q 3T 
 . The ] 3 arecomputed(in

polynomial time) by maximizingindividually every componentof the possibleeffect
of pathsQ 3T . (For example,if in processW therearetwo acyclic pathswith effects

�_�H�	��

and

�`�)����

then ] 3 E �_�H����


.) It follows that X � QUT 
 Ea[  3 4 � X � Q 3T 
cb [  3 4 � ] 3 andthusX � Q 
 EdX � QSR 
6e X � QUT 
fb X � QSR 
6e [  3 4 � ] 3 . It only the remainsto solve the linear
optimizationproblemof O!P on X � Q 
 over X � QSR 
 asexplainedabove.

Example. Havingestablishedboundednessof theexampleof Figure1,wenow compute
the estimatedupperboundfor eachbuffer. First we computethe effect vectorsfor all
non-cyclic paths.They arelistedin Table1 whereWgV�Wgh and WgV�Wihij aretheinitial statesof
thestatemachines.Thenwe take themaximaof theindividual componentsfrom those
effect vectorsandconstructthe overapproximatedmaximaleffect vectorsfor process
Left as ] � E ������k�� ? 


andfor Right as ] B E � ? � ? �l�)

. Thusthesumis [  3 4 � ] 3 E�m���lk��l�)


. We obtainthefollowing two optimizationproblems(1-4 and5-8) for thetwo
buffersleft-to-rightandright-to-left:npo , Yq��Ir� , � e , B (1)�1eKG , � I , B 5 ? (2)k1e , � I , B 5 ? (3)��Ir� , � e , B 5 ? � (4)

n.o , Y�scetk , � I%� , B (5)�1eKG , � I , B 5 ? (6)k1e , � I , B 5 ? (7)��Ir� , � e , B 5 ? � (8)
LinearProgrammingreturnsa valueof 6 for theobjective function (1) anda valueof
18 for the objective function (5). Thesevaluesrepresentthe estimatedboundsfor the
communicationbuffers1 and2, respectively.

3 Promela-specificIssues

Givena Promelamodelthe first stepin the modelanalysisis to extract from it a sys-
temof CFSMsthatconsistsof all statemachinesof all potentiallyexecutingprocesses.



Thenon-cyclic path Theeffect vectorsThenon-cyclic pathTheeffect vectorsuwv_xHv<y{z{|C}�~
(0,0,0)

uwv<x�v<yLz{|�}	zL|��J~
(0,2,-1)uwv<xHv<y{zL|C}Cz{|���zL|l��~

(2,3,-2)
uwv<x�v<yLz{|�}	zL|l�Z~

(0,5,-1)uwv<xHv<y{zL|C}Cz{|l�!zL|��Z~
(2,5,-2)

uwv<xHv<y��mz`|l�Z~
(0,0,2)uwv<xHv_y � zL|��)zL|��Z~ (-1,0,2)

Table1. TheEffectVectorsfor all Non-CyclicPathsin Figure1

SPINcanautomaticallygenerateastatemachinerepresentationfor everyproctypedef-
inition in the model1. The statemachineof eachactuallyinstantiatedprocessis then
obtainedfrom thestatemachineof its processtypeby replacingall formal arguments
by thecorrespondingactualarguments.Figure2 showsasimplePromelamodelandthe
correspondingsystemof CFSMs.Therearetwo processinstancesat run time, oneof
processtype � andtheotherof processtype � . Eachtransitionin thestatemachinerep-
resentationcorrespondsto a basicstatementin thePromelacode2 of its processtype.
Thesourcestateof thetransitiondenotestheentrypointof thecorrespondingstatement
andthetargetstatedenotestheexit point of thestatement.Every transitionhasa guard
which is determinedby theimplicit executabilityconditionof thecorrespondingstate-
ment.The executabilityof a statementdescribesunderwhich conditionthe statement
is executable.For instance,thetransitionfrom thestate4 to thestate3 is labeledby its
correspondingstatement�c�C���m��� . Thestatementis executableif andonly if thereis a
message���`�q� availablein thechannel� .

mtype = { msg0, msg1 };
chan C = [2] of { mtype };
active proctype P(){

C!msg0;
do
:: C?msg1 -> C!msg0
od}

active proctype Q(){
C!msg1;
do
:: C?msg0 -> C!msg1
od}

1
C!msg0

4

3

C!msg0C?msg1

1’

3’

4’

C?msg0 C!msg1

C!msg1

Fig.2. A simplePromelamodelandthecorrespondingstatemachines.

We apply codeabstractionto the resultingsystemof CFSMs.We replaceall the
statementsin thestatemachinesby theirmessagepassingeffects.Theresultingsystem
is called the systemof effect graphs.The remainingstepsof the analysis,including
cycle detectionandtranslatingthesummaryeffectsof all thecyclesinto a linearpro-
grammingproblem,arenotdifferentfrom thecorrespondingstepsfor UML RT models
asdescribedin [10]. In theremainderof thissectionwediscussseveralissuesthathave
to be addressedduring the Promelacodeabstractionin orderto extract effect vectors

1 This is accomplishedby invoking thespin -d option.
2 A basicstatementis definedin the Promelalanguageasan indivisible statementsuchasan

assignmentstatementor a receive statement.



from thePromelacodethatensureanoverapproximationof thesystem.Theresolution
of theseissuesgreatly influencesthe resultingsystemsof effect graphs,in particular
how coarsetheoverapproximationis.

3.1 Identifying MessageTypes

Eachcomponentof aneffectvectorcorrespondsto adistinctmessagetype.To construct
effectvectorswemustdetermineall distinctmessagetypesoccurringin themodel.Be-
fore we discussthis problem,we first review the syntacticstructureof messagesand
themessagepassingsemanticsin Promela.Thestructuresof themessagesaredefined
in thedeclarationsof thechannelsthatstorethem.Considerthefollowing channeldec-
larations:

chan C1 = [2] of { mtype, int, bool }; chan C2 = [2] of { int, bool };

Messagescancontainany finite numberof fields.Eachfield canbeof any well-formed
type exceptarrays.In particular, the channeltype ��� o V is allowed.Thereis a special
typecalled n hg��QS� thatcontainsuser-definedsymbolicconstants.In thePromelamodel
in figure 2 n hg��QS� is declaredascontainingtwo constants:n A�� ? and n A�� � . In any
model,therecanbe at mostone n hg��QS� declaration.A n hg��QU� field is not necessarily
containedin everymessage.For instance,themessagesin thechannel� � only contain
anintegerfield anda booleanfield.

Considera sendstatementof the form ���S� ��� z ��� z�� � �¡z ��¢ whereeach � 3 (
�£b W bV ) can be an arbitrary Promelaexpression.The statementis executableif the chan-

nel �>� is not full. Nevertheless,underour a priori assumptionof unboundednessof
channels,the sendstatementis never blocked.The sendstatementsendsthe message� � oq¤ � �!� 
l� � o�¤ � ��B 
����¥�¥�¦� � o�¤ � �� 
L
 to thechannel,where� oq¤ � � 3 
 is therun-timevalueof � 3 .

For a receive statement�����l� � z � � z�� � �¡z � ¢ 3, each � 3 (
�wb W b V ) canbe a variable,

the evaluation �C� o�¤ � � 
 of somevariable � , or a constant.�C� o�¤ � � 
 canbe regardedas
a constant.But its value is unknown statically. The statementis executableif all the
constantexpressionsmatchtherelative fieldsin theavailablemessage.Otherwise,it is
blocked.If � 3 is somevariable� then,if thestatementis executable,thecorresponding
field of thereceivedmessageis storedinto � .

The constantsin a receive statementdistinguishamongmessagescontainingdif-
ferentvaluesof the relative fields. This allows usersto associatewith eachmessage
a properpieceof codefor manipulation.We observe that theseconstantsareoften of
type n hg�CQU� . Thevariablesin a receive statementcannever block theexecution.They
areusedto retrievetherelativefieldsfrom thereceivedmessage.ConsiderthePromela
modelin Figure3.Thetwo receivestatementsin themodeluseconstantsof type n hg��QS�
to discriminatebetweenthemessagesof typeexactandinexact. Thevariable

,
stores

thedatauponreceiving, no matterwhetherthereceivedmessagetypeis exactor inex-
act, andnomatterwhich integeris transmittedwith themessage.

3 Promelaknows additionalforms of the sendand receive primitives,denotedby !! and ??,
respectively. They arevariantsof thebasicsendandreceive statementandonly differ in the
orderin which they addandremove messagesfrom the communicationchannels.Sinceour
analysisabstractsfrom theorderof messagesin thebuffer anyway, wedonotdistinguishthese
primitiveshereandmapthemto their respective baseform.



mtype = {exact, inexact}
chan C = [2] of {mtype, int}
active proctype P(){

int x;
do
:: C?exact, x -> keep(x)
:: C?inexact, x -> dump(x)
od

}

Fig.3. Receive statements

(1,0) (0,1)

Fig.4. Nondeterministicef-
fect graph

mtype = {msg0, msg1};
chan C = [2] of {mtype};
chan D = [2] of {mtype};
proctype P(chan X; chan Y){

do
:: X?msg0; Y!msg0; Y!msg0
od}

init{ run P(C, D);
run P(D, D)}

Fig.5. Channelparameters.

For thepurposeof our analysisonecanregardtwo messageswhich have thesame
structurebut disagreeon at leastonefield as being of different types.However, the
numberof the messagetypesrecognizedin this way canbe very large. It is alsonot
necessarybasedon the following observation.In the previousexample,the messages�{§©¨qª�«�¬l��k)


and
�L­¯®U§©¨�ª)«	¬���k�


mustbeof differenttypesbecausethemodeldiscriminates
betweenthem.On thecontrary, themessages

�{§©¨�ª)«	¬���k�

and

�{§©¨qª�«�¬l�ls!

neednot to be

of differenttypessincethe modeltreatsthemin exactly the sameway. Only the first
field of themessagesis usedto indicatethemessagetypes.

Basedon thediscussionsofar, we proposethe following solutionto identify mes-
sagetypes.For any channel��° thatstoresmessageswith � ¬m±©²H§ fields,we identify the
typesof themessagesin �>� aspairs

� ��° � � «©³!® � ¬L
 where� «�³!® � ¬ is an � ¬m±©²H§ constant.
We includethe channelnameinto messagetypesbecausemorethanonechannelcan
storemessageswith thesamestructure,andmessagesexchangedin differentchannels
mustbe distinguished.For any channel ��° that storesmessageswithout � ¬m±©²H§ field,
thereis only onetype,denotedas

� �´° 
 , for all themessagesin �>� . In thiswaythereare
two messagetypesidentifiedfor the model in Figure3:

� � ��§{¨�ª�«�¬©
 and
� � �	­¯®µ§{¨�ª)«	¬{
 .

Thissolutionsimply abstractsawayall thenon-� ¬m±©²H§ fieldsof messages.
Thisabstractionapproachbecomescoarseif, in any model,someconstantsin some

receive statementsareof other typesthan � ¬m±©²H§ . For instance,if we have a receive
statement�>¶ �{§©¨qª�«�¬���k�
 in themodelin Figure3, themodeldiscriminatesbetweenthe
messagescontainingtheinteger5 andthemessagescontainingotherintegers.Thenthe
previously identifiedtypesarenot sufficient to distinguishmessagessuchas

�{§©¨�ª)«	¬���k�

and

�©§{¨�ª)«	¬���s!

. Thus,for any channelChandreceivestatement�>�U¶C�!� � ��B ���¥�¦�¥� � 3 �	�¦�¥�¥� �� ,

where � 3 is a constant� 3 , thosemessagescontaining � 3 in their W -th fields and those
messagescontainingotherconstantsin their W -th fields mustbe of differentmessage
types.

We proposea finer abstractionas follows. For any channel ��° that is declared
as
« ° ª�® ��°\E¸· ¹qº of » ¬m±©²�§ � �C¬m±©²H§ B ���¥�¦�¥�C¬m±©²�§  �¼ � the messagetypesare those

� �>� �	½¾ � � ¾ B �	�¦�¥�¦� ¾  = 
 suchthat

– ¿ 3 is thedomainof thetype
¬m±©²H§ 3

.
– � � ¿ 3 
 is a partition over ¿ 3 and � � ¿ 3 
 EM»�» «�³�® � ¬ � ¼ � » «�³�® � ¬ B ¼ �	�¦�¥�¦� » «�³�® � ¬�À ¼ �¿ 3 I�Á ( 4 À( 4 � » «�³�® � ¬ ( ¼�¼ suchthat eachconstant

«�³�® � ¬ ( "t¿ 3 (
�Âb W b n ) is theW -th expressionin somereceivestatement�´°U¶C� � � � B ���¥�¦�¥��«�³!® � ¬ ( ���¥�¦�¥� �  .

–
¾ 3 ".� � ¿ 3 
 .



For the examplein Figure 3 augmentedwith the receive statement�>¶C� , o ��h �lk , as-
suming Ã as the integer domain,we thenhave four messagetypesas follows:

� � �	½§{¨�ª)«	¬�� » k ¼ = 
 , � � �C½Ä§©¨�ª)«	¬�� Ã I » k ¼ = 
 , � � �C½Å­¯®µ§{¨�ª�«�¬�� » k ¼ = 
 and
� � �C½Æ­¯®µ§{¨�ª�«�¬�� Ã I» k ¼ = 
 .

3.2 Tracking ÇFÈLÉ�Ê´Ë Variables

If anexpressionin a sendor receive statementis a variableor theevaluationof a vari-
able,its run-timevalueis not known statically. This affectsour abstractionwhenthe
relative field of messagesis usedto identify the messagetypes.For instance,assume
thatwe havea sendstatement��Ì , � � in themodelin Figure2 where

,
is a � ¬_±©²�§ vari-

ableand � is an integervariable.We identify all themessagetypesas
� � ��§{¨�ª�«�¬L
 and� � �	­¯®µ§{¨�ª�«�¬©
 . In otherwords,the integerfield of messagesis abstractedaway. Which

type thesentmessagehasdependsonly on thevariable
,
. Sincewe cannot generally

determinethe run-timevaluesfor
,
, we modelthestatementassendingnondetermin-

istically any messagewhose � ¬_±©²�§ field is either
§{¨�ª�«�¬

or
­¯®U§©¨qª�«�¬

. Therefore,in the
resultingeffect graph,therearetwo transitions.Both areleaving from thestatecorre-
spondingto theentrypoint of thestatementandleadto thestatecorrespondingto the
exit point,asshown in Figure4. Theleft transitionis labeledby theeffect

�`�!� ? 

denot-

ing thata messageof thetype
� � ��§{¨�ª�«�¬L
 is sent.Theright transitionis labeledby the

effect
� ? �	��


, denotingthatamessageof thetype
� � �	­¯®µ§{¨�ª)«	¬{
 is sent.Thusoneobtains

a nondeterministicchoicebetweentwo transitions,asshown in Figure4.
As mentionedbefore,thereis at mostone � ¬_±©²�§ declarationin a model.All con-

stantsof type � ¬m±©²H§ can be usedby any sendor receive operationon any channel.
However, most channelsusually useonly a small portion of all � ¬m±©²�§ constants.If
we candeterminefor eachchannelthe rangeof the � ¬m±©²H§ constantsit uses,we only
needto considerthoseconstantsin therangefor thenondeterministicmodelingof mes-
sagepassing.So we could obtaina finer overapproximation.Our approachworks by
staticallytrackingpossiblevaluesof � ¬m±©²H§ variables.� ¬_±©²�§ constantsarenumerical
symbols.The Promelalanguageallows for arithmeticoperationson � ¬_±©²�§ constants
or variables.If n hg��QU�ÂEÍ» n A�� ? � n A�� � ¼ , n A�� ? and n A�� � areinternally represented
by thecompilerasintegers2 and1, respectively. Thestatement�ÂE n A�� ? e n A�� � is
syntacticallyvalid andthe � ¬m±©²�§ variable� is assignedthevalue3. Notethatthisvalue
is outsidethe rangeof the integersfor representinga � ¬_±©²�§ constantin this example.
However, Spindoesnotreportsucharangeerror. Arithmeticoperationsoverthe � ¬m±©²H§
domainmake it extremelyhardto track � ¬_±©²�§ variables.Dueto thesereasons,we ex-
clude the usageof arithmeticoperationsover � ¬m±©²�§ from our analysis.Hencethere
areonly threewaysto changethe valueof a � ¬_±©²�§ variable:throughan assignment,
througha receivestatement,or throughargumentpassing.

We proposea solutionto determinethe rangesfor thechannelsfor thecoarserap-
proachof identifying messagetypes.Thatmeansall non-� ¬m±©²H§ fieldsof messagesare
abstractedaway. The rulesfor updatingthe rangesfor � ¬m±©²�§ variablesandchannels
aregivenasfollows,where� � and � B are � ¬m±©²H§ variables,� «�³�® � ¬ is a � ¬_±©²�§ constant,
and ��° is achannel:

– Initially all the � ¬m±©²H§ variablesandchannelshave theemptysetastherangesfor
them.



– For theassignment� � EÎ� «�³!® � ¬ , add � «�³�® � ¬ to therangeof � � .
– For theassignment� � EÏ� B , addall theconstantsin therangeof � B to therangeof��� .
– For thesendstatement�´°´ÌÐ�!� ���¥�¥�¦� ��� �	�¦�¥�¦� �� , addall theconstantsin therangeof ���

to therangeof ��° .
– For thesendstatement�´°´ÌÐ�!� ���¥�¥�¦� � «�³�® � ¬��¦�¥�¥� �� , add � «�³�® � ¬ to therangeof ��° .
– For thereceivestatement��°µ¶C� � ���¥�¥�¦� � � ���¥�¥�¦� �  , addall theconstantsin therangeof��° to therangeof � � .
– Assumeaprocesstypedefinedas

²UÑ{³C«	¬_±©²�§ � �i�¥�¥�¦Ò � ¬m±©²H§ ��� Ò��¥�¦� 
 . For ]�Ó VÔ� �`�¦�¥�¥� �!B ���¥�¦� 
 ,
addall theconstantsin therangeof �!B to therangeof ��� .

– Assumeaprocesstypedefinedas
²UÑ{³C«	¬_±©²�§ � �i�¥�¥�¦Ò � ¬m±©²H§ ��� ���¥�¦� 
 . For ]�Ó VÔ� �`�¦�¥�¥� � «©³!® � ¬��	�¦�¥�Ð
 ,

add � «©³!® � ¬ to therangeof ��� .
After determiningtherangeof achannel��° , wemayreducethenumberof distinct

messagetypes.For instance,if thedomainof the � ¬m±©²�§ constantsis ¿ andtherange
of ��° is ¿ R`Õ×Ö ¿ , thenany messagetype

� ��° � � «�³�® � ¬`
 canbediscardedif � «�³�® � ¬ "¿ I ¿fR`Õ .
3.3 ChannelAr guments

In Promelamodels,processtypescanbeparameterized.For any processtypethathas
formal argumentsaschannels,its instanceswith differentinstantiationsof thechannel
argumentshave differentmessagepassingbehaviors. Considerthe Promelamodel in
Figure5, wheretwo runninginstancesof process� arecreated.We referto themasQ��
and QUB . TheprocessQµ� , instantiatedas � � � � ¿ 
 , acceptstwo differentchannelsasthe
actualarguments.TheprocessQSB instantiatedas � � ¿ � ¿ 
 acceptsthesamechannel¿
for both theformal argumentsØ and Ù . We caneasilyobserve that Qµ� alonedoesnot
causeany unboundedness,while Q B floodsthechannel¿ by messagesn A�� ? .
3.4 Replication of Proctypes

As shown above, different instancesof someprocedurewith differentchannelargu-
mentsdiffer w.r.t. theboundednessof thechannels.However, severalparallelinstances
of someproctypewith thesamechannelargumentsdonotcontributemoreto apotential
unboundednessthanjustone,asfarasouranalysisis concerned.This is becausein our
abstractionlevel 4 (seeSection2) weassumeall control-flow cyclesto beindependent.
Thustwo parallelcopiesof a proceduredo not contributemoredifferentcontrol-flow
cyclesthanjustone.

3.5 ChannelAssignments

Thechannelnamesspecifiedin aPromelamodelareactuallyvariablesof thetype
« ° ª�® .

At run time, Spin maintainsa setof actualchannelscalledqueues,andeachchannel
variablekeepsapointerto aspecificqueue.Thequeuepointedto by achannelvariable
canbe changedthroughchannelassignments.Considerthe Promelamodel in Figure
6. The channel� and ¿ initially point to two separatequeues.After the assignment



mtype = { msg0, msg1 };
chan C = [2] of { mtype };
chan D = [2] of { mtype };
active proctype P(){

C = D;
do
:: C?msg0; D!msg0; D!msg0
od}

Fig.6. A Promelamodel

mtype = { msg0, msg1 };
chan C = [2] of { mtype };
chan D = [2] of { mtype };
active proctype P(){

do
:: C?msg0; D!msg0; D!msg0
od;
C = D;}

Fig.7. A Promelamodel

�ÎEÅ¿ , � pointsto thesamequeueaspointedby ¿ . It’ s easyto seethatthis queueis
floodedby messagesn A�� ? .

A simple abstractionworks as follows. Wherever we find a channelassignment�>�U��Ea�>�SB in themodel,we mergethechannels�>�µ� and �>�SB into a singlechannel.
Thatmeansonedoesnot discriminatebetweenthemessagesin �>�U� andthemessages
in �>�SB . This is an overapproximationsincewe abstractfrom messageorders.This
solutionis relatively coarsebecausea channelassignmentdoesnot necessarilyaffect
all partsof themodel.ConsiderthePromelamodelin Figure7. Apparentlythechannel
assignment�\EÅ¿ doesnot affect theloop in theprocesstype � where � and ¿ still
point to separatequeues.

We proposea finer overapproximationbasedon the notion of stronglyconnected
components(SCCs).A SCCin a directedgraphis a subgraphin which any vertex is
reachablefrom any othervertex. If we collapseall theverticesin thesameSCCinto a
singlevertex, we obtaina directedacyclic graph(DAG). In the DAG eachvertex de-
notesa SCC in the original graph.Eachtransitionfrom the state Ú6�>� � to the stateÚ6�>� B correspondsto a transitionin theoriginal graphfrom oneof thestatesin ÚÛ�>� �
to oneof thestatesin ÚÛ�>� B . We derive theDAGsfrom thestatemachinesof therun-
ningprocessesthatcontainchannelassignments.It’sobviousthatachannelassignment
in someSCCcanonly affect thoseSCCsreachablefrom it in the DAG of SCCs.For
parallelprocesses,a channelassignmentin oneprocesscanaffect every partof every
otherprocessrunningin parallel.In this settingtheeffect vectorsareconstructedwith
separatecomponentsfor differentchannels.However, at programlocationswheretwo
channelsarepossiblyidentical,messagesarenondeterministicallysentto eitherchan-
nel.Thisencodinghasthesameeffectastheunificationof channelsdescribedabove.

3.6 ChannelArrays

A setof channelscanbedeclaredasanarray, e.g.,chanC[3] = [5] of » mtype¼ . The
channelarray � consistsof threechannelsindexedby integersbetween0 and2. For
instance,thestatement�f· � º�Ì n A�� sendsamessageto thechannelindexedat1.Whenan
index isavariable,its valueisgenerallynotknownstatically. For instance,thestatement�f· W�º�Ì n A�� usesanintegervariable W to index thearrayelement.A simplesolutionis to
modelthestatementasnondeterministicallysendingthemessageto any elementof � ,
assumingthat therun-timevaluesof W alwaysfall insidetherangeof thechannelarray
indices.A finerapproachis to staticallytracktheindex variableW to determineits range
in a similar way astracking n hg��QS� variables.However we cannotexcludearithmetic



operationsover integers.Whenever an arithmeticexpressionis met in an assignment,
or in a receive statement,or in an argumentpassing,we have to set the rangeof the
affectedvariableto therangeof thechannelarrayindices.

3.7 UnboundedProcessCreations

TheSPINmodelchecker limits thenumberof parallelprocessesto animplementation
dependentconstantwhich is in most installations255. If one takes sucha limit for
grantedthenprocesscreationalonecouldnot leadto channelunboundedness.However,
thePromelalanguagecouldjust aswell beinterpretedwithout this limitation. Herewe
show how unboundedparallelprocesscreationcould leadto channel-unboundedness
(even in the absenceof cyclesin thecontrol-flow graphs),andhow our methodcould
handlethis problem.

Unboundedprocesscreationscanresultin unboundedchannels.Therearetwo kinds
of unboundedprocesscreations.Onekind is throughlocal loopsasdemonstratedby
thePromelamodelin Figure8. TheinstanceQ of theprocesstype � repeatedlycreates
instancesof theprocesstype � . Thereis anexecutionwhereevery new instanceof �
immediatelysendsa messagen A�� ? to thechannel� after Q createsit, andthenstops
therefor Q to createanothernew instanceof � . Thisfloods � with messagesn A�� ? .

mtype = { msg0, msg1 };
chan C = [2] of { mtype };
proctype Q(){

C!msg0;
C?msg1;}

active proctype P(){
do
:: run Q()
od;}

I

2

1

C!msgo

C?msg1

I
C!msgo

1
C?msg1

2

Fig.8. A Promelamodel (left), the statemachineof a runningprocessof Ü (middle), andthe
modifiedstatemachinewith replicationtransitions(right).

Theunboundednessof � cannotbedetectedfrom thestatemachineof any instance
of � as shown in the middle of the figure. A straightforward solution is to add an
extrabackwardtransitionfrom eachstatein thestatemachineto theinitial state.These
transitionsarecalledreplicationtransitions.Themodifiedstatemachineis on theright
in the figure.Now we candeterminethe loop

� Ã �C�!� Ã 
 asthe causeof the flooding of
channel� .

Theotherkind of unboundedprocesscreationsis throughself-creationsor mutual
creations.An examplefor self-creationis thePromelamodelin Figure9. Thechannel� is unboundedbecauseany new instanceof � is self-createdandevery instancesends
a messageto the channel.The unboundednessis not detectedfrom the statemachine
of any runningprocessof � asshown in the middle of the figure. Similarly we use



replicationtransitionsto detectself-creations.But we only needto adda replication
transitionfor thosestatescorrespondingto theentrypointsof self-creations.Soin the
modifiedstatemachineon theright of thefigure,thereis no backwardtransitionfrom
state2. Theexecutionof any instanceof � canneverreachtherebeforeit createsanew
instance.

mtype = { msg0, msg1 };
chan C = [2] of { mtype };
active proctype P(){

C!msg0;
run P()}

I

2

1

C!msgo

I
C!msgo

1

2

runP() runP()

Fig.9. A Promelamodel (left), the statemachineof a runningprocessof Ý (middle), and the
modifiedstatemachinewith replicationtransitions(right).

Now considerthe situationthat the unboundedprocesscreationsarethroughmu-
tual invocation,asdemonstratedby thePromelamodelin Figure10.An instanceof �
createsaninstanceof � thatcreatesaninstanceof Þ . This instanceof Þ createsin turn
anothernew instanceof � . Thechannel� is floodedwith messagesn A�� ? at run time.

Onewayof dealingwith this is to usereplicationtransitionsagainto detecttheun-
boundednesscausedby mutualcreations.But for any process,thereplicationtransition
wouldnot targetits own initial statesinceit is notself-created.Instead,for instance,the
replicationtransitionfrom thestate1 of thestatemachineof a � instancetransfersthe
controlto theinitial stateof thestatemachineof a � instance.In thisway, severalprevi-
ouslyindependentstatemachinesareunitedto onemuchlargerstatemachine.Thereby
our boundednessanalysiswould no longer be local to individual processes,but had
to considerthecompletesystem,which would significantlyincreaseits complexity. In
fact,unlikebefore,thetimerequiredwould thenbeexponentialin thenumberof paral-
lel components,evenif eachindividualcomponentcontainsonly a polynomialnumber
of simplecycles.

A secondsolutionwouldbeto addlocal replicationtransitions,just like in Figure9,
in every processwhich can,directly or indirectly, call itself. This is a safe,but coarser,
overapproximationof thesolutionin Figure10.Theadvantageis thatoneavoidsinter-
processtransitionsandthuskeepstheboundednessanalysislocalandefficient.

4 Experimental Results

In thissectionwepresentexperimentalresultsusingaprototypeimplementationof our
analysisalgorithmsin theIBOC tool. As casestudiesweusethe2-Proctypemodelthat
is givenin Figure11, a Promelamodelof theAlternatingBit Protocol, anda Promela



mtype = { msg0, msg1 };
chan C = [2] of { mtype };
proctype P(){

C!msg0;
run Q()}

proctype Q(){
C?msg1;
run R()}

proctype R(){
C!msg1;
run P()}

I

2

1

C!msgo

runQ()

P Q

I”

1”

2”

C!msg1

runR()

1’

C?msg1

I’

2’

runR()

Fig.10.A Promelamodel(left), theunitedstatemachineswith replicationtransitions(right).

model of the CORBA General Inter-ORB Protocol (GIOP) [9]4. IBOC usesto LP-
SOLVE tool for the linear programmingtasks.All experimentswereperformedon a
two processor1GHzPentiumIII PCwith 2 GB of memory. Table2 givessomestatis-
ticsregardingthecomplexity of thesemodelsaswell asthecomputationaleffort for the
analysiswith IBOC.

mtype = { c, b, a };
chan AB = [25] of { mtype };
chan BA = [25] of { mtype };
active proctype A(){

s1: if
:: BA?c -> AB!b; AB!b; goto s2
:: BA?c -> AB!b; AB!b; AB!b; AB!b; AB!b; goto s3
fi;

s2: if
:: BA?c -> AB!a; AB!a; AB!b; goto s3
fi;

s3: if
:: BA?c -> AB!a; AB!a; goto s2
fi}

active proctype B(){
BA!c;
BA!c;
goto s4;

s4: if
:: AB?a -> goto s5
fi;

s5: if
:: AB?b -> BA!c; goto s4
fi;}

Fig.11.The2-ProctypePromelaModel.

In IBOC, the full rangeof abstractionsasdiscussedin Section3 is not yet imple-
mented.Weusethefinerabstractionproposedin Section3.1to identify messagetypes.
We aretrackingmtypevariablesasdiscussedin Section3.2.Sincewe cannot exclude
arithmeticoperationsover the integer domain,whenever we encounteran arithmetic
expressionin anassignmentto avariable,we settheintegerdomainastherangeof the
variable.We collectall processcreationstatementsto recordchannelargumentpassing
for eachrunning process.We adoptthe coarserof the abstractionsproposedin Sec-
tion 3.5to dealwith channelassignments.We usesometrackingof integervariablesto
narrow down channelarrayindex values.Wedon’t considertheunboundedprocesscre-
ationproblematall sinceSPINallowsnomorethan255concurrentproctypeinstances.

IBOC returneda resultof ”BOUNDED” for the2-Proctypesmodel.Theestimated
boundswere20for thechannelßJN and6 for thechannelNÔß whichallowsusto reduce
thechannelsizecomparedto thevaluesin theoriginalmodel.Thisentailsa significant

4 The Promelasourcesfor the IBOC model that we use are freely available from URL
http://tele.informatik.uni-freiburg.de/leue/sources/giop/giop-sttt.tar.



2-ProctypeAlternatingBit CORBA GIOP
Processes 2 3 5
States 20 12 135
Transitions 21 22 163
Messagetypes 3 8 108
Channels 2 4 11
Reportedcycles 3 13 2638
Generatedvectors 2 13 752
Runtimefor cycledetection[sec.] 0.062 0.218 7.187
Runtimefor boundednesscheck[sec.] 0.000 0.031 0.098
Runtimefor computingbounds[sec.] 0.032 - 1.265

Table2. Model Complexity StatisticsandComputationalEffort for Analysis

statespacereduction.Notethatneithertheboundednessresultnortheestimatedbounds
couldeasilybederivedfrom themodelby manualinspection.

”UNKNOWN” wasreturnedfor the modelof the AlternatingBit Protocol.When
sucha verdict is returned,IBOC indicatescontrol flow cyclesthatpossiblycontribute
to the unboundedgrowth of a channel.For this model IBOC identified the cycle in
which thesendersendsmessagesto thesystemasapotentialsourceof unboundedness.
This is quiteplausiblesincein the sendercanflood theAlternatingBit protocolin an
unconstrainedfashion.In thesequelwe will refer to thepotentiallyunboundedcycles
thatIBOC identifiesascounterexamples.

TheGIOPmodelis a real-lifecommunicationprotocolwith significantcomplexity.
It amongstotherfeaturesit supportsserver objectmigrationbetweendifferentObject
RequestBrokers(ORBs).IBOC returnedan”UNKNOWN” resultfor theGIOPmodel
andprovided two counterexampleswithin a very reasonableruntime.Onecounterex-
ampleis the cycle wherea GIOP client ORB forwardsa userrequestmessageto the
GIOP agentORB. The executionof this cycle cancauseunboundednessif thereare
an unboundednumberof userrequests.The othercounterexampleis the cycle where
serverobjectsregistertheirmigrationfrom oneORBto another. If weallow migrations
to happenat any time, thesystemis floodedby anunboundednumberof registermes-
sages.We eliminatedthesetwo sourcesof unboundednessfrom theGIOPsystemand
appliedIBOC againto themodifiedmodel.We obtaineda result”BOUNDED” which
indicatesthatthetwo counterexampleswereindeedtheonly sourcesof unboundedness
in thesystem.While someof thebuffer boundestimateswerelarger thantheonesas-
sumedin [9], therewerealsosomechannelswith smallerestimates.For instance,the
sizeof thechannelhià!Ú�� ] �q� ] in [9] is 3 while its estimateis 1.

5 RelatedWork

Thereis a longhistoryof work onthehandlingof infinite communicationbuffersin au-
tomatedsystemanalysis.An overapproximationusingtheassumptionthatbuffersmay
loosemessagesis proposedin [1]. Sufficientsyntacticconditionsfor theunboundedness
of communicationchannelsin CFSMsystemsareproposedin [8]. Thereis ahistoryof



checkingpropertiesof Petri-Netsusinglinearprogrammingtechniques(c.f. [11,5]) but
theseapproachesdo not encompassboundednesstests.We arenot awareof any work
prior to oursthataddressesbuffer capacityestimationfor CFSM-typemodels.Various
attemptshavebeenmadeto defineformaloperationalsemanticsfor Promela[13,2,16].
Notethatour analysislargely relieson therecognitionof staticallyanalyzablefeatures
of Promelamodels,suchasthecontrolflow cycles,andmany of thesemanticsubtleties
of Promelawereabstractedaway. As a consequenceour work doesnot dependon the
availability of a completelyspecifiedandunanimouslyagreedsemanticsdefinitionfor
Promela.

6 Conclusion

We presentedan incompletetestfor buffer overflows in Promelamodelsaswell asa
conservative estimatefor the maximaloccupancy of Promelamessagechannels.The
experimentalresultswepresentedindicatethattheanalysismethodscaleswell to prob-
lemsof realisticsize.We also illustratedthat the analysisproducesuseful results,in
particularthemaximaloccupancy estimateshelpin findingsmallermodels.

In comparisonto the UML RT analysispresentedin [10] the analysisof Promela
codeimposesmorechallengeson the employed codeabstractiontechniques.Due to
its syntacticallymoreconstrainednature,the determinationof messagetypesandthe
identificationof communicationchannelsis notanissue.

Currentresearchfocuseson the improvementof counterexamplehandlingandthe
identificationof sourcesof unboundedness.As we discussedabove, IBOC attemptsto
pointtheuserto potentialsourcesof unboundedness.Determiningthenon-spuriousness
of acounterexampleandtheensuingabstractionrefinementarecurrentlyentirelyhand-
craft,andwe arecurrentlyworking towardsmoreautomatedsupportat this end.
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