Minimization of counterexamples in SPIN
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Abstract. We proposean algorithm to nd a counterexample to some
property in a nite state program. This algorithm is derived from SPIN's
one,but it nds a counterexample faster than SPIN does.In particular it
still works in linear time. Compared with SPIN's algorithm, it requires
only one additional bit per state stored. We further propose another
algorithm to compute a counterexample of minimal size. Again, this al-
gorithm does not use more memory than SPIN doesto approximate a
minimal counterexample. The costto nd a counterexample of minimal
size is that one has to revisit more states than SPIN. We provide an
implementation and discussexperimental results.

1 Intro duction

Model-cheding is usedto prove the correctnessof properties of hardware and
software systems.When the model is incorrect, locating errors is important to
provide hints on how to correct either the systemor the property to be cheded.
Model cheders usually exhibit courterexamples,that is, faulty executiontraces
of the system. The simpler the courterexample is, the easierit will be to locate,
understand and x the error. A counterexample can meanthat the abstraction
of the system (formalized as the model) is too coarse;se\eral techniquescan be
usedto re ne the model, guided by the counterexample found by the model-
cheder [3,1,7]. The re nement stageis done manually or automatically. In any
case,it isimportant to compute small counterexamples(ideally of minimal size)
in casethe property is not satis ed: they are easierto understand, they can be
processedmore rapidly by automatic tools, and thus they make it possible to
correct underlying errors more easily.

It is well-known that verifying whether a nite state system M satis es
an LTL property ' is equivalert to testing whether a Biichi automaton A =
Am \ A.. hasnoacceptingrun [11], where Ay, is a Kripk e structure describing
the systemand A.. is a Blchi automaton describing executionsthat violate
' . It is easy in theory, to determine whether a Blchi automaton has at least
one accepting run. Sincethere is only a nite number of accepting states, this
problem is equivalent to nding a reachable accepting state and a loop around
it. A courterexampleto ' in M canthen be givenasa path = ; , in the
Biichi automaton, where ; is a simple (loop-free) path from the initial state
to an accepting state, and  is a simple loop around this accepting state (see
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Fig. 1. An accepting path in a Buchi automaton

Figure 1). The model-cheder SPIN[9,8] can nd counterexamplesby exploring
onthe y the syndironized product of the systemand the property. Our goalis
to nd short counterexampleswhile sparing memory. The rst trivial remark is
that we canreducethe length of a counterexample if we do not insist on the fact
that the loop starts from an acceptingstate. Hence,we considercounterexamples
oftheform = ; , 3where ; ;isapath from the initial state to an accepting
state, and 3 ; is a simple loop around this accepting state (see Figure 2). A
minimal counterexample can then be de ned as a path of this form, suc that
the length of is minimal.
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Fig. 2. An accepting path in a Bichi automaton

Finding a counterexample,evenof minimal size,canof coursebe donein poly-
nomial time using minimal paths algorithms basedon breadth- rst traversals.
However, breadth- rst traversalsare not well-suited to detect loops. Moreover,
the model of the systemfrequertly comesfrom seweral componerts working con-
currently, and the resulting Bulchi automaton can be huge. Therefore, memory
is a critical resource and, for instance, we cannot a ord to store the minimal
distance between all pairs of states. Therefore, we retain SPIN's approach and
we use a depth- rst seard-like algorithm [10,5]. Depth-rst traversalsare well
suited to detectloops, but they are not adapted for computing distancesbetween
states, which makesthe problem more di cult than it rst appears.

With this approad, there are actually two di culties: the rst oneis to
nd one counterexample, the secondoneisto nd asmall cournterexample,and
ideally a minimal one.

SPIN has an option to reduce the size of counterexamplesit nds. Yet, it
does not provide the smallest one and results frequertly remain too large and
dicult to read, even when considering simple systems.For instance, on a nat-
ural livenessproperty on Dekker's mutual exclusionalgorithm, SPIN provides a
courterexample with 173 transitions. In this case,it is not dicult to seethat
an error occurs after 23 steps. The reasonis that SPIN's algorithm for reducing
the size of counterexamples misseslots of them and therefore fails to nd the
shortest one. Our cortribution is the following:

We proposean algorithm to nd a counterexample of a Promela model in
linear time. This algorithm is derived from SPIN's, but nds a counterex-



ample faster than SPIN does. Moreover, compared with SPIN's algorithm,
it only requiresone additional bit per state stored.

We propose another algorithm to compute a counterexample of minimal
size,oncea rst counterexample has been found. This algorithm does not
usemore memory than SPIN doeswith option -i whentrying to reducethe
size of counterexamples. The cost of nding the shortest counterexample is
to revisit more statesthan SPIN does. However, the algorithm can actually
output a sequenceof counterexamplesof decreasinglength found during its
execution and can be stopped at any time. The algorithm is alsowell suited
for bounded-madel cheding: given a maximal size of the counterexamples
to be found, it returns one of the smallest such counterexamples, if any.
We haveimplemented a versionof the last algorithm whoseresults areindeed
much smallerthan thosegivenby SPIN. For instance,for Dekker's algorithm,
it actually nds the 23 states counterexample.

We nally proposeother improvemerts to SPIN's algorithm.

The paper is organizedas follows. In Section 2, we describe the algorithm to
nd a rst counterexample and we prove its correctness.However, there is no
guaranteethat this counterexampleis of minimal size.In Section3, we presert an
algorithm nding a minimal counterexample. While explaining thesealgorithms,
we exhibit various problems that may arise when computing a counterexample
with the current SPIN algorithm. An implementation and experimental results
are described in Section 4.

2 Finding the rst counterexample

Let A = (S;E;si1;F) be a Buchi automaton where S is a nite set of states,
E S S is the transition relation, s; 2 S is the initial state and F Sis
the set of accepting states. Usually transitions are labeledwith actions but since
these labels are irrelevant for the emptinessproblem, they are ignored in this
paper. In pictures, the initial state is markedwith an ingoing edgeand accepting
states are doubly circled. If a state hask outgoing transitions, we number them
from 1 to k. Transitions from a state will be consideredby the algorithms in the
order given by their labels.

A path in an automaton is a sequenceof states = t;t;  tyx (also denoted

k the length of , and we denoteit by j j. The empty path, with no state, is

denotedby " and it haslength 0. We say that is simpleif t; 6 t; foralli 6 j.
A loop is a path tit,  tx with tx = t;. A loop is accepting if it contains an

accepting state. A loop tit,  tg isacycleif titp,  tx 1 is a simple path.

An accepting path, or counterexample is of the form = s; sk S+
where s; sk is a path starting from the initial state and sy sk+ is an
accepting loop. Abusing the language,we say that is a simple accepting path
if in addition s; sk Sk+ 1 IS simple.

In this section, we describe an algorithm nding the rst counterexample. It
is similar to the nested DFS described in [9,5,2,10], with an improvemert that



avoidsrevisiting somestatesunnecessarily This improvemert is alsousefulwhen
minimizing the size of the counterexample.

Algorithm 1 uses4 colors to mark states: white < blue < red < black (We
alsomark statesin grey, but this is just for simplifying the proof.) The color of a
state can only increase At the beginning, all states are white and the algorithm
DFS_blueis called on the initial state s;.

Two DFSs alternate, the blue and red ones.The blue DFS is usedto locate
reachable accepting states and to start red DFSs from these accepting statesin
post x order with respect to the covering tree de ned by the blue DFS. A red
DFS starts (and interrupts the blue one) wheneer one pops an accepting state
in the blue DFS. A red DFS only visits blue states, that is states already visited
by the blue DFS. We will shaw that if a red DFS initiated from an accepting
state r terminates without nding a counterexample then no state reacable
from r may be part of an acceptingpath. Hence,the color of all statesreachable
from r may be setto black. This is the purposeof the black DFS.

The DFSs usedde ne, at any time, a current path from the initial state to
the current state. For conveniencethis current path is storedin a global variable
cp. Actually, this is not necessarywith our recursive presenation, sinceit may
be obtained as a by-product of the execution stack when the counterexample is
found. (For e ciency, SPIN usesan iterativ e implementation of the DFS, and
storesthe current path in a global variable.)

Each state s 2 S is represerted by a structure and the algorithm requiresthe
following additional elds. The extra cost of these data is only 3 bits for ead
state, while the nested DFS implemented in SPIN only needs2 bits per state.

Color color initially white .
Boolean is_in_cp initially false . This ag is usedto test in constart time
whether a state belongsto the current path.

When we write t 2 E(s) in the algorithms (seee.g. Algorithm 1),
we assumethat the successordt 2 Sj (s;t) 2 Eg of s are returned in a xed
order, which is in particular the samein DFS_blueand DFS_red This fact is
important for the correctnessof Algorithm 1. We establish simultaneously the
following invariants.

Lemma 1. (1) Invariant for DFS_blue no black state is part of a simple ac-
cepting path and all statesreachablefrom a black state are also black.

(2) Invariant for DFS_redinitiate d from DFS_redr) with r 2 F: either no state
reachablefrom r is part of a simple accepting path, or there is a simple accepting
path going throughr and using no black or grey state.

Proof. (1) During DFS_blugs), if we execute line 8 then all successorsof s
are black and the result is clear by induction. Now, assumethat we execute
line 11. Then DFS_reds) was executed completely and the color of s is grey.
Using (2) (with r = s) we deducethat no state reachable from s is part of a
simple acceptingpath. Hence,after executing DFS_black(s), the invariant is still
satis ed.



Algorithm 1 A version of the nested DFS algorithm: the color-DFS
void DFS_blue(State s)
1. push(cp;s); s! is_in_cp:= true ; s! color := blue

t2 E(s)
(t! is _in_cp t2F) exit with cp t as counterexample
(t!' color = white) DFS_blue(t)

pop(cp); s! is _in_cp := false
(8t 2 E(s);t! color = black)
s!' color := black
(s2F)
10: DFS_red(s)
11: DFS_black(s)
12:

void DFS_redState s)
1: push(cp;s); s! is_in_cp := true; s! color := red
t2 E(s)
(t! is_in_cp (t2F t! color = blue))
exit with cp t as counterexample
(t!' color = blue)
DFS_redt)

9: pop(cp); s! is_in_cp := false

10: s! color := grey
/*
* Note that line 10 of DFS_redis not part of the actual algorithm.
* Its purpose is simply to clarify the correctness proof.
* Therefore there are actually only four colors as stated in the
* description  above.
*/

void DFS_black(State s)
1: s! color := black

2: t2 E(s)
3: (t! color 6 black) DFS_black(t)
4.

(2) This is the dicult part. First, note that when entering DFS_redr) there
are no grey statesand we get property (2) directly from (1). Now, this invariant
may only be a ected by the execution of line 10 inside someDFS_reds). When
executing this statemert, all successor®f s are either black, grey, or red. Note
that a red successorof s is necessarilyon the current path betweenr and s
since the states on cp(r) are still blue, where cp(r) is the current path when
DFS_redr) was called.



Assumethat there existsa simple acceptingpath  goingthrough r and using
no black or grey state. Note that all paths using no black state and going from r
to an accepting state must crosscp(r) r. This is due to the post x order of the
calls DFS_redt) for t 2 F. Since we can reach an accepting state, following
from r, unwinding onceif necessarywe get a path  from r to cp(r) r using
no black or grey state. The path cp(r) is a simple accepting path using no
black or grey state.

If s2 then the invariant still holds after setting the color of s to grey in
line 10. Assumenow that s 2 and let t be the successormf s on the path
The color of t must be red. Let v be the last state of whosecolor is red and
write. = 1V ,. Sincethe color of v is red, it is on the current path between
r and s and cp(r) r is aprex of cp(v) v. Therefore, cp(v) v » is a simple
accepting path using no grey or black states and doesnot contain s. Hence,the
invariant still holds after setting the color of s to grey at line 10. t

Remark 1. One can provethat if a call DFS_redr) with r 2 F terminates with-
out nding a counterexample,then all statesreachable from r are black or grey.
Therefore, at line 10 of DFS_reds), we could set the color of s to black directly
and remove line 11 (the call to DFS_black) in DFS_blue This modi cation is
ne if we are only interestedin nding the rst counterexample. But when the
color of somestate s is setto grey, then we do not know whether s is part of a
courterexample or not. In other words, one can deducethat a grey state cannot
be part of a counterexample only when the initial call DFS_redr), with r 2 F,
terminates. In order to avoid revisiting unnecessarilysomestates, the minimiza-
tion algorithm preseried in Section 3 can usethe fact that a black state cannot
be part of a counterexample. This is why we do not usethis modi cation.

Sincethe algorithm visits a state at most 3 times, Algorithm 1 terminates.
Moreover, one gets as a corollary of Lemma 1 the following statemert.

Prop osition 1. If a Buchi automaton A admits a counterexample,then Algo-
rithm 1 nds a counterexampleon input A.

2.1 Comparison with SPIN's algorithm

The di erence betweenour algorithm and SPIN's is that SPIN doesnot paint
statesin black to avoid unnecessaryrevisits of states. More precisely in SPIN's
algorithm, lines 7 to 12 of DFS_blueare replacedwith

s2F r .= s; DFS_reds)

where r is a global variable used to memorize the origin of the red DFS. To
illustrate the benet of black states, considerthe automaton below. Recall that
the transition labels indicate in which order successorsare consideredby the
DFSs. With SPIN's algorithm, the large tree is visited twice. The rst visit
is started with DFS_blug2) and the secondone with DFS_red3). With our
algorithm, when DFS_blug?2) terminates, state 2 is black. Indeed, DFS_blueis



called recursively on ead state of the tree accessiblefrom state 2. All leaves
of this tree, which have no successorare marked black at lines 7 8, and this
propagatesbad to state 2. Thereforethe tree will not berevisited by DFS_red3).

@@e Large tree with

no accepting state

3 Finding a minimal counterexample

To nd a minimal counterexample, we use a depth-rst seard [4] which does
not necessarilystop when it reachesa state already visited. Indeed, reaching a
state s with a distanceto the initial state s; smaller than for the previous visit
of s may lead to a shorter counterexample.

Therefore, in addition to the elds usedin Algorithm 1, ead state has an
integer eld depth, storing the smallest length of current paths on which that
state occurred. This eld remains in nite as long as the state has not been
visited, and it can only decreaseduring the algorithm. We alsousean additional
variable mce a stac of states containing the minimal counterexample found so
far. It is initially empty. At the end of the algorithm, it will contain a minimal
courterexample of the whole automaton.

3.1 SPIN's algorithm

The current algorithm implemented in SPIN to nd a small counterexampleis a
variation of the nested DFS algorithm [10]. It carrieson the visit below a state
either if the state is new or if it is found more quickly than during the previous
visits. (And, before popping an accepting state, it looks for a loop from that
state.) This algorithm cannot guaranteeto nd a minimal counterexample. The
reasonis that, after nding the rst counterexample, SPIN backtracks wheneer
it reachesa state with a path longerthan the stored distanceto the initial state.
This is due to the false intuition that using a longer path will never yield a
shorter counterexample. There are two caseswhere this is not appropriate and
the minimal counterexample is missed. The following examplesillustrate these
two cases.As before, transition labelsindicate in which order they are visited.
In the automaton of Fig. 3, the rst counterexample found is $15,S354S556S3-

Fig. 3. Missing the minimal counterexample: casel



After this visit, the state depths are set as follows: (s1; 1), (s2;2), (S3;3),
(s4;4), (s5;5), (ss; 6). SPIN's algorithm then badktracks and ss is reached from
s; with depth 2. Since this is smaller than the previous depth of s5 the visit
proceedsto sg which is reached now at depth 3, and then to sz, reached at
depth 4. But 4 is greater than the previous depth of s3 and SPIN's algorithm
would backtrack missingthe shortest counterexample which is S;S5555354Ss.

The secondcaseis when an accepting state is on the current path. Then,
even if no depth was reducedafter nding the rst counterexample, one should
revisit already visited states. An exampleis showvn in Fig. 4.

Fig. 4. Missing the minimal counterexample: case2

The rst counterexamplefound (during the seconddepth- rst seard from s;)
IS S1525354S1 and the state depths are (s1; 1), (S2;2), (S3; 3), (S4;2). Now, when
we read s, from s, with the current path s;s,s4, no depth hasbeenreducedand
again SPIN's algorithm would badktrack missing the shortest counterexample
which is 51525453 In this case,the relevant length that wasreducedis the length
from the accepting state s, to s4 (from 2 to 1). Becausememory is the most
critical resource,it is not possibleto store the length from all accepting states
to ead state. Therefore, we have to revisit states already visited.

To cope with these cases,Algorithm 2 has two operating modes: a normal
onewhere seweral criteria can make the algorithm backtrack, and a more careful
one,wherethe visit canonly stop when either the current path loops, or becomes
longer than the size of the minimal counterexample found sofar. In this mode,
states may be revisited seweral times. If the algorithm enters in careful mode
while pushing a state s on the current path, it remainsin this mode until that
occurrenceof s is popped o the current path.

In the exampleof Fig. 3, we would switch to careful mode at lines 11 12 of
Algorithm 2 when visiting ss for the secondtime, becausethe eld ss! depth
gets reduced. In the example of Fig. 4, we would switch to careful mode at
lines 7 8 when visiting s,, an accepting state.

The important fact is that being careful only in thesetwo situations is su -
cient to catch a minimal counterexample.

3.2 An algorithm nding the minimal counterexample

Algorithm 2 is again presened by a recursive procedurewhich tags states while
visiting them. Its rst argumert is the state to be visited. Its secondargumert



is the mode, initially normal, used for the visit. When we detect that some
courterexample might be missedin that mode, we switch to the careful mode by
calling the procedurewith careful asthe secondargumert. The mode could be
implemerted as a global variable, which savesmemory. Making it an argument
of the procedureyields a simpler presenation of the algorithm.

Algorithm 2 Finding a minimal counterexample
void DFS_MINState s, Boolean mode)

1: push(cp;s)

2: s! depth := min(length (cp);s! depth)

3: t2 E(s)

4: mce= " (length (cp) + 1< length (mc@)
5 t2cp

6: closes_accepting( t) mce:= cp:t
7 (mode= careful t2F)

8 DFS_MIN{ careful)

9: t! depth =1

10: DFS_MIN( mode)

11: (t! depth > length (cp) + 1) mceé "
12: DFS_MIN, careful)

13:

14:

15:

16: pop(cp)

In the description of Algorithm 2, we usethe following functions:

int length(p) returns the length of the path p (i.e., its number of states).
Sincewe only useit with cp and mceas argumerts, one can maintain their
lengths in two global variables, hencewe may assumethat this call requires
O(1)-time.
Boolean closes_acceptin g(t) returns true i cp t is an accepting path
(assumingthat cp itself is not accepting). To implement this function, one
can use another stadk of states recording, for eact state s of the current
path cp the depth in cp of the last accepting state of cp located before
s. For instance, if the current path is [s1;Sz;S3;Sa;Ss;Sg] and only sy, Ss
are accepting, then this stack contains [0; 2; 2; 2; 5; 5] (where 0 meansthat
there is no accepting state). The function closes_accepting can then be
implemented:

in O(1)-time if we acceptto store the depth of eat state on the current

path. To ched that a state closing a cycle createsan accepting cycle,

onechedsthat the depth of its occurrenceon the current path is smaller

than the depth of the last accepting state on the current path.

in O(n)-time otherwise,wheren is the length of the current path. Never-

theless,the additional stad still givesusefulinformation to avoid visiting



the current path. For instance, if s! depth (which will be smaller than
the depth of s in cp) is larger than the depth of the last accepting state
on the current path, or if there is no accepting state on it, we know that
s doesnot closean accepting path.

3.3 Correctness of the algorithm

To prove that Algorithm 2 is correct, we introduce the lexicographic ordering
on paths starting from the initial state of the automaton. Recall that if a state
has k outgoing transitions, they are labeled from 1 to k accordingto the order
in which they will be processedby the algorithm. Let :S S! N assigning
to eadh edgeits labeling. We extend to paths starting at s; by letting (s1) =
"“and (S1;S2;:::5:Sn) = (S1;82) (S2:S3) (sn 1;8n). If and ©are two
paths starting at s;, we say that is lexicographically smaller than °, denoted

ex O if () is lexicographically smaller than ( 9 (with the usual order
over N). We let lex i ex dor =

The rst obsenation is that the algorithm discovers paths in increasinglex-
icographic order. In other words, ead call to DFS_MINnakesthe current path
greater in the lexicographic ordering.

Lemma 2. Let and be the valuesof cp after two consecutive executions of
line 1 of Algorithm 2. Then, lex

Proof. First obsene that the test at line 5 guaranteesthat the current path
cp remains simple: DFS_MINvill not be called on a state that would closethe
current path. Let = s;8, s. Then either no state is popped beforethe next
execution of line 1, and is of the form s -:1, hence ex -0Orl1 k<°
states are rst popped, and the algorithm then pushest on the current path.
By de nition of the transition labeling , t is a successorof s+ ¢ sud that

(s K;S k1) < (s «k;t). Hence,the newvalue of cpis = s15; s «t
and lex - u

Corollary 1. Algorithm 2 halts on any input.

Proof. There is a nite number of simple paths in a nite graph, cp takesits
valuesin this nite setand ead recursive call makesit greater. t

Since Algorithm 2 discovers an increasing sequenceof paths in the lexico-
graphic ordering, it is natural to intro ducethe following sequencg i)o i p. Let
S bethe nite setof simple acceptingpaths. Recall that a simple accepting path
is of the form s swith s simpleands \ F 6 ;. Sincethe lexicographic
ordering is total, we can de ne a sequencg i)o i p asfollows:

S if S6 ;
f 2Sjji<jig iff 2Sjjj<jiig6;

o = min
i+1 = min

lex

lex

wherej j denotesthe length of . By construction, the last elemert ,, of this se-

is increasingin the lexicographic ordering and decreasingin length. For ; 2 S,
welet v if ex andj j j j. Weshall usethe following simple fact.



Fact 1 Each ; is v-minimal in S.

Givena path , welet min( ) = minfij isaprex of jgand max( ) =
maxfi j isaprex of ;g. By convertion, min( ) =1 andmax( )= 1 if

is not a pre x of some ;.

The next proposition implies in particular that Algorithm 2 is correct, since
the last value taken by mceis precisely ,. It also shows what would be the
behavior of a variant of our algorithm which outputs the successie values of
mce Although the time consumption of the algorithm is high, the algorithm can
output all counterexamplesof the sequence ; whenthey are discovered,and the
user can stop the seard at any time. For instance, Dekker's algorithm produces
about 80 counterexamples.

Prop osition 2. The suaessivevaluestaken by the variable mceduring the ex-

ecution of Algorithm 2 are 1 =", o;:::; p.

Proposition 2 is adirect consequencef Proposition 3 below. Indeed, DFS_MIN
is initially called with the parameters (s;; normal) if s; 2 F and (s;; careful )
if s; 2 F. If there exists a counterexample, the hypothesesof Proposition 3 are
fullled at the beginning of the algorithm, with s=s;, = " and k = 0. Hence,
at the end of the initial call of DFS_MINN s1, the value of mceis max(s;) = p-

Prop osition 3. Let s be a strict prex of  with k = min( s) < 1. As-
sume that at the beginning of a call DFS_MINg,mode), we havecp = and
that for all prexes ir of s we had mce= ,(,r) 1 at the beginning of
the call DFS_MIN{(,_) . Then, at the end of the call DFS_MINg¢,mode), we have
mce= may s)- Moreover, wheneverthe variable mceis updated, it is switched
fromsome - ;to - with™ O.

The proof of this proposition in turn usesLemma 3.

Proof. Let T = ft 2 E(s) j min( st) < 1g . Since sis astrict pre x of min( s),
wehaveT 6 ;. Write T = ftq;:::;thgwith (s;tj)) < (s;ti«1) foralll i< n.
We usean induction onj ¢j j s 1.

Claim. If beforeline 4 when consideringt; 2 E(s) we have mce=  min( st;) 1
then after line 14 of this iteration we have mce=  pa( st;)-

Lett=t; and~ = min( st). Either ~ = O and mce= " or jcpj+ 1= | stj
j *j < jmceg and the test line 4 succeeds.

The rst caseiswhent 2 cp = s. Then, we have - = st andt closesan
accepting path. Therefore, mceis updated to -. For any other successow of s
with  (s;v) > (s;t), we havej svj = | j = jmcg, hencethe test line 4 fails.
Therefore, the value of mceremains - until the end of the call DFS_MINg, ) .
Moreover, from - = st we deducethat i = n and - = max( st,) = max( s)
which provesthe claim.

The secondcaseis whent 2 cp = s. All hypothesesof Lemma 3 are ful lled,
henceDFS_MINY,_) is called. When DFS_MINY,_) is called, stisastrict pre x



of -,cp= s, mce= - 1= nyin(s) 1 andforall prexes ir of s we had
mce= min(,r) 1 at the beginning of the call DFS_MIN(,_) . Therefore, the
hypothesesof Proposition 3 are fullled and sincej «j jstj<jkj | s we
get by induction that mce= 5 ) at the end of the call DFS_MIN,_) . The
claim is proved.

Now, we show by induction oni that beforeline 4 when consideringt; 2 E(S)
we have mce= i ( st;) 1-

Note that k = min( s) = min( st;). By de nition of , no successort of
s with (s;t) < (s;t1) may be such that st is on a simple accepting path of
length lessthan j  1j (with the corvertion j 1j = 1 ). Hence,the value of mce
remains g 1 until t; 2 E(S) is considered.The property holds for i = 1.

Assumenow that the property holds for somei < n. From the claim, we get
mce= max( stj) after the iteration for t; 2 E(s). Let g= max( st;). Note that
min( stj+1) = max( stj)) + 1= g+ 1. By de nition of 41 and of the setT, no
successor of s with  (s;tj) < (s;v) < (S;ti+1) may be such that svisona
simple accepting path of length lessthan j 4j. Hence,the value of mceremains
q until tji+1 2 E(s) is consideredand the property still holds for i + 1.

Finally, beforeline 4 when consideringt, 2 E(s) wehavemce=  min( st,) 1-
Using the claim, we get mce= max( stp) after the iteration for t, 2 E(s). Note
that max( st,) = max( s). By de nition of the set T, no successow of s with

(s;tph) < (s;v) may be such that sv is on a simple accepting path of length
lessthan j max s)j- Hence,the value of mceremains nay ) until the end of
DFS_MINg,mode) and the proposition is proved. t

The proof of the next lemma usesauxiliary results (Lemmas5 and 6 below)
on paths that are totally independert of the algorithm.

Lemma 3. Let st bea simple path with * = min( st) < 1 . Assumethat, while
consideringt 2 E(s) in DFS_MINg, ) , we havecp = s and mce= - ; and
that for all pre xes ir of s wehad mce= i, ,r) 1 at the beginning of the
call DFS_MIN(,_) . Then, DFS_MINY,_) is called.

Proof. Welet 9= s. Assume rst that * = 0, sothat % isaprex of . Since
mce= ;= ", the test line 4 succeedsSince % issimpleandcp= 9 the test
line 5 fails. Assumethat the test line 7 fails. Then, the mode of the algorithm
is necessarilynormal, and in particular there is no accepting state oncp = ©.
Moreover, t is not accepting: %\ F = ;. If the test line 9 also fails, then t has
already been visited along a simple path that we denote %. By Lemma 2, we
have % |ox &. This situation is impossibleby Lemma 6. Hencethe test line
9 must succeedand DFS_MINY, ) is calledin this case.
Assumenow that * 6 0. Wehavejcpj+ 1=j %j | -jsince %isaprex of
«. Further, j -j<j - 1j by de nition of the sequencqj ij);. Sincemce= - 1,
we deducethat the test line 4 succeedsSince % is simpleandcp = © the test
line 5 fails. Assumethat the test line 7 fails. We shov asbeforethat %\ F = ;.
Assumethat the test line 9 also fails. Then, there exists a simple path % sud



that % o % andj %4j = t! depth. If j % > j -j, then t! depth = | %4j >
i %j = jcpj+ 1and DFS_MINY_) is called on line 11.

Assumenow that j %j j -j. Wewant to apply Lemma5with = -.Recall
that - is a simple accepting path which is v -minimal in S. Note that % is a
pre x of which satis es property (1) of Lemmab5 and it remainsto show that

% is minimal with this property. Sincethe algorithm is still in mode normal (the
test line 7 failed), for all pre xes ir of % wehadr! depth = 1 whenthe call
to DFS_MIWN, normal) was made. By hypothesis, at the beginning of this call,
we had mce= -, ; where™; = min( ir). Assumethat there is a simple path

I ex 1r.Let Pv 9 bev-minimal with this property Since % was not
visited before ir, and smce Pis v -minimal, we havej orj j %j j -, 1j>
j *i =] jand property (1) of Lemma 5 doesnot hold for r. Therefore, % is
the shortestpre x of = - satisfying (1) and Lemma5 impliesthat j § > j ‘i
We concludeas above that DFS_MINY, ) is called on line 11.

Lemma 4. Let = s sbeapathwiths \ F6;, s simpleand s\ = ;.
We can construct a simple accepting path °= %9 %0 sychthatj § | j and
s isaprex of 90

Proof. Assumethat is not a simple accepting path. Let t be the rst state
occuringtwicein . Then,wewrite = 1t >t gwitht2 ; ,.Ifs 1t 3\ F 6 ;

thenwelet °= s it 3s. The path Ostill satis es the hypothesesof the lemma
(with the same and s) and we have j § < j j. Hence we can conclude by
induction. Otherwise,welet °= s it ,t. Again, °still satis es the hypotheses
of the lemmaandj §< j j. Sinces isaprex of s it, wecanagainconclude
by induction. t

Lemma 5. Let 2 S be a simple accepting path which is v -minimal in S.
Assumethat there existsa pre x % of satisfying

Y\NF=3;, % o %andj % | jfor somesimplepath %. (1)
For the shortestpre x & of satsisfying (1) we havej §>j 9.

Proof. Let i bethe greatestcommonprex of %and ° Wewrite °= ; ,
and %= | ,. Note that the transition betweenthe last state of i and the
rst state of ,t is strictly smaller than the transition betweenthe last state of
1 and the rst state of ,t. Hence,for all nonempty pre xes 2 of ,t and 9
of »t,wehave 1 9 e 1 9.

Assuming by cortradiction that j »j | »j we will build a simple accepting
path  with ex andj j ] j, acortradiction with the v -minimality of
Write = % %andlet s bethe rst state on ,t which occursalsoont 9

Wewrite ot = 9s $%and %= 3s 4, with s2 3. Below, whenewer we state
that a path is simple, this follows from the de nition of s and 3 and from the
fact that and % are simple.

S 1 2 t 3 s 4 v

S




1. Assumethat 3s cortains a nal state. Then, = ; s 90 3sisan accepting
path which is not necessarilysimple.Yet, 4= ; 9s %ssimple.Hence 1 sis
simple. Moreover, 1 9s\ 993 =; since and ,t aresimple and by de nition
of s and 3. Applying Lemma 4, we obtain a simple accepting path  with
ij Jjj jjand 1 9sisaprex of .Wededucethat lex asannounced.
Assumenow that 3s\ F = ;,sothat 4\ F 6 ;, and let v be the last state
of . By de nition of an acceptingpath, v is alsothe seedof the acceptingloop.
2. We rst show that v doesnot occurin . Assumeby cortradiction that ; =
9v 9%nd considerthe simplepath = ;1 9s ;= %. Wehave &% ox 1 v
andj % j j, acontradiction with the fact that t is the rst sud state.
3.If vdoesnot occurint 3 thenwelet = 1 Ss 4.
4.1f vocecursint g thenwewritet 3= v Pandwelet = ; 9s , 9%
In both cases,we can chedk that is a simple accepting path and that
ex andj j ] jasdesired. t

Lemma 6. If %isaprex of owith %\ F = ; then thereis no simple path
% with % lex %,

Proof. Assume by contradiction that there exists a prex % of o sud that
Y\ F=;and % x @& for somesimplepath %.In the following, we assume

that % is the shortest such pre x of . We will build a simple accepting path
with ex 0, acontradiction with the de nition of .

We proceedexactly as in the proof of Lemma 5. The only di erence is in
case(2) whenv occursin ,. Herewelet = 1 9s 4, 9% 3s. Note that we
may havej j > | oj but we can show that is a simple accepting path with

lex 0, a cortradiction with the |ex-minimality of . t

3.4 Remarks on the algorithm

To keepthe presenation simple, we have described the algorithm starting from
a freshinput. However, one can also start from an automaton already tagged by
Algorithm 1. Sinceno courterexample can go through a black state, this allows
us to backtrack in the depth-rst seart as soon as a black state is seen.This
shortens obviously the seard by cutting uselessparts of the automaton.
Moreover, one can also bound the seard by the size of the counterexample
producedby Algorithm 1. More precisely Algorithm 2 is well suited for bounded
model-cheding. One can give it a bound B for the depth of the researt, and it
would nd successiely the counterexamples -; -41;:::; p where’ is the rst
index sud that j -j < B. This amounts only to changing the test of line 4 by

mce= " (length (cp) + 1< B) length (cp) + 1< length (mc§

4 Implemen tation and experimen tal results

The algorithm preseried in Section 2 is quite e cient and visits ead state
at most twice (in view of Remark 1) in order to nd a rst counterexample.



The secondalgorithm on the other hand nds the shortest counterexample at
the expenseof revisiting states much more often. In the worst case,its time
complexity is exponertial. In order to get the best of the two, we could start
with the rst algorithm until a rst counterexample is found (if any) and then
switch to the secondalgorithm to nd the shortest counterexample.

In the prototype usedto obtain the experimental results preseried below, we
actually usedSPIN's algorithm for nding the rst counterexampleinstead of our
algorithm preserted in Section2. Then we switch to our minimization algorithm
of Section 3. The reasonis that more in-depth changeshaveto be carried out on
SPIN's code to implement our algorithm of Section 2 and our primary goal was
just to minimize the size of the counterexample. We are currently implemerting
the algorithm of Section2 and sinceit is always more e cien t than SPIN's one,
more improvemerns can be expected.

In the syndironized product betweenthe model and the LTL automaton
built by SPIN, there is a strict alternation betweentransitions of the model and
transitions of the LTL automaton (see[9]). Therefore all accepting paths are of
odd length and when minimizing the size of a counterexample we can replace
line 4 of Algorithm 2 by length(cp)+2 < length(mce) . The test line 4 works
in fact for an arbitrary Bichi automaton. This trivial optimization is important
for our algorithm sinceit may revisit states quite often.

We have conductedexperiments for various algorithms and speci cations. Ex-
periments for which the model doesnot satisfy the speci cation and counterex-
amplesexist are gatheredin Table 1. We compare our algorithm with SPIN -i

SPIN -i Contrex
counterexample length 55 19
Peterson | states stored 80 85
states matched 1968 9469
computation time 0.030s 0.070s
counterexample length 173 23
Dekker states stored 539 543
states matched 48593 25 10°
computation time 0.240s 11.420s
counterexample length 5 5
Dijkstra states stored 211258 209687
(3 users) states matched 1.96928e+09 654246
computation time 71m27.700s 1.780s
counterexample length 97 17
Hyman states stored 123 157
states matched 7389 40913
computation time 0.080s 0.210s

Table 1. Experiments for various algorithms when a counterexample does exist

which tries to reducethe size of the counterexample. Clearly SPIN -i doesnot




nd the shortest counterexample while we have proved in Section 3 that our
algorithm does. The automata of the speci cations (never-claims) have been
generated by the tool LTL2BA[6] both for the veri cation with SPIN -i and
with our algorithm. For eact experiment, we show, in addition to the sizeof the
minimal counterexample found, the number of di er ent states visited by the al-
gorithms (states stored). The last information (states matched) is the number of
states (re)visited during the algorithm. Here, ead time a state is (re)visited this
counter is incremerted. The execution time which is indicated is the usertime
(the systemtime is negligible in all cases)obtained on a Pentium 111 700Mhz
with 1Gb of RAM and 1Gb of cacde.

As expected,our algorithm needsin generalto revisit more statesthat SPIN's
in order to really nd the minimal counterexample. Yet, there are caseswhere
SPIN's algorithm is lesse cient than ours. The reasonis that SPIN -i does
not test whether a counterexample already exists (test mceg ", line 11 of Algo-
rithm 2). For Dijkstra's algorithm, there is no counterexample in the left part
of the graph. Therefore, until the rst counterexample has beenfound, our al-
gorithm doesnot switch to careful mode, even if a state's depth gets lowered.

5 Conclusion and open problems

The main contribution of this paper is the algorithm preseried in Section 3
which nds a shortest accepting path in a Blichi automaton. It actually nds
a sequenceof counterexamplesof decreasinglength which it can output. It has
beenimplemented and the comparison with SPIN's algorithm clearly demon-
strates its superiority in counterexample length. We also proposedan algorithm
to nd a counterexample, without trying to minimize its length, which is more
ecient than SPIN's. It avoids unnecessaryrevisits of states and hence nds a
courterexample more quickly. We plan to implemert this algorithm and to com-
pare it experimentally with SPIN. Further, this algorithm detects states that
cannot be part of an accepting path (black states). Hence, using it instead of
SPIN's before searding for a minimal counterexample should improve the per-
formance of our secondalgorithm.

Finding a shortest counterexample with a depth-rst seard algorithm is
time consumingbecausewe needto revisit statesmany times. A generalgoal for
improving the e ciency is to detect more states that neednot be revisited.

Another important issueis to be able to deal with partial order reductions.
While the rst nested-DFSalgorithm [5] failed in the presenceof partial order
reductions, the version of [10] is able to cope with some reductions. We need
to investigate whether our algorithms can handle partial order reductions with
reasonablememory requiremerts.

Finally, it would be interesting to nd ways to minimize the length of the
courterexample with respect to the model and the LTL speci cation. Instead,
existing algorithms seard for counterexamplesfor the model and a specic au-
tomaton assaiated with the LTL specication. It is often the casethat this



speci ¢ automaton is not optimal for nding a short counterexample for the
LTL formula.
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