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ABSTRACT 

It is not likely that many traveling salesmen can be discouraged from 
their job by a lecture on its complexity [9]. Not surprisingly, writers of 
automated protocol analyzers are much the same. The problem of determining 
whether an arbitrary message passing system contains deadlocks is PSPACE-
complete at best (for bounded queue lengths) [7-9]. Yet for any given formal 
analysis model it is easy to derive state space exploration routines that can find 
such errors with certainty — given a sufficient amount of time and space. In 
practice, therefore, one of the main problems is to optimize the speed and 
memory usage of an automated validator. To phrase it differently: it is not 
hard to validate protocols, it is hard to do it (sufficiently) fast. 
In reachability analyses, the limits of what can be analyzed in practice can be 
moved substantially if the traditional finite state machine model is abandoned. 
To illustrate this, we introduce a simple symbolic execution method based on 
vector addition. It is extended into a full protocol validator, carefully avoiding 
known performance bottlenecks. Compared with previous methods the perfor-
mance of this validator is roughly two orders of magnitude in speed faster and 
allows validation of protocol systems up to 10 6  states in only minutes of CPU 
time on a medium size computer. 

1. Introduction 
Many different theories have been suggested for the automated analysis of distributed systems. 
The more elaborate methods can verify the correct working of a distributed system for quite 
subtle correctness criteria. A question that is rarely asked or answered, however, is which 
problems can in reality, within practical limits, be Verified with these tools. There is a subtle 
balance between analytical power and performance that for the time being (pending substan-
tially faster hardware) tends to make the more elaborate systems useless in practice. The pur-
pose of this paper is to show that the limits of what we thought could be analyzed in practice 
can be moved substantially if we break away from elaborate theories and build an analyzer 
that deliberately avoids the known run-time performance bottlenecks. 
A simple analysis method, that has proven to be ultimately suitable for performing automated 
validations is symbolic execution [3,4,5,16,17]. It is probably safe to say that symbolic execu-
tion in one form or another is at the core of most existing and planned automated protocol 
validation systems today. It is the basis of all CSP [10] and CCS-like [15] evaluation systems, 
the Pandora algebraic validation system [11,12], the S/R validator [1], temporal logic based 
systems such as the Carnegie-Mellon model checker [6], etc. The pitfalls of symbolic execu-
tion are equally well known: the size of the state space and the time it may take to inspect all 
reachable states in it can rise dramatically with the problem size [13]. There are three answers 
to this problem: 

• reduction (exploiting equivalences), 
• truncation (being more selective in what is analyzed), and 
• efficacy (doing more work in less time). • With the first technique we try to partition the set.of reachable system states into equivalence 

classes and direct the analyzer to inspect just one state from every class. It is as yet an open 
problem how this can best be accomplished. 
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With the second technique we content ourselves with inspecting only a fraction of the full state 
space but attempt to select that portion that is most likely to reveal errors [13,14]. 
The importance of the third technique is easily underestimated, though admittedly it seems to 
be the least inspired method. Yet the performance of an analyzer can usually be improved by 
orders of magnitude by carefully studying, for instance, memory usage patterns and writing 
special purpose allocators. Frustrating as it may be, the effect of such tuning techniques can 
easily outweigh the effect of the other two techniques combined. 
The performance of a validator can be expressed in the number of system states it can gen-
erate and analyze per unit of time. To be able to measure optimal performance precisely, the 
next section will introduce a model for protocol validation that can help to avoid performance 
bottlenecks in state generation and state checking. 

2. A Sample Validator 
Consider the following analytical model M, which is defined as a collection of states and tran-
sition rules. 

M = (S,T) 

The state set S has one current state. Each state is completely specified by a vector of values. 

s = { Vo,V 1,V2,..., v. }. 

The protocol designer may attach specific meanings to certain values, such as the control flow 
state of a process, the value of a variable or the length and contents of a message queue, but 
to the model the significance of the individual values is irrelevant. A transition rule consists of 
a predicate and an action. 

t = {p,a} 

The predicate is a Boolean function of the state vector, and the action defines a transformation 
of the state vector. Assume we have a protocol with two processes, one of 6 states and one 
with 4 states. Each process has a message queue of one slot, and each queue can be empty or 
contain one of two different messages. The state vector in our model will have four com-
ponents with a total length of 

Flog(6)1 + log(4) + flog(3)1 + Flog(3)1 = 9 bits. 

Theoretically the model system can be in 2 9  = 512 different states, of which 6*4*3*3 = 216 
are actually relevant to the protocol being modeled. The transition rules further constrain the 
set of possible executions and the set of reachable states. If we define the transition rules of an 
alternating bit protocol [2] on our example system (the above process and queue sizes were 
chosen to match that problem) the set of reachable states in an exhaustive analysis is only 65. 
Given the definition of the alternating bit protocol, let us derive a description in terms of state 
vectors and transition rules. In Argos [13,14] a simple version of the protocol may look like: 

proc sender 
queue sender[1]; 

do 
receiver!msgl; 
do 

sender?ackl — > break 
sender?ack0 — > skip 
sender?timeout — > receiver!msgl 

od; 
receiver!msg0; 
do 

sender?ack0 — > break 
sender?ackl — > skip 
sender?timeout — > receiver!msg0 

od 
od 
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proc receiver 
queue receiver[1]; 

do 
receiver?msgl —> sender!ackl 
receiver?msg0 — > sender!ack0 

od 
} 

The language defines for each statement whether it is executable or not. The send statement 
"sender!ackl", for instance, means: "attach the message ackl to the queue named sender". It is 
executable only if the queue addressed is not full, and it blocks if it is. Similarly, the receive 
statement "receiver?msg0" means: "delete the message msg0 from the head of queue receiver". 
It is executable if the queue contains the right message in its first slot. It blocks in all other 
cases. 
The only control flow construct used here is the repetitive construct do :: od. It consists of a 
list of options, each preceded by a :: flag. The do statement is executable if at least one of the 
options is, and an option is executable if its first statement is executable. If more than one 
option can be executed, one may be picked at random. After the completion of an option a do 
structure is repeated. The only way to terminate it is to execute an explicit break statement or 
goto jump. But enough about the language. It is easy to recognize the six relevant states in the 
sender process and four in the receiver (the fourth state is an unreachable end-state after the 
do statement). The state vector will look as follows: 

S = 	v„, Vrp , vsq , Vrq  } 
where we can interpret v sp  as the state of the sender process, v, p  as the state of the receiver 
process, vsq  the state of the sender queue and v rq  the state of the receiver queue. Initially we 
have 

so = {0,0,0,0 } 
There are three transition rules for the initial system state: the receiver process defines two 
(there are two options in the do structure) and the sender process defines one. The one predi-
cate for the sender process can be written as follows, where dashes indicate don't care condi-
tions: 

Po = (114,=- 	(NE 0) } 
It states that the sender process must be in the initial state 0 and the receiver queue must be 
non-full, in this case empty since the queue lengths are 1. An empty queue is encoded in the 
model with a zero in the first slot, and a non-full queue with a zero in the last slot (in this 
case the first slot is also the last slot). If we also conveniently assume that the receiver queue 
encodes msgl with an integer number 1 and msg0 with an integer 2, the corresponding action 
can be defined as a vector to be added to si: 

a6 = {1,0,1,0}. 
so that 

si = so + ao = {1,0,1,0}. 
The predicates for the two transition rules defined by the receiver process in the initial state 
are: 

2 
Po = 	 (vrqw 1) 1 

with an action vector, to be added to the state vector: 
ao = { 0, 1,0,— 1 }. 

and 
3 

Po = 	,(vrpv- 	, (v„E 2) } 

with action • 	a8 = { 0,2,0,-1 } 
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using the same encoding in integers of the two messages that can be appended to the receiver 
queue. 
The predicate for a timeout is also readily defined: the timeout on queue sender is enabled 
whenever that queue is empty (and process sender is in the right control flow state). A simple 
heuristic could also be used to restrict the analysis to more likely cases of timeout malfunction-
ing: a timeout is enabled whenever the queue addressed is empty and no normal send or 
receive action is executable elsewhere in the system [13]. 
The idea will be clear. All that is missing to make this analyzer work is a preprocessor that 
can translate formal specification into a state vector and transition rules, and a runtime 
environment that can evaluate the predicates and perform the vector additions — both fairly 
standard programming jobs. State generation is a fast two-step process: the evaluation of a 
predicate, possibly followed by a single assignment to the state vector. The method is general 
enough to cover also problems that are traditionally considered to be hard in writing an 
automated analyzer, such as value transfer, variables, generalized flow control. 

3. Extensions 
The above analyzer can already perform symbolic executions of protocols such as alternating 
bit, Arpanet 3way handshake, CCITT recommendation X.21, etc. . But symbolic execution as 
such is not enough, we are interested in errors. Deadlocks are defined in the model as states 
in which all predicates are false simultaneously. Small protocols yield their errors easily to this 
analyzer. For larger test cases, though, there still is a problem. One problem is to determine 
when to terminate the analysis: when do we know that we have exhausted all possible execu-
tions? It is easy to maintain a list of all state vectors that have been encountered during the 
search and check each newly created state against the states in the list to guarantee that we are 
not doing double work. For small protocols, with say up to a few thousand reachable states, 
this is trivial. For medium sized and larger protocols it is not. One of my standard test proto-
cols, for instance, requires a state vector of 395 bits. The actual number of reachable systems 
states is not anywhere near 2395 , but still in the order of 2 23  or eight million states. There are 
two major problems in handling protocols of this size t. 

• state matching (to avoid double work), and 
• state storing. 

Eight million states of nearly 400 bits each takes some 400 Mb of memory (not counting any 
of the overhead required for implementing a zonvenient state space structure). You will need a 
fair sized disk to store this information. The first problem is even worse though. Of course it 
is not necessary to check every newly created state against all previously analyzed states. The 
states can be accessed through hash functions that can reduce the number of states to check for 
matches to only a small number. But consider this. Although the protocol strictly defines how 
successor states are created, the new state vector could match literally any single one of the 
states in the state space (since the action part defined by the protocol is unrestricted). As far 
as state matching is concerned, new states are created at random and may require a random 
portion of the (400 Mb) state space to be checked for matches (selected by the hash functions). 
If the state space is maintained on disk, no disk-block caching discipline will be able to optim-
ize disk access: at each symbolic execution step another random block is needed, and it will be 
hard to avoid one real disk read/write operation per execution step in the larger protocols. This 
alone will slow down the analysis to about 100 steps/second. In practice it turns out that the 
calculation of hash values, and the actual state matching will take away another order of mag-
nitude, which makes the analyzer run at roughly 10 steps/second. With eight million states to 
analyze this means a runtime of ten days or more. 

The analyzer, with the additions described in this and the next section, takes less than 0.5 seconds 
on a DEC VAX/750 to exhaustively validate these protocols. 
t Note carefully that this is not an extravagant example. Any protocol of practical relevance will 
have a complexity that is similar or worse. 	 • 
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4. Fast State Space Matching 
Fortunately, the analyzer based on state vectors described in section 2 points the way to an 
interesting solution to the runtime complexity problem. 
The automated validators that have been described in the literature all seem to run at the same 
basic speed that we came up with at the end of the last section: 10 to 20 steps per second. In 
part this is due to the amount of work required to compare states, in part to the amount of 
work required to interpret the protocol specification to generate successor states. We already 
solved the second half of this problem by defining a simple and fast vector addition system 
that lets us do the hard interpretation work at compile time instead of at runtime. The state 
space matching problem remains. Without state space matching, the analyzer I have described 
in section 1 can run at an unprecedented speed of 5000 steps/second on a medium size machine 
(VAX/750). If only we could make the state space checking cheap we would have a super fast 
protocol validator. There turns out to be an acceptable solution. 
The state of the protocol is given by a vector of arbitrary values. We can interpret this vector 
any way we want. The values have significance to the protocol, but are mere bits to the 
analyzer. Interpreting the state vector as a mere bit vector means that we can interpret it as a 
number. For state vectors up to 25 bits this gives us an arbitrary number between 0 and 32 mil-
lion. Most machines easily have 4Mbyte (32Mbit) of main memory available, so we can allo-
cate a array of 4 million bytes and let the position in that array (and within a byte) uniquely 
define a state. Note that we never store the 25 bits required to describe the state: it is impli-
citly defined by the address. If we analyze a state we can set a flag in the array. If we match 
for a state we check the flag. There is no searching and no real matching: if the index number 
defined by two states is equal the states are equal. It is as simple as that. Implementing this I 
obtained analysis speeds of 2000 steps per second with "state matching". Analyzing 8 million 
states now takes little more than an hour on a VAX/750 (or less than 3 minutes on a Cray). 
If the bit vector is larger than 25 bits (as in my larger test case), we need a fast way to cast 
the bit vector into the 25 bits we have, using a good hash function. The state space is usually 
very sparse so this method works remarkably well over a wide range of protocols. Even when 
hash conflicts are not corrected the method will continue to work. Note that a hash conflict 
can cause the analyzer to assume erroneously that a state was previously analyzed and need 
not be analyzed again. It will truncate a search (the second method to battle complexity men-
tioned in the introduction) but will never cause spurious error reports. For the test case, in 
runs up to one million reachable states, hash conflicts occurred in 0.2% of the cases, making 
the coverage of the partial run 99.8% D. How much the search is truncated is quite appropri-
ately dependent on the difference between the size of the state array and the length of the real 
state bit vector. 
Not all has been said about this analysis method, but the above will suffice to illustrate the 
main point: the limits of what can be analyzed with an automated validator can be moved, and 
as the above indicates, can be moved quite substantially, though they cannot be removed alto-
gether. 

5. Conclusion 
The performance of automated protocol validation systems is an often overlooked issue, but 
most likely to be one of the main problems that prevents a more general use. With the sample 
validator discussed in this paper protocol descriptions generating in the order of l0 5  to l07  sys-
tem states are analyzed conveniently in minutes of CPU time on a smaller machine (VAX/750 
or equivalent), or in seconds on a larger machine (Cray or equivalent). Most likely this covers 
a large fraction of the protocols one would be interested in in practice. Still larger protocols are 
beyond the capabilities of the automated validators, and it looks like they will be for some 
time to come. 

III ° Repeating a run w ith an alternate hash function can recover also the 0.2% missed. 

• 
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