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this tutorial

• how does it work, and

• how can you use it?Code Browser
and Analyzer
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topics covered
1. background and principle of operation

• installation and configuration

• guide to online documentation

2. pattern queries and regular expressions

• exercises

3. interactive queries

• token attributes

• sets and ranges

• functions

• reading files, libraries

• exercises
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4. scripted queries

• recursive functions

• associative arrays

• the query libraries

• using concurrency

• exercises

5. standalone checkers

• using concurrency: multi-
threaded checkers 

6. use of Cobra for runtime 
verification

• using live data or event-logs



caches

prep

tables prep
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pre-
processing

symbol 
table

building 
AST

alias 
analysis

building 
CFG

parsing

lexical 
analysis

most of the time is
spent here

for a large code-
base this can take

hours

but, a large number of checks
require no more information
than is already available here

more detailed information may be 
derived as needed, if needed

why does traditional static analysis take so long?
building data structures

run all checks

thousands or millions of 
lines of source code



user-
query

query
language

lexical 
analysis

source
code

a linked list of lexical tokens with annotations
(token types, ranges, levels of nesting for parentheses, brackets, and braces, etc.)

int ident ( void ) { switch

main

db
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Cobra

cobra’s design
minimize prep-time and query time



o interactive query commands over sets & ranges
o pattern matching commands
o inline programs

cobraSource Code Patterns of Interest

N  CPU cores

parallel query
processing is easy

(in most cases)
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N1 2 …

cobra’s design
minimizing query response time



$ # pick the directory where you’ll install the cobra files
$ git clone https://github.com/nimble-code/Cobra
$ ls –l
drwxrwxr-x 2 gh gh 4096 May 16 12:59 bin_linux # executables for linux
drwxrwxr-x 2 gh gh 4096 May 16 12:59 bin_cygwin # executables for cygwin
drwxrwxr-x 2 gh gh 4096 May 16 12:59 bin_mac # executables for macs
drwxrwxr-x 2 gh gh 4096 May 16 10:03 doc # change history, manpage
drwxrwxr-x 2 gh gh 4096 May 16 10:03 gui # optional small tcl/tk script
drwxrwxr-x 8 gh gh 4096 May 16 15:55 rules # cobra checker libraries
drwxrwxr-x 1 gh gh 4096 May 16 12:43 src # cobra source files
drwxrwxr-x 1 gh gh 4096 May 16 12:43 src_app # standalone cobra checkers

$ cd src
$ sudo make install_mac # or install_cygwin, install_linux
$ cd ..
$ export PATH=$PATH:`pwd`/bin_mac # or bin_cygwin, bin_linux

$ cobra –configure `pwd`/rules

getting started
installation and configuration

optional,
to compile from scratch

recommended:
install also tcl/tk
install also graphviz
on ubuntu:
sudo apt-get install graphviz

on mac:
brew install graphviz

on cygwin:
install Cygwin-X and then
add tcl/tk and graphviz

https://github.com/nimble-code/Cobra


getting started
manual pages are all online http://spinroot.com/cobra



getting started
all manual pages are online

http://spinroot.com/cobra/manual.html



getting started
all manual pages are online

http://spinroot.com/cobra/commands/index.html



getting started
all manual pages are online

http://spinroot.com/cobra/commands/mark.html



getting started
predefined query libraries

$ cd $COBRA/rules

$ ls –l

total 60

drwxr-xr-x+ 1 gh None 0 May  1 16:31 cwe

drwxr-xr-x+ 1 gh None 0 Oct 11  2018 jpl

drwxr-xr-x+ 1 gh None 0 May  6 17:16 main

drwxr-xr-x+ 1 gh None 0 Oct 11  2018 misra

drwxr-xr-x+ 1 gh None 0 Oct 11  2018 pedantic

drwxr-xr-x+ 1 gh None 0 Jun  1 14:18 play

drwxr-xr-x+ 1 gh None 0 Mar 20 15:49 stats

$ ls -l main/*.cobra

total 89

-rwxr-xr-x+ 1 USER None 1017 May 12  2017 basic.cobra

-rwxr-xr-x+ 1 USER None 3513 May 13  2017 binop.cobra

-rwxr-xr-x+ 1 USER None   21 May  6 17:16 cwe.cobra

-rwxr-xr-x+ 1 USER None  793 Apr 20  2017 extern.cobra

-rwxr-xr-x+ 1 USER None 2490 May 13  2017 iridex.cobra

-rwxr-xr-x+ 1 USER None 4004 May 15  2017 jpl.cobra

-rwxr-xr-x+ 1 USER None  589 May 12  2017 metrics.cobra

-rwxr-xr-x+ 1 USER None  714 May 12  2017 misra1997.cobra

-rwxr-xr-x+ 1 USER None  725 May 12  2017 misra2004.cobra

-rwxr-xr-x+ 1 USER None  658 May 12  2017 misra2012.cobra

-rwxr-xr-x+ 1 USER None  501 May 12  2017 p10.cobra

-rwxr-xr-x+ 1 USER None 1008 May 31 09:02 reverse_null.cobra

-rwxr-xr-x+ 1 USER None  585 May  6 17:09 stats.cobra

try, for instance:
$ cobra –f basic *.c

or for summary output:
$ cobra –terse –f basic *.c
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getting started
languages supported

• Cobra is language neutral, which means that:
• it can be retargeted to a broad range of languages, by 

providing it with the relevant set of lexical tokens types
• the default is C, predefined alternatives include:

$ cobra –Ada …
$ cobra –Java …
$ cobra –C++ …
$ cobra –Python …

• other languages can be added by using the map command 
(discussed in Part 3 of this tutorial)

• to see all currently recognized cobra command-line flags:
$ cobra --


